Sofs =7

515

Python )% & Al i

THRERLE, LRI, S TIRZ M TR # 2 Z — XMt Python, ABIF
T B B P VE A A 48 Python 75 A R #AE R 40T 1 %2 28 A% F 7 % . Python 7E Windows. Linux
J« MacOS F#Ral LA H, H i SCH () MacOS A& & B4 N E T Python, 177 fr 447 & i 4
A4 python BRI . A< 2 = 3/ 48 Python 7E Windows 1 Linux (CentOS)  F )%
B L 2

Python Mg 47 BEA K E 0 AP A . —Fh 2 F AR BE 48 Clnterpreter) )48 H A 5
(Interactive Mode), 53 —Ff iz 17 A K MIAR:C (Script Mode). il FI AR a5 Al 4 5k
14T Python f K I¥ X 5l /& BT # B8 LEARPAAT — 47 B — BeARAS JE 4 gt “ B et 7, kARG 2
RMMAR TRERS R, B S RRARERES A, mEE N REERRES AR
2 N.py BISCAR SR AT REAT 7o RIS 20AE SEBR (10 9 2% 0 4 TAE AR # WL, H2 2
ST SRR, B e R AR PR AL BRI B AR SE R T, DRI A T R P AR
Yo BT MR AR 1A AR TR UEE, 48R, A S e AR AL S 45 0 20 P D AR A ke AT 7R o

1.1 %% Python

AFFA N4 L Windows 10.0 (64 fi2) F1 CentOS 8 43 %I4E v Windows F1 Linux P K
BERGMBERT G



W45 TA2)MRY Python Z B : M4 BE{ESLAL

1.1.1 £ Windows £ &% Python 3.8.2

T 45 1E Python B % K . Windows Jik i) Python 3 (737, M Python 3.5 JF#4, Python 3
42 FF Windows XP & 5 B ) Windows fiiAs). #% 2020 4 4 H, KR AN
3.8.2, WA VIMRYE B B IEILLEE 32 A 64 ALRRA, HECAMFAH .zip. .exe Fl.web-based 3
Pk ATk, X BEHEFEEFE exe 183, W EFR.

.

Files

Version Operating System Description MD5 Sum File Size GPG
Gzipped source tarball Source release 9f3768f757e34b342dbc06b41cbc844 24007411 SIG
XZ compressed source tarball Source release e9d6ebc92183a177b8eBa58cad5b8d6T 17869888 SIG
macOS 64-bit installer Mac OS X for 0S X 10.9 and later 12203128b5c639dc08e5a43a2812ccT 30023420 SIG
Windows help file Windows 7506675dcbb9al569b54e600ae66c9fb 8507261 SIG
Windows x86-64 embeddable zip file Windows for AMD64/EM64T/x64 129856528549 1c0eab5450e78afe68d 8017771 SIG
Windows x86-64 executable installer Windows for AMD64/EM64T/x64 b5dflcbb2bc152cd70c3da9151cb510b 27586384 SIG
Windows x86-64 web-based installer Windows for AMD64/EM64T/x64 2586cdadla363d1a8abb5fc102b2d418 1363760 SIG
Windows x86 embeddable zip file Windows 1b1fofoc5ee8601f160cfad5b560e3a7 7147713 SIG
Windows x86 executable installer Windows 6f0ba59c7dbebaTbb0ee21682fe39748 26481424 SIG
Windows x86 web-based installer Windows 04d97979534f4bd33752c183fcace680 1325416 SIG

AN A MR EERPE, N EH ) “ Add Python 3.8 to PATH”, X HLERIA
Fe WA BRI, WSS AL, BRI E ISR R, R UK R IRIT T A 4
171847 Python BIASIN , R AT DLAE AR S AR A7 MO R B N ir % python xxx.py >Kiz 47
A, T JE AU N Python $0AT 2 77 BT 7E (1) 56 B #% 42 ki 4T 4%, 441 C:\Python38\python
xxx.py, AENFEX IR AL B AR R E, B EEH B Python ¥ & W E MR Z IR
Z I [A] !



% 1E Python MEEMERA

s Python 3.8.2 (64-bit) Setup — %

Install Python 3.8.2 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now
C:\Users\admin\AppData\Local\Programs\Python\Python3{

bnrliadar IMIC mim smd Anriimmmmd st inas

— Customize installation
Choose location and features

Install launcher for all users (recommended)

WiﬂdOWS dd Python 3.8 to PATH Cancel

2 Jaik#¢ “Customize installation” #EA H & X 2%, W TFEFR.

& Python 3.8.2 (64-bit) Setup - X

J Install Python 3.8.2 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

= Install Now
C:\Users\admin\AppData\Local\Programs\Python\Python3

lnrliidne IR E i mmd Amciimnnmdadiae

— Customize installation
Choose location and features

python

for

windows

Install launcher for all users (recommended)
[~] Add Python 3.8 to PATH Cancel

£ Optional Features [iET A #ffr “pip” F1 “tcl/tk and IDLE” #R# )ik, KT EA
MR e T 2 32 3, AR TUE FH BGABCE BRI AT, SR )5 A “Next”, W NEFiR.
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A Python 3.8.2 (64-bit) Setup - X

) Optional Features
Documentation
Installs the Python documentation file.

Installs pip. which can download and install other Python packages.

tel/tk and IDLE

Installs tkinter and the IDLE development environment.

Python test suite

Installs the standard library test suite.

py launcher for all users (requires elevation)

Use Programs and Features to remove the 'py' launcher,

windows Back Next G

W N E i, £ Advanced Options H, #E# 44 “ Install for all users” 2%, ‘& 23 Python
) 22 %5 4 42 . C:\Users\admin\AppData\Local\Programs\Python\Python38 #i% C:\Program
Files\Python38, J7 {f R 4R AVy il o 24088 thnl DLE & X2 kie, DURE A 91
LR JE 15 45 I A H P #B 2 4% Python 3.

A Python 3.8.2 (64-bit) Setup - X

Advanced Options

[] Assaciate files with Python (requires the py launcher)
Create shortcuts for installed applications

[] Add Python to environment variables

Precompile standard library

[] Download debugging symbals

[[] Download debug binaries (requires VS 2015 or later)

Customize install location T
| C:\Program Files\Python38 Browse

python — >
f
Wiﬂd(})rWS Back &instal Cancel




E1E Python WREMNER

TE 23547 Python 3 &, T @& 1TH A py 80 python, il LAt A\ Python 3.8.2
(R 2E, JUELH Python 3 2235 R Ty, T R

54 bit (AMD64)] on win32

E: R Z AR E LT Python 2, 4 A fiv4 python 2 3E X Python 2, ANl AS
Z IR B T BN . dn S R 223 T Python 3, | R i@ It dr 4 py Kk Python 3, IR
FiR

Bl S5 - python

54)] on win32

64 bit (AMDB4)] on win32

1.1.2 7 Linux £ %% Python 3.8.2

AF WA CentOS 8 /E N Linux AR F 4 (£ Windows FiE4T 1 VMware &
UML), X B HAHAE CentOS Ay A AT 4 uii LA Python 1757, 75 GNOME S5 T
i F§ Python [ 5V ANEAR BT ETEE N . KOS IR, Br LB B4 Root i J7,



£ T2MEY Python 2 % : M43 a4 Bh{ESLhL

%k 7 sudo v 4, B IEMRYE B &1 5 2 2 A 8 A sudo.

1 MacOS —¥¢, HHT) CentOS 8 L4 N & T Python 2 F1 Python 3, #i A\ python2 Fl
python3 ¥/~ iy 4\l L4y 5l #E X\ Python 2 1 Python 3, 1R s

for more information.

for more information.

CentOS 8 P & i) Python 3 iR A K 3.6.8, ATFHE R & 43 3.8.2, Hikl .
BB N S 4 ok R Python 3.8.2 %2 3% £,

wget https://www.python.org/ftp/python/3.8.2/Python-3.8.2.tgz

iBAT A Ja AU I .

Python-3

SRIGHIN T H) 4K T #5223 Python 3.8 FT 75 B i PR B3R #1110

yum install gcc openssl-devel bzip2-devel libffi-devel

T2 JE AT



% 1E Python MEEMERA

TSk tar dr A X RIA T 4K Python-3.8.2.tgz LR LR, L4656 )G, aui 3% 5
42—~ Python 3.8.2 3¢, H cd mr & RENZSCHEIE, N EIFTR.

BN T Bl i 4 K 58 & Python 3.8.2 102

./configure --enable-optimizations

make altinstall

iBAT e Ja AEUE N .

C compiler

ile ault output file name... a.out
of executables...
ompiling... no
object fil .. 0
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e altinstall

rammarl.c
~qg _1,

n-compare

"license" for more information.

7. %% Python 3.8.2 FF A& & CentOS W E 1) Python 3.6.8, f# v 4 python3 1/
SR LLEN 3.6.8 filuA, WAZifE ] Python3.8 A Atk N 3.8.2 fiiA, &R s,

for more information.

for more information.

1.2 7 Windows Lt {# A Python 3.8.2

T 42 2] Python a 4745 20 70 O 1 F AR 4 (0 28 AR SRS AT A (O BIAS B 5, TR T
73 21 I PR I2 AT AR Windows R A 5 i

080



E1E Python WREMNER

1.2.1 XEHER

£ Windows F, A FiFJ5ikHE N Python 2% kM A2 A, —Fh il it dy 247
NS py B python BEAFERERS, 7 —Fh 24T HF Python BAFE B 4 4L BT R IA S
(IDE), WgisE IDLE. WP ikdt NI S I SRS A AR, (H2TheE e 4 —Ff.

1. fiH 2473\ Python fi# R 4%

HAEREHE M Ik, FTJF Windows 1) #2417 (CMD), i A4 py 8% python &I
A HEN Python fRERS, 1 T Bl

W ST - py

) 64 bit (AMD64)] on win32

RATLE Python fRFEZe 4 N5 —BACAY print ("hello, world!™), fi#%e 2% 56 BI 4T EN
“hello, world!” [N 2. XM “BIR 57 BERE R BB TRAER, HWARLXT
NEE,

7E: 1E Python 2 1, print ("hello, world! ")t 1] LA 2455 5 #& print "hello, world! ™,
{HZ7E Python 3 H, print J5 [ B W& 02000 E455, &0 Python 2 i &5 $& BE /R il L35
5, WNERR.
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B #4$1ET9T - python

5 64 bit (AMD64)] on win32

all to "print’. Did you mean print(“hello, worl

2. ffif] IDLE #t A\ Python fi# ¢ 2%

SRIGABAE ] IDLE HENERE S )73 BL Windows 10 9, B A AR “TrHeR”
JaZ “idle” B R[$£3] IDLE (Python 3.8 64-bit)) iXA>HL1f N FHFEFE, 0 FEFIR.

REEILE

. IDLE (Python 3.8 64-bif)

%

SEE A
REEN
O idle - i N IDLE (Python 3.8 64-bit)
SERA
L idle

¥ IDLE TP 28 F MG . F A RS print (hello,  world!"), B LLE
RS AL RIFTEN . “hello, world!” PN %%, FF H BRI SCREEAMMRIL =52

0100



E1E Python WREMNER

&, Python 3.8.2 Shell - O X
File Edit Shell Debug Options Window Help
Python 3. 8.2 (tags/v3.8. 2:7b3abb9, Feb 25 2020, 23:03:10) [MSC v. 1916 64 bit (AMDA4)

Janwinzz - P p
Type “"help”, "copyright”, "credits” or "license(})” for more information.

rr print U hello, world! )}
hello, world!
Bl

Ln:5 Col:4

1.2.2 MHIAREREK

7t Windows ., # W 5 761 8 Python A<, — &b & ¥ 8% 5 3 Windows i F 4 H,
BRI =T A . R RS BB .

1. I F AL Python A
TESTH B — Ml A, KA print Chello,world!) 5 N, W R EFiR.

7 grEsE - TR - o %
SCHHF) EER(E) SRN0) BE(V) EHH)
print ('hello,world!')|

Windows (C 5147, £:2100%

SRJE K I AE R py b A S o I HLRRB0K “ARAE R I “ BT A ST,
T WZ A R AR AR O axt, 40 R B

ollo
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Jses e
« v s tEHE v O mEEEsE »
BR &
D omEwEE @) -
v %
S HEiBIE
mam s pr s
Iy
3 T * Il ¥4
o ” s =1
=Es * Al wEEs —_——
Python script * B
SoftwareDistril Python script SoftwareDistribution
Bwa s ltEmEnsE AR (COWindows
=53
& Al v A L BR v
SHEE(N): [text.py v
EHFEAET): | ST pa) v
=

Bl Python
Migration

= 2

sEnalfiaed BRI NG

2. RS =7 gt 45 0 i Python I A

S FF Python )55 =75 4w 2818 % , Pycharm. Sublime Text 2/3. Notepad ++. vim (Linux

Z4t) F Python H 5[] IDLE S5 &0 &R L 75 AR H I 4m iR 45 . 4515 L Sublime Text 3 -
51 57 B A R A8 ) 55 — 5 G 2% ) 2 Python JRIAS (1) 77 92 .

B 45 7E Sublime Text B M T #; Sublime Text 3. Sublime Text N} 2 &4, {H 2] LA
G, R RATAMAH LRGS0 — AN AR R R SR AT SRR, R ARA
JEEAT T, W ISR EIR], FEAR AN S R Al AR .

Sublime Text SZ #filr 50 Figmfif 5, BRINAJIL (Syntax) /& Plain Text. 7E Plain Text

0120



% 1E Python MEEMERA

K Python AURS B HCR FHC AR AT DO, KR R R E P, i B ARAF IR
I A% 49K 7 22 T B SCAF 5 A7 py #8320, Wi R s .

a untitled + - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

4a» untitled

print ‘hello, world®

Save As
}. » Python Scripts » KAUST » 20190221 -- Fix FTTH Hostname v & Search

yt p

Organize * MewMATLAB ("matlab)

Makefile (“make;".GNUmakefile;".makefile;" le;".OCarr le*.malc".mk)

. Favorites Markdown [*.md;"mdown;".markdown;".markdn)

B Desktop Nént Build File (* build)
OCaml (*ml;*.mli)

=5 Recent places OCamllex (*.mll)
}4 Downloads  OCamlyace (*mly)
| iCloud Drive | Objective-C (*.m;".h)
iCloud Photos | Obiective-C+# (*.mm;* M;"h)
PHP (*.php:*.php3;*.php4;*.php5;*.php7.*.phps;*. phpt:*.phtml)

Pascal (*.pas;*.p;".dpr)
4 OneDrive Perl {*.pl;*pm;*.pod;".t" PL)
Plam Text (“.txt)

& This PC 3 pyw . iyt pyain:t pxed: . prd.ing® puic* pxiing® rpy:*.cpy: . SConstruct;*. Sconstruct:® sconstruct:*. SConscript:*.gyp:*.gypi:*.Snakefile;* wseript)
R("R"r : Rprome]

Rd (R Documentat-c-n]( rd)

I Documents  Reqular Expression (*.re)

ls Downloads Ruby (“.rb;* Appfile;* Appraisals:* Berksfile;” Brewfile;" capfile;.cqi;”. Cheffile;* config.ru; Deliverfile; Fastfile; fegi;* Gemfile:” gemspec:” Guardfile; .irbre* jbuilder”
| ITNC Online ShRuby Haml (*haml;* sass)

Ruby on Rails (*.rxml;* builder)

M Desktop

¥ Music

Rust {*.rs)
W, Pictures SQL ("sql:"ddl;" dmi)
l Videos SQOL (Rails) (*.erbsgl;".sql.erb)
. BOOTCAMP (3] \Scala ("scala;” sbt)
el (*tel)

& Macintosh HD [Te!(( styi*.cls)
+ CD Drive (G:)  Textile (" textile)
< wangyOl (\\myF XML ("xml;"xsd;" xslt." td;" dtml;"rss " opml;“.svg)
) YAML ("yaml" yml;" sublime-syntax)
File name: restructuredText (*.rst. " rest)
Save as type: |All Files (*.*)

Rlt, 7E3kE Sublime Text J& 75 B i 55 — F 9 & % % View— Syntax — Python ¥
FIVESCA Python, SXFEA REIRTF AT Python el i HF, ARG, EERR. ARG
Bz 58 BRI A RAE N py #% 3051 2 S Thag, R EIFR.

0130
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B c:\Users\admin\Desktopitest.py - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools

print ('hell

e AvESON Python Ja, AR ZIZ2 5%, JF HORAFACRD Ik SO 2R 71 B H 3)

Side Bar

Hide Minimap
Hide Tabs

Hide Status Bar
Hide Menu
Show Console

Enter Full Screen
Enter Distraction Free Mode

Layout

Groups

Focus Group

Move File to Group
Syntax

Indentation

Line Endings

Word Wrap

Word Wrap Column
Ruler

Spell Check

Next Misspelling
Prev Misspelling
Dictionary

BN .py #3, WrF E PR

0140

Project Preferences Help

Ctrl+

F11
Shift+F11

F6
Ctrl+F6
Ctrl+Shift+F6

Open all with current extension as...

ActionScript
AppleScript
ASP

Batch File
Bourne Again Shell (bash)
©

C#

C++

Clojure

Css

D

Diff

Erlang

Git Formats
Go
Graphviz (DOT)
Groovy
Haskell
HTML

Java
JavaScript
LaTeX

Lisp

Lua
Makefile
Markdown
MATLAB
Objective-C
OCaml
Pascal

Perl

PHP

Plain Text

~  Python

R



% 1E Python HREMER

File Edit Selection Find View Goto Tools Project Preferences Help

4p pp.p stac
print ('hello,world!")

= =t

« v gk > REAIE v O EREELE" »
Hi - = .

© L omEwEs ()

o RIEAR
W= SH T
flidz=t) LHERf
i ;. ¥ =
. pra | BR
= EA L e EFRE
Python script B
SoftwareDistrit Python script SoftwareDistribution
B s ;  EEE\sE AHIRE (C:\Windows
-3
B (nahriva v _ WA W B v

STREE(N): test 9
{RIEZERNT):\ Python (*.py;*. py3:F.pyw;*. pyi:* pysc*.pyx.in;* pxd;* pxd.in;*. pxi;*. pxi.in;*.rpy;*.cpy;*.SConstruct;*.Sconstr

~ BRI Ee

1.2.3 BT Python 1A

7E Windows B, F D47 A 17775

R OgRE XU T BT py CHE, XA B S R BT A S, R E R
A IR BIar AT R T, W GRS AR, M FIE R HA 0.1~0.2s, RIBRRKIRKIAE
FERE MR, HELKEEBE INNE. XZRF N Python AR FHIT %G HEEE
BT, EibEOEY, FEAREEES L input(), WRNEFR.

0150
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File Edit Selection Find View Goto Tools Project Preferences Help

4pr test.py x

print ("hello,world!")
2 input()

SR JE F AR B 7R AR 53 47 09 .py SO, B ERIZ AT A . ORI R B s

P c:\Program Files\Python38\python.exe - O X
hel 1d!

KT input() = £ 2.4.1 7% PR ARRE, X FE A 7 S R0TE T DL B SR R XLk 32 4T Python
AR B 11 A 3R B 1 R B AT

RO RAE A A AT B S B A ST BT EE I SRR, fIN y xxx.py BX python
XXX.py 7 2 RBAT A, W FEAR.

0160



E1E Python WREMNER

=R R AE ] IDLE SRIZAT A, BAK RN 8 Je A B o o A S, 38 B Edit
with IDLE” #t X\ IDLE, W F EnR.

-

{irzisit Open

l_,”_‘:_,.-]l Edit with Notepad++
Open with »

m Share with »

SRIGLE IDLE 4 #.5F Run —Run Module Rizf7H4, &R,

A

& test.py - C:\Users\admin\Desktop\test.py (3.8.2) - O X

File Edit Format Run Options Window Help

brint Chello, wiiibnarrs E5

input Run... Customized Shift+F5
Check Module Alt+X
Python Shell

Ln:1 Col: 0

0170
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B AR T B

& Python 3.8.2 Shell
File Edit Shell Debug Options Window Help

bit (AMD64)] on win32

Python 3.8.2 (tags/v3. 8. 2:7b3ab5%9, Feb 25 2020, 23:

Type “help”, “copyright”, “credits” or “license(}”

22 RESTART: C:‘\Usershadmin‘Desktop’test.py
hello, world

5o |

O X

03:100 [Ms5C v. 1916 64

for more information.

Ln:7 Col:4

A LRPL, 7E IDLE BEEMERMEH input(), &1

PR, 3% A IDLE SRig A7 A .
FVUFR T IR AR

=i g Ay IS AT A . KA LL Sublime Text 3 i,

ITHAAR A MBI E O AR K,

JrEAR T

/et Sublime Text 3, 41 FEIFR, fKIKEF Tools — Build System — Python.

E C:\Users\admin\Desktop\test.py - Sublime Text (UNREGISTERED)
File Edit Selection Find View Goto Tools Project Preferences Help

Command Palette...

4)» test.py

rint ('hello,world!")

Enput ()

Snippets...

Build System
Build

Build With...
Cancel Build
Build Results
Save All on Build

Record Macro
Playback Macro
Save Macro...
Macros

Developer
Install Package Control...

0180

Ctrl+B
Ctrl+Shift+B
Ctrl+Break

Ctrl+Q
Ctrl+Shift+Q

Ctrl+Shift+P

> & Automatic

ActionScript
Ant
C Single File
’ C++ Single File
Cargo
D
D dub
Erlang
Haskell
JavaC
Lua
Make
Python
R
Ruby
Rust
ShellScript
Syntax Tests

New Build System...



E1E Python WREMNER

FUF ARSI RAE G, $1HF Tools — Build B A F PR EESE Ctrl + B g v LULE & H R B
BRBITRARGR T, BCERWT E R,

B C\Users\admin\Desktop\test.py - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help
4pr test.py
print ("hello,world! 2|

hello,world!
[Finished in @.1s]

1.3 7 Linux £{# A Python 3.8.2

R 52 2415 A 445 CentOS fir 447 i BLAH ] Python (77 7%, £ GNOME £ [fi 1
BN £ Python M7 EEAEAR BT IRTER A . F i/ 44 28 AN A B AE CentOS
R A T s

0190
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1.3.1 XEHERK

FAHIE, 1E CentOS (1) iy 24T & v B4 A\ iy 4 python3.8 B AJ 3k A Python 3.8.2 ] fi#
s, tmhdk N T Python (22 HAE, W R PR,

on linux

" or "license" for more information.

7E Python fift % &5 B4 N 58 — BLAR RS print (‘hello, world!”), fif R 2% Fifi RI T B H 1 “hello,
world!” FJ A . XA BRI RBT” R R R B TR A, AR AR, I
FERR.

root@CentOS-Python:~ - O X
= yt

1.3.2 HIAER

£ CentOS i fim AT A uin B, FRATT AT LA H SO G 48 #5 K QU A, CentOS A JLFH &
TLHSCA it 28, Ebfn emacs. nano. vi 2. X HEAHH vi 82 Python A (1) 77 3% .

0200



% 1E Python HREMER

KT vi BRI A E A E . Bh, viF— NN A Y AE vim, P 1Rk
XAAEARBFHRTEE N . 2% R EHE LG @ Python JIARS, vim SZFHEL &=,
1M vi A2 FF.

Vi A EEREEE =, (VEIR PUTTY BN AR EIE, W TFEFxs.

@ root@CentOS-Python:~ - O X
print ("hello,world!")

-~ INSERT --

vim SCFEREEE R, BaRBEATER, mNEFTR.

root@CentOS-Python:~ — O *
yt

PRtz 4h, PIE XS Python FSCHFIFTEAST XA, 25 ERIE LT N EN.
WHEER 8 Vi CentOS ZeInt B HF (0 SCAR g # 8%, vim U 75 B8 L H A\ A 4 “ yum
install vim” Zz3% J5 A gefdi F .

I TH S A A AE A vi B Python JELAS 1) 7% .

0210
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B i N\ 14> vi test.py B & — 4N test.py [ Python A, Wi R EATR.

BNV, & 07 BN (BEEAE TASER “- - INSERT - -7), A
— B ALHS print (‘hello, world!”), 1K B~ .

2 root@CentOS-Python:~ - O X
print ('hello,world!")

-- INSERT --

SRIGH “ESC” 4, 1%/ MM “-- INSERT - -7 &5, BEM A :wq, %HEZ%E
5 DRI R A SO IR Vi, I R E TR .

0220



% 1E Python HREMER

ZJa A B ey AT 0w, FA Is BT 2IRIA B DI Python I test.py, i K

@ root@CentCOS-Python:~ - [m] X

thon ~]# 1s
initial-setup-ks.cfg

1#

n

1.3.3 BT Python fiiA&

5 Windows iy 217 & i — Ff, £ CentOS iy 217 & i 2 @ i 4\ python xxx.py Kig
1T Python BIASH), AREIHIA, BFAARFLL Python 3.8.2 Jf|, X HFEH python Hepk
python3.8, 5 & python3.8 xxx.py Kz T4, Wi~ E iR,

2P root@CentOS-Python:~ - O x
-Python ~]# python3.8 test.py

-Python ~]#

1.3.4 Shebang &

7E Linux 1 Unix B, fF5#/{E Shebang, @7 1] LL7E Linux/Unix &G4 d 55 —47
IFRE B RIAE 48 AT A SO I REAR 7 . 5 7E Shebang Ji5 I 1 fif B AR 7

0230
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U — AT SO, 93T A, Shebang &40 S04 44 18 N 5 B Ak i 45 IR FE 1
AT . Eel python3.8 test.py ) python3.8 & @ B FE T, test.py /& X #F 44, i i Shebang
Ja, TTLLE EMBREF, 1 python3.8 test.py & k. /test.py it 7T LLiZ 4T Python A 7. %
4k, Shebang fi& & W R FEFE T L AU T PATREST, B RG4S “ Permission denied.”.

BRI, Gn SRR BE 1545 IR0 75 B4\ i 4 python2. python3 Bk3% python3.8 Skiz 1T A
PR RR ST, AT DATE BRI AS (R Sk 3B 43 [ Shebang 775, 48 J5 76 3L 5 T N _E/usr/bin/env
python3 K48 7E python 3 NAREFE /T C([FH, W RARAEAE A python 2 KM REFEF, WwT
PLE Be#! usr/bin/eny python2), 41 N E R .

‘@ root@CentOS-Python:~ - O X

RAEB S, H chmod @i 2% test.py SN FT#AT, W N B R

EP root@CentOS-Python:~ - [m] X

SRJE AT LAH Mtest.py SRISAT A, 4B 2430620 i N\ fir 4 python2. python3 Bl
python3.8 M FRML, Wi~ E TR
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% 1E Python MEEMERA

root@CentOS-Python:~ — O x
yt
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Sofs =z
2

Sy

Python &A%

A7 A Python MIZEAEVE RN, 28017 1O T A RS #OR AE CentOS kAT,
an RACKS B 100 5 A >>> 75, WONFE MR AS T s AT ARG, AV >>> 755 19 ACRS B 9 A
18 3N 24T A ARS

21 T=

Frig4s & (Variable), B4 X, fRaEfERFEIdfES, HekETthmE., 585
MX R E, AR EITEETEASRETUNE, AFET CIC++%EES,
Python Jf¥& A ™% & U B X AMES, 78 Python 45 & 18 B 5 12 48 4 K5 7 RE
T kIBE W E, AR JEFR PI=3.1415926.

LRGN TE ML, EelE - NRE)E, MREWELAFTIE T
AL E . AR R [ FRE A AR AR AR — DR, RS  SR A B S DL AT B
REAF I EHEHEE (Data Type). FATH DLl 38 ERAE X MR R R0 — DR,
LA T @ = 10 B — A d5e fi] 5 A 22 R T4 AR s 191

>>> a = 10

£ Python tr, FATIAEHI 455 = RE AR B A4 MIUE,  1E T 58 B AL B (B A B 4 . 3 DK
10 XAEH (MR AN R RESZE a, By 10 K52 “BH” (Integer),



F2E Python EREE

Pl & a e AR 7B E XA SRR RATA DUE A type() B ECRBRIA a (L
PRA, KA & a FEHE R AULE A int, tHAEJE integer W45, AMSWT.
>>> type(a)

<class 'int'>

>>>

Python 2 —TT31AREIES, Al C. Java ZAH, FATIEST sh48 948 5 1 B 2%
B, AR T AR AN ) T AR B o — N AR SR AR BRI, WA AT R
XA R BRAE45B = a, PUAE T — NN test ) “FRFER” (String) #di 2
MR g a, SREH typeQRREHN, XH a AR KRB A M int BN T str, BIFRFE,
A UE .

>>> a = 'test'
>>> type (a)
<class 'str'>

>>>

|

o

M

Hi

BT U RNGISCT R TRIZ. B7RER, EREAREE SR
R REAMBERAT S, LS. M S5,

1%

AR T UL R R RN TT Sk, HRARUBT IR, BT,

>>> test = 'test'
>>> a =1
>>> 123c = 10
File "<stdin>", 1line 1
123c = 10

SyntaxError: invalid syntax

>>>

iX B Python @B 23R [8] 7 “SyntaxError: invalid syntax” X 4> J5RE L B A R 4R,
HYRRAT 123¢ NI AR T4 . XA MR 28 ok % ) Python IR %, Toig4RAd B H
AT ), #SEe AT 2 BRI Rt 7.
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LA X KNG, BEWT.

>>> a = 10

>>> print (A)

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

NameError: name 'A' is not defined

>>> print (a)

10

>>>

an SRAR A P R B A DA A, R B T R EATTE R, ASET DU &
R eEqIgIT, 2T .

>>> ip address = '192.168.1.1"
>>> ip address = '192.168.1.1"
File "<stdin>", line 1
ip address = '192.168.1.1"
SyntaxError: invalid syntax

>>>

B, AT RIS REHEZ #4, Python H R EF (Reserved Word)
PINER, PREE % 2 Python W IR OCBEIA], LLn ARG pR 2 “def”, FHAE while
PEIAFN for IR “while” A1 “for”, 4545, w] LAH FIH A 77 ¥k 2590 24 37 1 Python hit A
A R L R B T o

>>> import keyword

>>> print (keyword.kwlist)

['False', 'None', 'True', 'and', 'as', 'assert', 'async', 'await', 'break',
'class', 'continue', 'def', 'del', 'elif', 'else', 'except', 'finally', 'for', 'from',
'global', 'if', 'import', 'in', 'is', 'lambda', 'nonlocal', 'not', 'or', 'pass',
'raise', 'return', 'try', 'while', 'with', 'yield']

>>>

FHEARBEAERRR, FHSHIENMAE. XEAFEERA print
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(keyword.kwlist) J& i IR [UE N — N F12, AR B T0R (BIRMITER MM S JE L 2D
245 Python A KRB 7, IX LB IR P AN REAIRIMAZ 44, 286000 7F .

>>> and = 1
File "<stdin>", 1line 1
and = 1
SyntaxError: invalid syntax
>>> as = 1

File "<stdin>", 1line 1

SyntaxError: invalid syntax

>>> else = 1
File "<stdin>", 1line 1
else =1

A

SyntaxError: invalid syntax

>>>

2.2 IR

fEgAE, JUHE U5 AEAERZ KRBT, FE (Comments) 7] LA 3
FERIER, FERUBARTD B A5 B 2 AR . BRitb 2 A, 7B S HIBNEAEREHE, 7E/RRS
fo R R AR L ) — K, AR S AR Pl Re B NI . 4E9, 9 T ikl
N 525 5y BRARAR S AR ) H AT 3G, A AEAHS rh sl FH VR R 0 211

7 Python H, FRAME H#RMUERST S, F#BER—H, JH HEE4)E AR R
MOERAE R, ASCaEREK—5 0, A SHEIAT . RZHEE LT RAT 7L A
A BERE, B2 B AR RAR A, 2861 F .

# coding=utf-8

HER—AEETIR, SIIRAEH 1~10 MT TN ES

test list = [i ** 2 for i in range(l,11)]
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print (test list)

XA WAFRE AN, (HAE BRI AIE R 2 “A R — N R, %5
FONEE 1~10 T BUNES Y, M2 1, 4, 9, 16, -+, 100. IRATATLLIZAT M A
TEHENE.

TR, W A B AR R IE 4T Python, JF HARRS S EE T e, M SAEAR

TG Sk i — B “# coding=utf-8”, [X Python ZRIA gm0 2 ASCI, MR AEM
fints =, M Python ¥ ik IE# B R 30, W FE TR

EP root@CentOS-Python:~ - O >

PN E# a0 AR RBOE R, JEA 2B RIS K — &7 3T, B A I 3
AT T LA F#R “ M 5 7 FRATTAN AR AT HACAD o EEan £ T DLade 5 1% 3t 76 I A5 1) 22 28 print()
BRBCET N b#, G N A SE#INLE print BT, ARE R H A AR ER, AR T
BERHESEAE A L E M ER . HL5 1% B print() ef 4L

2.3 AEMEEK

7E Python t, 777 (Method) H1p%%t (Function) K44k & 7 BLH #e 1 9 AN, &
M2 A — AN X KBRS ThaEE, TEAE XN RRB . HTENEXN AR, A
AL B AR S HOR T U o 28N, AT R R type() it 2 — AN E, ARSI

>>> a = 123
>>> type (a)
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<class 'int'>
>>>

>>> type('xyz'")
<class 'str'>

>>>

TENFLEE — DR CEEEEYE) KB, i upper() 2 —MJ5i%, & MPER 2%
TR H N BN B S 07 B 3 O RS 9B, AR IR .

>>> vendor = 'Cisco'

>>> vendor.upper ()

'CISCO'

>>>

REEAICE 7408 vendor (AR, IR FATH N “Cisco” IELS T, 5
X1z & upper() 77 ik, R A BI T T BERRAZ 9 KRS /) “CISCO”.

7t Python W, BFEPERMAA B CBINBFINRE. FiEAEE, BEEEE
PERMA G BEW R, 7iEMAE, nfUAAH dir(QR %, X B DU RF O8], AR
LR8I

>>> dir (str)

[' add ' ' class ', ' contains ', ' delattr ' ' doc_ 's ' eq ',
' format 's ' ge ', ' getattribute ', ' getitem ', ' getnewargs ',
' getslice ', ' gt ', ' hash ', ' init ', ' le ', ' len ', ' 1t ',
' mod '; ' mul 's ' ne 's ' new ', ' reduce ', ' reduce ex ',
' repr '5 ' rmod ', ' rmul ', ' setattr ', ' sizeof ', ' str ',
' subclasshook ', ' formatter field name split', ' formatter parser',
'capitalize', 'center', 'count', 'decode', 'encode', 'endswith', 'expandtabs',
'find', 'format's, 'index', 'isalnum', 'isalpha', 'isdigit's, 'islower', 'isspace',
'istitle', 'isupper's 'join', 'ljust', 'lower', 'lstrip', 'partition', 'replace',
'rfind', 'rindex', ‘'rjust', 'rpartition', 'rsplit's, 'rstrip's, ‘'split',
'splitlines', 'startswith', 'strip',; 'swapcase', 'title', 'translate', 'upper',

'zfill']

>>> dir (int)
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[' abs ', ' add 's ' and ', ' <class ', ' cmp ', ' coerce ',
' delattr ', ' div_ ', ' divmod ', ' doc_ ', ' float ', ' floordiv_ ',
' format ', ' getattribute ', ' getnewargs ', ' hash ', ' hex ',
' index ', ' init ', ' dint ', ' dinvert ', ' long ', ' 1shift ',
' mod ' ' mul 's ' neg 's ' new '5 ' nonzero ', ' oct ', ' or ',
' pos 's ' pow ' ' radd '; ' rand ', ' rdiv_ ', ' rdivmod ',
' reduce '; ' reduce ex '5 ' repr ', ' rfloordiv_ ', ' rlshift ',
' rmod ' ' rmul ', ' ror ' ' rpow ', ' rrshift ', ' rshift ',
' rsub ', ' rtruediv ', ' rxor ', ' setattr ', ' sizeof ', ' str ',
' sub_ ', ' subclasshook ', ' truediv__ ', ' trunc_ ', ' xor ',
'bit length', 'conjugate'; 'denominator's; 'imag's; 'numerator', 'real']
>>>

DA b B dir() ki 5 i) - 5 RS ORI B I ek B O vE RIS B . TR, HLET
JET R R RN BN FRIL I EEASERB R A, i “ _formatter_parser 7 Fl
“__contains__", #¥]%% Python [ 2% T F#2 I H 75 25018 EA117E Python H 73 5 R R A B &=
HNERRE, FAERME TN LLEAT S AR Python HEERANSES], HARA
TRILW RS LA R NS MK B, EFHKE T — =PRI .

2.4 HiELn

BT ETUER], FRATAT DA AR Bk R 58 A R BOE 2R, 0 2 TRk, 1%L
PRI Z /5 (String) 24 (Integer) . %13 (List) . 4 (Dictionary) V% 1% (Float).
fizK (Boolean). Ji4h, ARARE HHTE 7 MANEHIHE RN AUIEES (Set). Tt (Tuple)
JAAH (None), [ —— 2z YF i

241 =FfHEH

FRBUSCA, WSS WS =5 5" RN, R AN H =X
ol A
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1. 5555

MR N BB AT, 55 RG] S LR H B AR A, B i eisco'

“juniper”, 7 EVEE K2 BGSMXNG SRR

>>> vendorl = 'Cisco'
>>> vendor2 = "Juniper"
>>> vendor3 = 'Arista"
File "<stdin>", 1line 1
vendor3 = 'Arista"

S

SyntaxError: EOL while scanning string literal
>>> vendor3 = 'Arista'

XHEAIE T =4 E: vendorl. vendor2 1 vendor3, 4% 448 Cisco. Juniper

7
1 Arista IR A E AT, BONFRF & Arista JBRF T 85| S ANE] 5, SEURRSRE, JH
2% vendor3 WRMEF HRMEH 5 5 )5k T XA W @, X RN LU print iEA)
(Statements) i =N BN EFTEIH K, WHFxw.

>>> print (vendorl)
Cisco

>>> print (vendor?2)
Juniper

>>> print (vendor3)
Arista

>>>

B 78 print()psi &, FRATIE W] DR MR 4% HLE A AN R B A R PCE I8, X2 2

WA BN R AR, AR MAT], 266007

>>> vendorl
'Cisco'

>>> vendor?2
'"Juniper'
>>> vendor3
'Arista’

>>>
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AR S, WORA R P AR AESAT AR \n, U print AT HAT A, (B A0SR AE R AR
HEEmM AR A, WS S HAT R \n A0E 777 B — & — iR B, 224000

>>> banner = "\n\n Warning: Access restricted to Authorised users only. \n\n"

>>> print banner

Warning: Access restricted to Authorised users only.

>>> banner
'\n\n Warning: Access restricted to Authorised users only. \n\n'

BHIXH T

£ Python t, FRATIE AT LLUE N5 + K Hf 3% (Concatenate) F77 e, 241U1F .

>>> ip = '192.168.1.100"
>>> statement = 'AALA IP Mkt
>>>

>>> print (statement + ip)

AL TP Ml 192.168.1.100

ER, EEAMS SRR RPHEE I, R —ANEE TR, A KA
B2 PRI WA LI TR &, 50 Python & Hltl, 2EBIH0T .

>>> statementl='M 192.168.1.0/24 FA"'
>>> quantity = 60
>>> statement2='#H"
>>>
>>> print (statementl + quantity + statement2)
Traceback (most recent call last):
File "<stdin>", 1line 1, in <module>
TypeError: cannot concatenate 'str' and 'int' objects

>>>
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X H statementl Al statement2 #MAZ B H N AT H, (H2 quantity 1X AR BN R,
[A it print statementl + quantity + statement2 <># 4 TypeError: cannot concatenate 'str' and
'int' objects, FERARERE FRFHE A BEPHES IE. BORIMERMER strQ R ECKE quantity
BB ILA 777, ARSI .

>>> print (statementl + str(quantity) + statement2)

ME:192.168.1.0/24 FF 60 ZH P

>>>

2. —5%5

=515 R 7R B8 R R R W AR K I SR ST, BRI I AL 2 i SRaE B 7R
AT SCA, SCAR A B 55 2R 2347 77 \n o Bl G b 28 R0 A e L o i SR 45
FERUH P AR 1) % % 5 51 MOTD (Message of The Day) 2 25/jiE#Fr (Banner) Bt &,
WEZESCAR 708 LK BLRR AT, X =51 5 kRN Z AN B R BIFIIE R, 2
Bl R

222 meEel B V1 ooooomoosooomms oo oms s as e e e e o C e E S D S S S D= S S S D DS S

. Warning: You are connected to the Cisco systems, incorporated network.

. Unauthorized access and use of this network will be vigorously prosecuted.

>>>

>>> print (motd)

Warning: You are connected to the Cisco systems, incorporated network.

Unauthorized access and use of this network will be vigorously prosecuted.
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3. 5 H AR S R AL
© upper()

BT A2 205 upper() 7715, & HIAE FL 2 5 74 e 92 BN 5 1 38 S0 BER 4 O RS Y %
LTk upper(IR EMER FRFE, 00T .

>>> vendor = 'Cisco'

>>> vendor.upper ()

'CISCO'

>>>

O lower()

Jwi 44 38 X, 5 upper()AH 2, lower() 77 v WIAE H &8 7 75 5f A LR S 198 e 7 B
HNAINERITELFRE. lower()BIR BIE R /7 &8, 250101 F.

>>> vendor = 'CISCO'
>>> vendor.lower ()
'cisco'

>>>

O strip()

strip() F RAE 775 5 (T S Mg R BR IR 2 47 (e BF. By = HAT45\n,
PREAF SR MR TREEMSE, WIBRINEE Bk 745 5 O Sk A 45 R Ak 1) i 7 2 s A 4t
TR AINETRF B NERIT IME R & Je 428, 4 192.168.100.1 ', ZEEi
Be 2 RN, AT LM strip(). stripQRIR EMER FERFEH, BT .

X

>>> ip="' 192.168.100.1 !
>>> ip.strip()
'192.168.100.1"

>>>

HWEZRFRRRBESEHIAT N (b fE A open() &%) readlines() i RisEHUCAS
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fEELE N R G Pk al 50 R E JT 3R, e SCRURED, JATHE AT DUEH] strip() R A% Frix L 6
ITHF, 2261ITF.

>>> ip='192.168.100.1\n"

>>> ip.strip()

'192.168.100.1"

>>>

© count()

count() HH R HIWr — AN FRF e N E RG2S HEG 200, nERl
'39419591034989320 X 74 LA £ DA 45 9, Al LLA count() /7% . count()RIR
F{EREL, HHWT.

>>> '39419591034989320"'.count ('9")
5

>>>

O len()

len() F A 7 75 H N R RO KB, bo A [m] 288 b T 42 31 19'39419591034989320" iz 3L &
LRI, BT LLH len() 5% len() R EE 2 EH, 260001K.

>>> a='39419591034989320"
>>> len(a)
17

© split()# join()

Z P AR A TETAE — U, RPN E MR RBE, 7578 53R M5
TSRO MR SR AR S split()VRe 7 AT B BB AR, join ()R B R B 4 il T AT S

Hurmik, ATEEAPRFIFR (Lis), XEFERYMHE—TF: /£ Python F1, FIEE
—MARFNES, AT 0ER, 285 BREdE X fFos, tin[1,3,5,7,9]8 2 —
N REEIER, KR 1, 3. 5. 7. 9 &R TixFIRMIcER . FHEAIE %I R
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HLR A H listl, M type() R IZAS R MBI RA, 7T LURILE B 8E R0 list.

>>> listl = [1,3,5,7,9]
>>> type (listl)

<class 'list'>

AT LR R 51k U5 ) A di E 5 R T RN O R, R G I & AN EE 0 JT a6 1 .
MF G HER BT .

>>> 1istl1[0]

1

>>> 1istl[1]

3

>>> 1istl[2]

5

>>> listl[3]

7

>>> 1listl[4]

9

PEsIR)E, A TEE THMEE, ZXEFEI T input() 3.

o inputOMBEMERFR . CHRIERZERH  MAZES Python &7 HE),
iR A8 S — BOARS ) R P 4RI 20K, iR H SRR, TS B
PR BN ASACRS

[root@CentOS-Python ~]# cat demo.py

age = input('How old are you? ')

print ('Your age is: ' + age)

[root@CentOS-Python ~]+#
SR G PAT %A

[root@CentOS-Python ~]# python demo.py
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How old are you? 32

Your age is: 32

[root@CentOS-Python ~]#

ERIKEM 32 EHHCHAK, BRTCEEGRELN, (H2exLhrr kil r

e 7 Python 2 v, EMH#EF|# Python 3 f input() B8 % s2brxt B i Python 2 K
raw_input(), 1 Python 2 H ] input() e % B8 F Sk 2 g7 OB EIE s 50,
I HLAH X B R (0] 4tk B8 B mk v 8. SEFs B Python 3 K5 Pyhon 2 H1 /) input()
Al raw_input() ¥ 4 5k 7 input() (#£ Python 3 HHE. & ¥4 raw_input(), iX 5%
HEED.

TE T 7 B3 A0 input() eR 20K B0 SR 3R VLIS, PR N 2% 12 I 4 4] 76 ) 4% 12 4
Hfs F split() i join(). ZEBIRUE, TERFARLA R E, 1P Hhhk &) o — A U TG 1,
tban it A w A —H 10 EHEMEN, —=rK IP 7™My 192.168.1.0124, A
192.168.2.0/24, =HFNy 192.168.3.0/24, fRKULAEHE . DAEIRTE EMANERF, PN
FE—NET AT AR IP Hubk, 4851k Python 5 If FH P XA IP Huht )& T — Z#%. &
PEUNE

B iz m) I IP Mk ) 55— Bl O 192, 58 By 168, B8 DU BCANVE H P i AT
7 1P M Bk A AN S W AT AR S AW . R iU, FRAT A BEMZ 1P UL ) 5 = BOR I
MR — 2R, (ERATEERE & IR Python AWK — N80y & T 1P UL S = Bele? X
it T LU split()R FH P S N B 1P ik (4 8 ) B AL R BIZR, AR5 L 91 R 1R 51 oKk 4R
o) 1P ki) 55 =B, ARSI .

>>> floorl='192.168.1.0"

>>> floorl list = floorl.split('.')
>>>

>>> print floorl list

['192', 'le68', '1', '0']

>>>
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>>> floorl list[2]

o

>>>

AT K'192.168.1.0' M fH 4 floorl X A48, FEXHZARE WA split) 7%, A EKIR
ME IR 25 3 — A28 & floord list, JE& split)FE 5 B “.” KRBT, Z5 AT RXf
PR YA, RN P hE B IRER S 4 N e 3 AN C o dF, BTRLR B R AT
HIHI2 “.7, A splitOREEIMER IR, BT EAFRAI print floorl_list JEATEAEE], 1P Hiht
FOABFE ERBT) FISLTF R, 2R RAE B floorl_list FIRM A TR FE P Z—,
ZJEEATH AT LLd@ I floord_list[2]iX Fhz 5l (17 Xk B WA RN =N ook, Mifif5 2
IP HbE 28 = By 7, R I BT 1.

FERTE S 2085 split()>RARH 1P ik i) 55 = B ¥y e, Il BIRT I AR5 oK ik 4
MEZ =BT A AW 1P ik, SR)51k Python & Uk I P aX A IP HuhikJ& T 08— E 4% .
FIAARAS a0 F .

[root@CentOS-Python ~]# cat demo.py

# coding=utf-8

ip = input ("EHEAEEWE 1P Hihk: )

ip list = ip.split('.")

print ("% IPMIEETF' + ip list[2] + "#.")

[root@CentOS-Python ~]+#

BAVER input() ok £ m P NARZEE ) 1Y 1P bk, ARSI BIE CERFED
W25 A2 & ip, BEJS XS splitQpi %, JRRIREIE (B3R R4 5 — 22 & ip_list,
BE N ip_list2I R G, [HENZAERK B =AToR, WEEH PR 1P kb r s =
B, fxJa A print R 2 25 AR 85 K P .

PAT LT AR KA ROR

[root@CentOS-Python ~]# python demo.py

0400



F2E Python EREE

WA BES W 1P Hidk: 192.168.3.100
% 1P bk BT 3 #%

[root@CentOS-Python ~]#

Ph5e split()Ja, FKRAE join()EAM. BARE THXAIE, eW& TR AR
AL 11 L 2% e B AR ) i 4

>>> commands = ['configure terminal', 'interface Fa0/l1', 'no shutdown']

KL 2D T ORBEI — i BATR\n (AR M 48, X FRATH LAE A join()
e AT F5\n INFERE 5% i 2 IR, VER join() TR EME R FRF & .

>>> '\n'.join (commands)
'configure terminal\ninterface FaO/l1\nno shutdown\n'

>>>

AN 7, R ATEAS 2 57 195 EK 192", '168', ‘1, 0FE e A AT E
'192.168.1.0', AJ LIR A an R Mgk .

>>> '.'.join(['192', '"168', '1', '0'])
'192.168.1.0"
>>>

IR 7 S ER? R

>>> '' . join(['192"', '168', '1l', '0'])
'19216810"
>>>

© startswith(), endswith(), isdigit(), isalpha()

Z BT RAAE b3 DY A 5 5 0 o ORT 5 2 — R U, = RO B TR IR EE R R A RE
(Boolean). fi/R{EAHFFl: True Fl False, H ¥ FRUANKE, true fil false #FAZH
RUCHIAT IR AEL o AT /R AR I8 05 P SR T 260 2 5 RS, A SRR, WUSR [B] Trues 40 SRAS AL,
3R =] False.
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Python 2 B : MZEc4EE LR

B KA startswith(), FRAV 775 85 M N 2 B LA € A 8 0k, 26T

>>> ip
>>> ip.
True
>>> ip.
True
>>> ip.
False

>>>

endswith()5 startswith ()14 448 <,

TR/

>>> ip
>>> ip.
True
>>> ip.
True
>>> ip.
False

>>>

= '172.16.5.12"
startswith ('17")

startswith ('172.")

startswith ('192")

= '192.168.100.11"
endswith('1")

endswith('11")

endswith('2")

PRI 775 e R R 5 BLAS s I P AT R 45 %

TRFABERD TG, FRBTLONE, AU SO B S B, T Uy B

BUNEL T BUOAAE AR AT, B DU EIME IR A S

TRTH A AR OV, BT

>>> year='2019"

>>> year.isdigit ()

True

>>> vendor='F5"'

>>> vendor.isdigit ()

False

>>> PI='3.1415926"

>>> PI.

False

isdigit ()

>>> Ip='1.1.1.1"

. 42 .

isdigit()mt 2 FHI o b
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>>> IP.isdigit ()
False

>>>

isalpha () FH KA B 5 75 85 (1 9 2 TR N3 S0 B, 2B .

>>> chinese = '’

>>> chinese.isalpha ()
False

>>> english = 'English'
>>> english.isalpha ()
True

>>> family name = 'Wang'
>>> family name.isalpha ()
True

>>> full name = 'Parry Wang'
>>> full name.isalpha ()
False

>>> age = '33"'

>>> age.isalpha ()

False

>>>

R, isalphaQfR ™A%, REFFFHE AN BRI TN — A5 6], isalpha()wh &
IR [A] False, Ltin'Parry Wang' (EL& T 2%4% ).  'Parry_Wang' (L& T FRIZ) .

2.4.2 EBHEMZFAHN

7£ Python 1, A 5 R 357 (Numeric Type), 47 9% % Cinteger) . 3% 55 %t (Float)
i /KA (Boolean). K4 (Long) FIE %L (Complex), XfM 4% TREIFR U, 48771
=R T, SR TR R AT TR B OGO .

JIT TR B A, ROV R AN N BOR A IR sl B, T R O S A /N A I I R
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Ko ATLLE type()rR BORIGAE, LR EA 1 O E, 1.0 WOBE S

>>> type (1)
<class 'int'>
>>> type (1.0)
<class 'float'>

>>>

FATATLUE Python Mp— TS, M+ - > /. **EHRBERF . 9.
Fe. BR. ORWEHE WRBCEATE, B#HWT

>>> 256 + 256
512

>>> 1.2 + 3.5
4.7

>>> 1024 - 1000
24

>>> 16 * 16
256

>>> 100/10

10

>>> 12 // 10

>>> 12 % 10

>>> 8**2
64
>>> 3*%*3
217

>>>

£ Python v, W DU iE SEAF** (R 5, b 8 1) 2 k7 AT BAR/R Y 8%*2, 3 1 3
RITHRINN 3**3.,

FEMERIERS, W ULE BORE 2 3 11 ITR% =585, eI Ko .
| FoRIEF WERIEIZE, VERAE Python 2 v, n JEAE 3 8 B br B K, 45 Rt N B06H

. 44 .
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IR, tedn 12 /10, Python 2 R iR [l B4 7, B 1, BEARAG BN MR a7
WA ZBURE B B E s B HOd i float() R Bt iy R BORIE 5, 2T

[root@CentOS-Python ~]# python2

Python 2.7.16 (default, Nov 17 2019, 00:07:27)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> 12/10

1

>>> 12/float (10)

1.2

>>> float (12) /10

1.2

>>>

M {E Python 3 #, 12/10 I B £23R [813% 5 % 1.2,

[root@CentOS-Python ~1# python3.8

Python 3.8.2 (default, Apr 27 2020, 23:06:10)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> 12/10

1.2

>>>
I R N, K.

>>> 12//10
1

>>>

% MR RAE

>>> 12%10
2

>>>

Bt AN LR R A A A B NS+ BRI MUE AT, BT A S AR R EE,
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&AM RE s FI L, ABIT .

>>> print

('CCIE ' * 8)

CCIE CCIE CCIE CCIE CCIE CCIE CCIE CCIE

>>>

>>> print

CCIE CCIE

>>>

>>> print

("CCIE " + 'CCIE")

(l*l * 50)

R R I I I I I I I I I R I I I I I R R I R I I R I R I b I I I b

>>>

FEM & iaderh, A 2B )5 E TSGR, i 2 A R4 100 & B R
2960 MIAZHHL, T KM= RGMEIZ4EE B, THAL 10S RAFAG —, NT 4
TP 2L 10S A REHN, FEEXRTAMNLHEI, BRI -G 10S
FRAS BRI e L E S vh A 1, ERIA R, BT E R A A Y K
Paramiko. if. for i3 IENIZIA AAFERE I ML/ Python IR AT, Fir BLIX BN s o B 1

Mo

>>>
>>>
>>>
1

>>>

>>>

>>>

>>>

>>>
>>>
4

>>>

counter
counter

counter

counter

counter

counter

counter

counter

counter

0

counter + 1

counter + 1

HRRATEIE — N counter, K 0 T4 B, A RIZIRNTBAVIAH I Hd. 2
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o W R AR R IAE Z AL 10S FRA N EcHT, AT Zih50as Bn 1, & counter =
counter + 1 0] PAT9 B A counter + = 1.

2.4.3 HER

HIFR (List) 2 —FAFMES, AP FES0ERR, FIRF 88 g /Eox
(Element), #NJCRZEAHES BT 5138 A o0 K 150 2 80T DUARE &, 2441
/I

>>> listl = [2020, 1.23, 'Cisco', True, None, [1, 2, 3]]
>>>

>>> type (listl[0])
<class 'int'>

>>> type (listl[1])
<class 'float'>
>>> type (listl[2])
<class 'str'>

>>> type (listl[3])
<class 'bool'>

>>> type(listl[4])
<class 'NoneType'>
>>> type (listl[5])
<class 'list'>

>>>

HI ERRE, FRATEIE 7 —A408 listl AR (JEE list 7€ Python 2 R 7, JFA
REM IR 44, prARATA listl N4, K —DEH 6 M uRMIIERBMESAE.
A LLE X 6 NI ER K EUE R AA R, FATEH type() bf Bl & 511 R 1R 51 R KlE &
PMICRM SRR, FIRKRSI SN 0TFEE, MNFIREKSE 1R, TR 1
ANEEE 6 DICR MBI R A B AL TS ARE. BE, BRI,

TE: —AIIRA G WA DT R W RAAAE T 55— PR, B0k, LK 51%
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listl /928 6 N oe & B R [1,2,3], FATT T LLIE 5 FH 5 V2R 51 1 7 vk s B 51 6 [1,2,3]
TR, WS 1. 2. 3.

>>> listl = [2020, 1.23, 'Cisco', True, None, [1,2,3]]
>>> 1istl1[5][0]

1

>>> 1istl1[5][1]

>>> 1istl[5][2]
3

N4 5 51 FAH 5% 1) 77 32 A0 e A
© range()

range() B 2L 7E Python 2 Fl Python 3 R KX il . 7E Python 2 H1, range() ik £ H >k 61
N RHEYIER, REMENGIR, 2.

[root@CentOS-Python ~]# python2

Python 2.7.16 (default, Nov 17 2019, 00:07:27)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>>a = range (10)

>>>type (a)

<type 'list'> #Python 2 "] range () BEUR [FIEFIZEA AFIER
>>> print a

[0, 1, 2, 3, 4, 5, 6, 71, 8, 9]

>>> range (1, 15)

(., 2, 3, 4, 5 6, 7, 8, 9, 10, 11, 12, 13, 14]
>>> range (1, 20, 2)

1, 3, 5 7, 9, 11, 13, 15, 17, 19]

>>>

e Python 2 H 1] range() Bl & K14 £ 51| K M 0 JT4h, K range(10)3R [91 1) & — AN B &
B 0~9 AR, HEAEE 10,
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o AT LLTE range() ¥ & AL an BN 45 R AL, IR M BB R B G — NI R NIRRT
F 4 BBk 1, thin range(1, 15)K5 iR [0l — /MU & A 1~14 %R, 14 HEE R
15 % 1 k.
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o range()i& ] LB & 0 K RS B RATAH BB, thin R HARIEE 1~19 A
HIE, A4 50T LLE R range (1, 20, 2)KS28l GX G 2 B KD.

XFPIR 5151 L 1) range() iR BCH — Ak 2 R NAE, BIR AT A TR BUE A 2R
BLI 1 RE S R K, {2 2448 ] range(10000000000000) 4 & 7 i finix A K 19 51 % I Fir 5
RN AER AR “2” T . BIAE Python 3 o, range() B8 %A% [ 4% N T range,
XA — AT LR AR R, X R SUR I H R T A N AE .

[root@CentOS-Python ~]# python3.8

Python 3.8.2 (default, Apr 27 2020, 23:06:10)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> a = range (10)

>>> type(a)

<class 'range'> #Python 3 [ range () AR FHEAHRYIER, MR range ERIE.
>>> print (a)

range (0, 10) #AFM& Python 2 MFEREEHFIEK 0,1,2,3,4,5,6,7,8,9]

>>> range (1,15)

range (1, 15) #[& L

>>> range (1,20,2)

range (1, 20, 2) #FE

>>>

SR EAE Python 3 [ range() iR [ 713, I 75 B HAEH listO &%, 256100 F .

>>> a = list(range(10))

>>> print (a)

(o, 1, 2, 3, 4, 5, 6, 7, 8, 9]

>>> list (range(1,15))

(1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14]
>>> list (range(1,20,2))

i, 3, 5, 7, 9, ii, 13, 15, 17, 19]
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append() IR A1 BRI TE , 26140 F .

>>> interfaces = []

>>> interfaces.append ('Gil/1")
>>> print (interfaces)
['Gil/1']

>>> interfaces.append ('Gil/2")
>>> print (interfaces)
['Gil/1', 'Gil/2']

>>>

F2E Python EREE

HARRNMBEL—NTHIER (UFER), HEERES interfaces L&, A58 append()

O len()

J7 ¥ i D Gil/ NN iZ A3, BE )5 E ] append ()% Gil/2 hn N iZ %3, BLEE 4 interfaces
kA Gil/l fl Gil2 AN TTE T .

FIZZ I len() 5 AN 745 # 1) len() 7 VA KA/, T & RIRGETH IR A 200K,

>>> len (interfaces)
2

>>>

Ja#F ARG T AR KK, HiRBE R B, 26T,

>>>cisco switch models=['2960', '3560"', '3750"', '3850"', '4500', '6500', '7600"',

'9300"]

>>> len(cisco switch models)
8

>>>

© count()

58—, FIRMA count() 77k, BT count() 77 ik AR K 45 52 K ST & AE 5

RPFZOA, REMENEY, 26T,

>>> vendors = ['Cisco', 'Juniper', 'HPE',

'Arista', 'Huawei', 'Cisco',
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'Palo Alto', 'CheckPoint', 'Cisco', 'H3C', 'Fortinet']
>>> vendors.count ('Cisco')
3

>>>

O insert()

FIRREHFRIES, i1 append() J7 %255 1070 = 4 In 20 51 % 10 e 1, 4
BIAVE B CEB e R EN LT E, W insert() 7%, 28T,

>>> ospf configuration = ['router ospf 100\n', 'network 0.0.0.0 255.255.255.255
area 0\n']

>>> ospf configuration.insert (0, 'configure terminal\n')

>>> print (ospf configuration)

['configure terminal\n', ‘'router ospf 100\n', 'network 0.0.0.0 255.255.255.255
area 0\n']

>>>

B BATE . — 44~ ospf_configuration 4 &, ¥ Aic & OSPF K& 51— /NI
R 45 1% & . BE 5 R BLA F£R 7 configure terminal iy 4, % iy 2 5 5 78 51 3 10 ¢ Wi 1
WX FATTAT LA insert(0, 'configure terminal\n')# 1% iy & INAE 5 K AT T e FEHIR R
5152 M 0 FFLERD .

WX AL AR 245 1% OSPF 2% H #3 BC & — > router-id, 404 router-id X @45
£ router ospf 100 fJ5 I, W] LLFRfEH insert(), Z5614n0F .

>>> ospf configuration.insert (2, 'router-id 1.1.1.1\n')

>>> print (ospf configuration)

['configure terminall\n', 'router ospf 100\n', 'router-id 1.1.1.1\n', 'network
0.0.0.0 255.255.255.255 area 0\n']

>>>
© pop()

pop() HISKE BRI R HITCER, WRAEERG S, W pop()BRINK S HEESI R AR
MITCERs WERIEE 7RSS, WA LSRR EER R TR, 26T .
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>>>cisco switch models = ['2960', '3560', '3750', '3850"', '4500', '6500', '7600"',
'9300"']

>>> cisco_switch models.pop ()

'9300"  #HFFERER 9300 HiEdn

>>> print cisco switch models

['2960', '3560', '3750', '3850', '4500', '6500', '7600']

>>> cisco_switch models.pop (1)

13560 #EFARGIS 1 KHESE 2 /) 3560 S

>>> print (cisco_switch models)

['2960', '3750', '3850', '4500', '6500', '7600']

>>>

© index()

ET popO kG, BTSN ERMERZICERNGIRSY, B REEER R
TLEMZRG SR 2/ Xtk F 2 index(), EL 148 M cisco_switch_models %1 % 1 # 4 7o
3 4500, A LRLAZHE AN T #RAE .

>>>cisco switch models = ['2960', '3560', '3750"', '3850"', '4500', '6500', '7600"',
'9300"']

>>> cisco_switch models.index ('4500")

4

>>> cisco_switch models.pop (4)

'4500"

>>> print (cisco switch models)

['2960', '3560', '3750', '3850', '6500', '7600', '9300']

>>>

JeiE il index()Fk i 4500 IR 55N 4, RIGHE pop(4)H T NFIR B FE B .

2.4.4 FH

7t Python H., =7t (Dictionary) 2% THT)THIEEX (Key-Value pair) [4E4A,
FRFE SRR, G HEEXEHE SR, BT,
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>>> dict = {'Vendor':'Cisco', 'Model':'WS-C3750E-48PD-S', 'Ports':48,
'I0S':'12.2(55)SE12', 'CPU':36.3}

REEAIGE AR dict 197, %A 5 UBEXT, ARl

'Vendor': 'Cisco'
'Model':'WS-C3750E-48PD-S"'
'"Ports':48
'IOS':'12.2(55)SE12"
'CPU':36.3

o HEEX A (Key) MI{H (Value) PLET:FEIT, B SMALNE, HILANME.

o HEMIEERAI N N TR E . HEL FAREEE o, A TR R L, &R
Mg ERFEHE, Hi'Vendor'. 'Model'4

o (HWINMAEEREIEIA, HanX B Cisco N, 48 R, 36.3 NiF ML

HOERAR, FWMAZATFHN, 20T,

>>>a = [1, 2, 3, 'a', 'bD', 'c'l]

>>> print (a)

(1, 2, 3, 'a', 'b', 'c'l

>>>

>>> dict = {'Vendor':'Cisco', 'Model':'WS-C3750E-48PD-S', 'Ports':48,
'IOS':'12.2(55)SE12', 'CPU':36.3}

>>> print (dict)

{'I0S': '12.2(55)SE12', 'CPU':36.3, 'Model': 'WS-C3750E-48PD-S', 'Vendor':
'"Cisco', 'Ports': 48}
>>>

KEBRMBIE—-NAREN[L, 2, 3, &, b, IR e, BEATEIHRE, FIRK
TER AL B BA KA AR, BONFIREA P (H AR FRA TR KA (15 4 dict 7 Ep
HIOK, AR R BT S AR R MR AHAT AL 1, A MR, By 7 2 e
FRE, BATT B SR AS e AR F SR HE A ] 2% 51 R 2 4 7 v A B X I PR A

R B, EROEMERR O T A (A, 2T
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>>> dict = {'Vendor':'Cisco', 'Model':'WS-C3750E-48PD-S', 'Ports':48,
'IOS':'12.2(55)SE12', 'CPU':36.3}

>>> print (dict['Vendor'])

Cisco

>>> print (dict['CPU'])

36.3

>>> print (dict['Ports'])

48

>>>

n SR EAE g BRI — B e, RS SO T IR DT 4] = B, R

>>> dict['Number of devices']=100

>>> print (dict)

{'Vendor': 'Cisco', 'Number of devices': 100, 'IOS': '12.2(55)SE12', 'CPU':
36.3, 'Model': 'WS-C3750E-48PD-S', 'Ports': 48}

>>>

G SR Ry i BB OO B B R, R SO A [RREAL ] = R, 2R .

>>> dict['Model'] '"WS-C2960X-24PS-1L"'
>>> dict['Ports'] = '24"

>>> print (dict)

{'I0S': '12.2(55)SE12', 'Model': 'WS-C2960X-24PS-L', 'Vendor': 'Cisco',
"Ports': '24', 'CPU': 36.3}
>>>

an SR EN B - e B S B B, WA &0 del "L A AT, AEBIINR

>>> del dict['Number of devices']

>>> print (dict)

{'Vendor': 'Cisco', 'IOS': '12.2(55)SE1l2', 'CPU': 36.3, 'Model':
'WS-C3750E-48PD-S', 'Ports': 48}

>>>

PSR Y E PSR €I R

O len()
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len) kG it 7 B A Z /D HEEX . lenRREME RS, 256100F.

>>> print (dict)

{'Vendor': 'Cisco', 'IOS': '12.2(55)SE12', 'CPU': 36.3, 'Model':
'WS-C3750E-48PD-S"', 'Ports': 48}

>>> len(dict)

5

>>>

O keys()

keys() FH K 3R [a] — A~ il BL R A5 118 . keys()#E Python 2 # KR EI{E A %13 ; £ Python
3 R A R T IE AR 5, T A list)¥ e e g, TREENET . 40T .

>>> print (dict)

{'Vendor': 'Cisco', 'IOS': '12.2(55)SEl12', 'CPU': 36.3, 'Model':
'WS-C3750E-48PD-S', 'Ports': 48}

>>> print (dict.keys())

['Vendor', 'IOS', 'CPU', 'Model', 'Ports']

>>>

© values()

values() I KR [a] — AN 8t BT (918 . ¥ &, values()7E Python 2 #1 f3R [BME A FI R,
7€ Python 3 H ()38 B R AT AR BN &, 766 L BRI T & EM4H list)k ek ini %k,
20 .

[root@CentOS-Python ~]# python2

Python 2.7.16 (default, Nov 17 2019, 00:07:27)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> dict = {'Vendor':'Cisco', 'Model':'WS-C3750E-48PD-S', 'Ports':48,
'IOS':'12.2(55)SE12', 'CPU':36.3}

>>> print (dict.values())

['Cisco', '12.2(55)SE12', 36.3, 'WS-C3750E-48PD-S', 48] #Python 2 HiR[FHFIFE

>>>
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[root@CentOS-Python ~]# python3.8

Python 3.8.2 (default, Apr 27 2020, 23:06:10)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> dict = {'Vendor':'Cisco', 'Model':'WS-C3750E-48PD-S', 'Ports':48,
'IOS':'12.2(55)SE12", 'CPU':36.3}

>>> print (dict.values())

dict values(['Cisco', 'WS-C3750E-48PD-S', 48, '12.2(55)SE12', 36.3]) #Python 3
HUR [A] ATIE AT R

>>>
© pop()

BUTH U2, MR - gt b S B R DU S del " L[ A2 ] . B AN, FRATE DLE
H pop() KL BRI H I, S5IRM pop)AFE, FHE pop)hREFARG 5, TES
ANIesE4, THZEE popRREMEARARFIR, MEBLXMKE (BRI FHe 48),
2R .

>>> print (dict)

{'Vendor': 'Cisco', 'IOS': '12.2(55)SE1l2', 'CPU': 36.3, 'Model':
'WS-C3750E-48PD-S', 'Ports': 48}

>>> dict.pop('Ports"')

48

>>> print (dict)

{'Vendor': 'Cisco', 'IOS': '12.2(55)SE1l2', 'CPU': 36.3, 'Model':
'WS-C3750E-48PD-S"'}

>>>
O get()

RUTH PRR], AT LAMER values() /7 i3 8] — AN BT E RIME, FRikz4h, &L
15 ] get() i [m] o i B EL AR 42 3ok 7 (018, get() TR B4R B BT S N R 4t 42 o o2 A4, 245451
wWr.

>>> print (dict)
{'Vendor': 'Cisco', 'IOS': '12.2(55)SEl12', 'CPU': 36.3, 'Model':

0570



W45 TA2)MRY Python Z B : M4 BE{ESLAL

'WS-C3750E-48PD-S"'}
>>> dict.get ('Vendor')
'Cisco’
>>> dict.get ('CPU'")
36.3
>>>

2.45 fI/RIEH

fi/REA (Boolean) FI K HIWr & & 5 Bz, A/RME R AWM True fl False, 4%
FAFRROL, MGRE Trues WRZMAKSL, WHRE False. BFA/RERNEFE (THF
WHARKE, true F false B RA RBPIARAE . A /R ZBAE FIWTIE A) %, Python 1)
A W7 V8 ) 4 7 B P25 v A A

1. lLRIEEFRF

BE SR AT IR 2 R I 2% A & B oL, s AN AN — R Python I ELEIB AT
(Comparison Operators). WHRIEHFOFEET 5==. AFET 5=, KT5>, IT5<,
KTFETFE>=, NFETS9<=, WBBEFM+. — * [0 =X MO0 R 7 E
RBEM (£ 2.3.2 W3 BRMXHL: HEFRAKMSEAWLRRENRK
EREHEBEFETNFKM, FHREMERM/RKE, 5FENEABMBEREREEE, B
ERERSS S EIRE I 8

RGBT, M L BUE 54T Ja T LS B 35K 8] f A ZK (B True 5% False, 140
RRMABER, WFFEERS print ar 2 A GeF R, 260100,

>>> a = 100

>>> a == 100
True
>>> a == 1000
False
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>>> a != 1000
True
>>> a != 100
False

>>> a > 99
True

>>> a > 101
False

>>> a < 101
True

>>> a < 99
False

>>> a >= 99
True

>>> a >= 101
False

>>> a <= 100
True

>>> a <= 99
False

>>>

2. WHRIEHT

b T EEGE R, [ HBBEBEEM (Logical Operators) A8 [\ 47 /R AE « 18 45 5
A 3F . 5 (and). B Cor). JF (not). it BB AR 5. 8. R EIEH
A EBEA, EZEEEPFERNIMER (Truth Table) WK,

EER ( Truth Table)

P Q P 5 Q(and) P =% Q(or) JE P(not)
True True True True False
True False False True False
False True False True True
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False False False False True

WHIZ AL Python w4 FH 254 i F

>>> A = True
>>> B = True
>>> A and B
True

>>> A or B
True

>>> not A
False

>>>

>>>

>>> A = False
>>> B = True
>>> A and B
False

>>> A or B
True

>>> not A
True

>>>

>>> A = False

>>> B False

>>> A and B
False

>>> A or B
False

>>> not A
True

>>>

246 &H£&. wH. EE

1B N TR 75 B 2% T R2 M 52 42 () Python a8, 44 (Set). Judl (Tuple). ZfEH
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(None) AHXfRULAE MR A0 w475 ds . BH. F il JIR . 5 R A /R AU 4 v,
X B AT A A2

1. &

o HHERIRFHKMIIEK, RHBEFEEN TR, HAGNM CREEGTHAH—
A, BESEA count() 7 i

o HAWUIER KIS (57—, (HREGRAREN) 88 KA set()B .

>>> interfaces = {‘Fa0/0’, 'Fa0/1', 'Fa0/2'}

>>> type (interfaces)

<class 'set'>

>>> vendors = set(['Cisco', 'Juniper', 'Arista's, 'Cisco'])
>>> type (vendors)

<class 'set'>

>>> print (vendors)

{'Cisco', 'Arista', 'Juniper'}

>>>

vendors | EZ T HEH AN EE K ICE, BI'Cisco', EH setOmECk B MRESE, 24
H—A~'Cisco' i i, R T —1 .

o HEARLFM, PRBIIFMHMMEL S, HA R index()KHL.

>>> vendors[2]
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: 'set' object is not subscriptable
>>>
>>> vendors.index ('Cisco')
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
AttributeError: 'set' object has no attribute 'index'

>>>
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PR ESE SRS PN W Rr TSR

0620



F2E Python EREE

© add()

addO Ik i — 4RSI sR, HEEMEKRRESRES, 260 T.

>>> vendors.add ('Huawei')
>>> vendors
{'Huawei', 'Cisco', 'Arista', 'Juniper'}

>>>

© remove()

remove() ISR MBE—HESTEAE N LR, HEREBEMKREES, 0T,

>>> vendors.remove ('Arista')
>>> vendors
{'Huawei', 'Cisco', 'Juniper'}

>>>

2. téh

o S5ELGH, HAWE -FRHKRINFIEL. B5RERKX A 7] DUEE X1
R TR AT . WER . B2 MoadA WAL, — Bl e, HIEkxt
HASARA T R E e, Frbhoc 3% append(). insert(). pop(). add()F1 remove(),
RARE T index() A1 count() P Fih 77 32 .

o JCATLLEIE/NES ORI, ] DU R tuple() Bl .
o  SAHIE—F, HARAFM, ATLXICRERHTRI

>>> vendors = ('Cisco', '"Juniper', 'Arista')
>>> print (vendors)

('"Cisco', '"Juniper's, 'Arista')

>>> print (vendors[1l])

Juniper

>>> vendors([2] = 'Huawei'

Traceback (most recent call last):

File "<stdin>", 1line 1, in <module>
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TypeError: 'tuple' object does not support item assignment # /ANEEXT JCALMUTAIE

KE

>>>
N5 TTHA 5T R
© index()

JCHLK) index() 5 5 R HVEAME, #FH RE B2t R RS 5. index() KR EI{E A %
2R .

>>> vendors
('"Cisco', 'Juniper', 'Arista')
>>> vendors.index ('Cisco')

0

>>>

© count()

JEALH count() 5 53R VAR F, #F A R E 45 2 TR AL CH P AIECE . count() AR [E]

BB, 2T,

5,

>>> vendors = ('Cisco', 'Juniper', 'Arista', 'Cisco')
>>> vendors.count ('Cisco')

2

>>> vendors.count ('Juniper')

1

>>>

3. Ml

TAE A LU BCR R B 2R Y, R A B R BRI T ik TSR T AT SR AN R
ERWUEERES —ZE, 26T,
>>> type (None)

<type 'NoneType'>

>>> None == 100
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False
>>> a = None
>>> print (a)

None

ZEE (None) B2H AL I W i A0 A 1 2k 30k o x4 TARENTOR UG, H & TAE+
R W EoRar4 (show B(# display) KA R 4% i 2 BEAT HEAF B B &5 5, &8
WX R @ H 2 4y HAR 2 0l i A, T K 25 I BATT R 7 B2 53 2L v 9 — P T 2 2 )
Ao WIR M Python SRSCHLM 25 I8 4k H 34k, U 75 2248 1 15 0 2208 30Kk i Ik Python B iZ 4T
B — > O IR CENBRATAR ZE M 240, 1t 2 e U T AR ORI WY “ Sk gin] 7 PIURAS 2 15
JE e ST AW AT Rk S R 2 AR 3 AR TR 4
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Sofs =z
3

Sy

Python #E ik

B E 20 A 487 Python 76 Windows F1 Linux HL A 22 28 Afd ] 746, VEAHE T M
2 TR E BRI Python Hds 28 Y K A3 M A 28 Y 5 5 1 B& BRI 7k T . A g
B Python w¥2&fE CHIWD B, fEIIER IR BE LR Bk,
TE D) i 20 K% e Ak 3 45 ) 4 AR I 5 22 52 4R 1K) Python BERMEVE KR .

3.1 &M (¥IEr)EDY

7£ Python 1, % 14iEf) (Conditional Statements) Y /5 4| W iE 6], HIWHE A 1 if. elif
il else 3 MG AJZE L, Horb if AambiliEa), W LA AER, elif F else W ikiEf), I H
ANBEIRSIAE o AW E A S A A R AR, S8 B — SR B AR A I AR AR 15 AL (True BR
% False), MIMIhE T —HHshE, WERFIW &AL (True), WHAAT if B elif 156 N
G an AW A& A o (False), WIFAAT else 1 A) R RIMRAS s a1 RB A else W),
A AEAT H A

A IR AR A W AR AT SRR 3R 4y, FESEREIE VA PR BRI L s AT . BRI AT,
DA 75 R A 16 startswith(). endswith(). isdigit(). isalpha()2 773, A T ¥ < it 5
(1) A S8 SR S5 A 4R B A R4, TED R 2890 PR AR A1 4% B 7E Python W78 ) Hh (¥ B
W5,



% 3IE  Python HMIEE

3.1.1 BITLERITCE T F M

AT R AN, FAl1 C L4235 45 K18 True A1 False B B AH %A & Fh Eb B E 17,
WFETF==. NET 5=, KT5>. IFS5<. KFETFS>=f/NTFET S<=, N
5 B 3E A a4 B3R [ AT JR A8, P DL BG83 AR I i ) b 2 2 W g T 21, 24451
R,

HRBRANTH AR S — B,

[root@CentOS-Python ~1# cat lab.py

# coding=utf-8
final score = input ("TEHAMRE CONA Fikp%L: ")
if int(final score) > 811:

print ('AEMREITHEIK. ')

elif int(final score) == 811:
print ('WRERELETER. 1)
else:

print ("ERGAKME, 1)

XBARS FRAL T N H 289 CCNA 51K sl G 5OH I, s ik 40y 811 73,
R AR 2 BT 810 7, WATED “He B ARIEE %HK. 7, i R HNINISE T 811 7, I
TEN “IS SRR B %K. 7, i RART 811 70, WIHTED “MBiA otk .7, KBRS 7 %
EELLR LA

o EIEif. elif fll else T UL HES A AR ZEHE (Indentation), k2 print() ek %L
MIRT T REE T 4 AEH . AT C/C++Java 55 5, Python BRI LS
B, BRI T8 H A itk 7 (@ i AE . 48R —E%aih 4
ARG, AR E 8 NI ALV, B BT H G W2 4 DRI 48 3t

o if. elif flelse BRI BUIIEE 5., XA HEFEE.
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o fEH inputOECEH PRI B O 5, B RESS final_score . 7L 2
wHYEE, input()RE IR FME S FRFH, BONES 811 XA LR, ALl
FHEIEN int() R EE R final_score MR ER AL B o B

o Hif M elififim) AN[E], else Jim A 7 £ FF 45 A A0 ] Wr 2% 14
BATRRBUAAEHCR .

[root@CentOS-Python ~]# python3.8 lab.py
EHAR cona iR 4%: 1000

ISR IS b

[root@CentOS-Python ~]# python3.8 lab.py
HH AR coNA iR H: 811

WEAREL AT %K.

[root@CentOS-Python ~]1# python3.8 lab.py
AR cona FR % 700

FRETAS Bk o

[root@CentOS-Python ~]#

312 BEFFHENA+ZEBETHFMN

LA inputORBEH MR ER, REERIEAFPRARNAZESTEAE. L
REE R 6 AT, REAN BT I B — AN B2 B PO A R GRS 1: RIP; BT 2:
IGRP; %17 3: EIGRP; 31 4: OSPF; %7 5: ISIS; T 6: BGP), /5 A
FH P 13 1) 328 T00 5 L) ok 25 90 12 8% R B LI SRR, SR JE AL Python AR FH P i N 1A 3k 1005 1
VR P iz R U U TR BOIRAS B B B R R P, I B AR I B R

XEBERTERIEAFRANE ERBE, MAEH P MARREY, WEERIERAR
R 1~6 KEF . Ky input() e $ i mHE - 547 8, T BLAT DU S 43 5 4+ 8 19 isdigit()
BRRORH T Y S N B0 A7 15 O B, RN 2 R 22— SRR IR int()H5 % 5 AT R L
TR, KB HIWHZEEBOE RN T LA 6 20 (A5 1F6), XZHAWFMlL .
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R A Ui 2% 1 38 0 2 AR IS ST and ORI E R A (RN T . W AT, TR AT A
2B S s AnRAS T, R P S N (0 AT A R 2 B RR . AT

[root@CentOS-Python ~]# cat lab.py
# coding=utf-8

print ("' "IEFARHENS B S AL B — A B P
1. RIP
2. IGRP
3. EIGRP
4. OSPF
5. ISIS
6. BGP ''")

option = input ("THFRIARKEED (T 1-6): ")

if option.isdigit() and 1 <= int (option) <= 6:

if option == 'l' or option == '2' or option == '3':
print ("ZESHUE TEBRERBHIN. ")

elif option == '4' or option == '5':
print ("iZEHUE THREECRSE L. ")

elses

print ("ZEEDUE TBAEREEB. )
else:

print (BTG, EFLib. ')

EEBRMHBT&RE FBA. T NFMRL CHEAN True) J5, WRE TR ERE
HoAh 1 264F, BT DUHRE if iBA)RE K. fEHRE ifiEa)h, —4 if. elif fl else A L#4
EAE R —4H if. elif Fl else F1, Ait F &4t

BATARAD, MHARCR W .
[root@CentOS-Python ~]# python3.8 lab.py

TR AR T IS ) 5 T 1 4% — A It e b
1. RIP
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2. IGRP
3. EIGRP
4. OSPF
5. ISIS
6. BGP

THRARIIED (BT 1-6): 1
%% P SUR T B R S .

[root@CentOS-Python ~]# python lab.py
TEARLA X 7 ) 5 A e B — A B T B

RIP

IGRP

EIGRP

OSPF

ISIS

o s W N

. BGP
TERAREEEDT (B5 1-6) - 4
TR SR TR R A RS B

[root@CentOS-Python ~]# python lab.py
TEARAE X R S A e — A% Bl

1. RIP
2. IGRP
3. EIGRP
4. OSPF
5, SIS
6. BGP

TERARIIEI (B0 1-6) : 6
B H SR T RS AR IR BB R B A

[root@CentOS-Python ~]# python lab.py
TR AR T IS ) 5 T 3 43— B b

1. RIP
2. IGRP
3. EIGRP
4. OSPF
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5. ISIS

6. BGP

TEHARIKIET ($05 1-6) : abc
WWTERL, FRFFZ 1L,

[root@CentOS-Python ~]# python lab.py
TEARLA X 7 ) 5 A e B — A B T B

RIP

IGRP

EIGRP

OSPF

ISIS

o oW N

BGP

TR ARIET (7 1-6): 8
WO, B4k,
[root@CentOS-Python ~]#

3.1.3 BT AT E [T F B

W AIEHESFH T AW G S €W — A7/ H . FIR. FHATH PR —A%
ERMESA R, MRS, WER AR /RIE Trues R AR], WHEREIAG /R False. R
REZEEFEWM: infl notin, 2EH0TF.

>>> netdevops = "M% LM E2>) Python H? '

>>> 'Python' in netdevops

True

>>> 'Java' in netdevops

False

>>> 'C++' not in netdevops

True

>>>

>>> interfaces = ['Gil/1', 'Gil/2', 'Gil/3"', 'Gil/4', 'Gil/5']

>>> 'Gil/1' in interfaces
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True

>>> 'Gil/10' in interfaces
False

>>> 'Gil/3' not in interfaces
False

>>>

WREE R S A, RATERT DURE R E— AT 4. b —5 AR 45 Hh Ay ade 151
H 6 R, FAT HAEWE ] “if option == '1' or option == '2' or option == '3":” WIEHI Tk
KFVH TR MR, ERUEFETET 20 MEE EEA, BAFMEHXHTEEAR
FRRFT? XN UAER A 2 FF range()RELEC & list() e 0 — N SR, A5
B G A D3 A Sk 4 T P i N TR IR TS 1 2 7 AR LE T R R .

P MR R, AR T B AS Al R R A .

[root@CentOS-Python ~1# cat lab.py
# coding=utf-8

print (""" IEHRAEXT RS A AN B P
. RIP
. IGRP

. OSPF

1
2
3. EIGRP
4
5, SIS
6

. BGP '"'")

option = input ("IHFRIAMRIED (F 1-6): ")

if option.isdigit () and int (option) in list(range (1,

if int(option) in list(range(l, 4)):
print ("iZEHUE THEERERBL. ")
elif int (option) in list(range(4, 6)):
print ("iZH R TREBCIRS B dh . ")
else:

print ("iZEH R TEBRERERBTL. ")
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else:

print ("IEWUGRL, BF&LE. ')

[root@CentOS-Python ~]#

2 AR S P SR+ B 0S8 S AT ACHI T 19 i option == '1' or option == '2' or option ==
'35 v LA M AR I8 FLFF+range() BB 2L T 4K A if int(option) in list(range(l, 4)): T . [FIEE, H
Wik UAE AL 1~6 2 [Alh O &Il It Bl s EAT AL & range()F1 list() ok 25 B int(option)
inrange(1, 7) 7. TREEEME, BT input() R HOR [F )2 5, R RR EAE AR & option
S int() R U B BEECA RE A R RS ST in SR AT E 2 B AEAE T range() AT list() B
KO 2 BRI R

3.2 {EHEG

Python =5 % F BI{EFFiEA] (Looping Statements) & FiF: while il for. [Gitbz 4k,
H CHFER S (File Iterator). F R MATa0 (List Comprehension) Z54F38 T H, ANl xf
TR TREDT R, FI/E % 108 & while A1 for, [RIEAS K R OgF#RIX 9 AN 16 3015 A

3.2.1 while iEf]

fE Python 1, while i&A) H TIE AT —BAR T, EM ifiEH)—F, PEMEAITH
WriB A A4k . 895 1E while B4 F A F AT — K, BFHaashER T E” (6
A2 while 1B A TF S #5r), R while JiF 1 340 WiiE 4] (¥ 3R 5 { K pe e & 15 2 F AT %
TR, W 5 W75 A B3R [ A True, W4k B2 30AT A8 5, — B G ) IR 1B False,
1% while 782 BE BRI 281k, ikt Je 520 4 R Z g 98 47 oAb while 534, 7 2] break
WA, T HEE 3 AN B K K AR

o #l1
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>>> a =1

>>> b = 10

>>> while a < b:
print (a)

a +t=1

O 0w J o U b W N

>>>

Em ARG, FATH while JEARA WA & a &5/ T b, WERFIWE RN True, W
ITENHI A& a 9B, JF BB KAE a fEIN 1, bR BRI, EHIE 10 KHAT % while f
¥, a=10, Bya<b AL (10<10 AEAL), FEFRERIZ L.

o #l2

>>> vendors = ['Cisco', 'Huawei', 'Juniper',; 'Arista', 'HPE', 'Extreme']
>>> while len (vendors) > O0:
vendors.pop ()

print (vendors)

'Extreme’

['Cisco', 'Huawei', 'Juniper's, 'Arista', 'HPE']
'"HPE'

['Cisco', 'Huawei', 'Juniper's, 'Arista']
'Arista’

['Cisco', 'Huawei', 'Juniper']

'Juniper'

['Cisco', 'Huawei']
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'Huawei'
["Cisco']
'Cisco’
[]
>>>

AR A, FATTH while fE3EC A len() B8 0k 2 87 1 52 vendors K B2 KT 0,
WA FIW S 5 True, WA pop() 77 vEMNFI L Pl i — AN Jo R, IF BLBERIFT B4 3% B 4
MITEER . B QYR P PTA TR MR R, FIR MK ESN 0, while len(vendors)>0: 1)
IR [0y False, 1% while 71 3£ 1 5t B8 B £ 1l

o #l3

£ 3.1.2 A1 3.1.3 RGNS b, — B P S N R U & YE, R i 2 S RN
Hak, FH A AU IR T 38 AT — IR A BOFT R NG T, XA RASAR SR . A5 Bh while {534,
AT DAAS T 3t 55 52 SRAT input() R K, T2 N I B3 S B o DA R B BAA RS A0

# coding=utf-8

print ("' "ERIEX LS ADE B — AN P
1. RIP

2. IGRP

3. EIGRP

4. OSPF

5. ISIS

6. BGP ''")

while True:
option = input ("IHFRIAIRIED ($F 1-6): ')
if option.isdigit() and int (option) in list(range(l, 7)) :
if int (option) in list(range(l, 4)):
print ('iZE& B UR T E SRR B, )
elif int (option) in list (range(5, 7)) :
print ("iZH R TREBCIRS BB ")
else:

print ("iZEHHUE TBRERERBTL. ")
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break

else:

print (“ETLR, WEHEIREIA. ")

[root@CentOS-Python ~]#

XEFEAVERH T while True. while True & —FR ¥ WL while /BRI, EAR
BRAEZXGRHERCEFIHRET R True, BIREHEFMFBAKARIL, HRERE
while THREFHSBETHRESHAT, N5 “LRIEHA” (ndefinite Loop) HJ
Mo R TR TG IRIE R, AT AERE P AED R E ) break 1B ) K21k while 3, &
break 7£ LTI ACHS B AL B, A & X AN 1) 8 26 2%, AR 50 0B 1 45 3 4E Python i)
HENE,

PATARSE R

[root@CentOS-Python ~]#python lab.py
TR AR B of 7 ) 5 38 3 — A R B AL

RIP

IGRP

EIGRP

OSPF

ISIS

. BGP

TR AR (7 1-6) 7
HEIRTCR, E FEREIN

TR AR (7 1-6) : a
HEIRTCR, E FREIN

TR AL (7 1-6) = .. 11!
HEIRTCR, E FREIN

TEANRIE I (B0 1-6) : 134uil34lkadil
IRTERL, E BRI .

TR AARRIET (7 1-6) : 1

1% B U T BE S % B e A

o U W N

[root@CentOS-Python ~]+#
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3.2.2 foriEf]

F A E ), for B ) MAE FRHLEI A while 15 ) 58 4 AR while i8] 75 ZE T & 4 7
T SRR E A4 W T GG 8 A A0 R BB, T for 1 &) I FH Kk [ — 4 IS AR R 81, AT
P BIE T AT FIR. oS, ERRXEFIT T REREE, for HAKTE
PBERI R Ak . for i) AR AR AT

for item in sequence:

statements

X HLH sequence A FIER KT A (A7 H . FIZ. Judl), 10 item o] DL fF N F
H) B RS T 2 Citem & FR AT LT Bk B, statements T2 46 FA 4K CE B8 3R IR 3570 ) o

2T
o #1

>>> for letter in 'Python':

. print (letter)

o o o K g -

n

>>>

FATH letter £F A for &) 1) item SRl [ 7475 51 'Python', F51Z 7 FF & H I o = K
WAITENH R, 5% P y. t. hy 0. n.

o fl2

>>> sum = 0

>>> for number in range(l, 6):
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sum = sum + number

print (sum)

1
3
6
10

15
>>>

BATE 0 TRE 2578 & sum, 4RJ5 H number /£ for i& 6] 1 (1) item i3 /7 range(1,6),

IR A 1~5 [ 5 MR, HIX 5 ANEEER IS sum R, R IN— KA print() BT ED
R, %)FHEF 1. 3. 6. 10. 15,

o #3

>>> routing protocols = ['RIP', 'IGRP', 'EIGRP', 'OSPF', 'ISIS', 'BGP']

>>> link state protocols = ['OSPF', 'ISIS']

>>> for protocols in routing protocols:

if protocols not in link state protocols:
print (protocols + 'ANETEEBIRSHEH: ' )

RIP 4\%?%&%%*%8&%@(

IGRP A& THEECIR A B il

EIGRP A& T HEBCIRAS B bl :

BGP A& T4E HOIRAS 7% th Pl :

>>>

AT BB AN F 3K routing_protocols F1 link_state_protocols, %13 1 i) 7t 2 A AH
X JSE BT i EE P SCRN B B TR ZS B R PR L. B 5B protocols /B for i A) HR 1 item K i T 58—
M3 routing_protocols, #RJ5 A if i AR AW ELL protocols ASJE T AR AN IR

link_state_protocols ({6, IR BEATITEIH K.

WET AT R, iR =AM R S AE for JETHIFY letter. number A1 protocols 138 K
B AT IEA TS B AR D item 48R, BATRIZFRATLLH A PR E,
EbanfEfl 1 v, FRATIE letter epk a 3% 1a]
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>>> for a in 'Python':

. print (a)

5 O O o K ™o

I BB T B item 4 FK, R a XA item 44 FRAE 5L 6 B SR S]] LGy
WA Y, AR S B AR A b X A =2 0 R L item A4 FKH E & S N TR .

3.3 XAXHWMEZE

FEHH IS4, W2 TR G AN T MUK & B SCAR ST A8, b A Rt &= T
BB B SRR, AT MR 1P SRR SO, DL M 45 0% show
run i 45 SR 2 R E A& 0y S0 . IER AN, KN an T 48 F Python Sk il R B ST AR SC
PR 57 2T M 453 4 1 S AL RR B X 5% TR U 00 25 B 4% 1Y) — 35T Python AR AR

3.3.1 open()E#H B HEK

FE Python 1, ATTAT LAEE open() B HOR Vs F A& B SCA A, open() B # AR AT IT
— N SCRSCAF B — A S S (File Object), 58I STAF X 5 75 ¥ 2 i bk H0R1 77 12,
A DL SCASCAF AT — R 50 Uy 1) A B AR o 7 DA X S8 e BOR D5 2 B, Bl — A
404 testaxt MR SCAR SO, 2SR 5 MM g B4 T, AHELT.
[root@CentOS-Python ~]# cat test.txt

Cisco

Juniper
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Arista
H3C

Huawei

[root@CentOS-Python ~]#

S8 )5 F open () & #7 []1% 3 A

>>> file = open('test.txt', 'r')

FATE S open() B r A3 L) Uil test.txt S, FFIRE NS R, T
ZOCAE N RRAE S file & . r(reading) @ BRINTF MR, FRitx 4h, open() L HIRZ
FoAth oD A . 3 B A2 R0 2% TR T B FH B LR R, R R PR

' K £ H

r PARERT7 SATIRSC, r BUR BT IF CAFAE S e WRSCARANIEAE, 24l

w TIPS R TSN RSO DA AE, R N AR R s SRS AS
1F0E,  TIBIEEHT S

. CLBNTT AATIFCF . RS CAAFAE, WEA WARASPMERE DR, B A AR 7R
IFESRA G T R SCIEANEAE, B s

r+ LA S 77 AT TR, B REST T CARE RSO . SRSCIEAEAE, T S

we PS5 7 sFTTR S RSO CAEAE, WA WKMo s RS AN
£, T S

" PABE S Ty AT IS WRSCF DA e, WA A APl bRE e, B A 2R

INEIRA WA AT WERSCHEAMFAE, WA S

1 JF 1 -

open( R HH) iR 6 R A DB EER, KT EMWEEMEARKAET 47 H 2

3.3.2 X#HixH

FE48 ] open () R H B 2 SCAF X R 2 JA , BATTIFARE S BB A R Fow,
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TEQINEE T SCAE A GO ERAES file BE/5, R printQ R #0k file ARFTEIH K, KR
SAF RS FR open () B K U i) A5 20 S Z SRR RAE N AE R AL B (0x7fal94215660)
EHER.

>>> file = open('test.txt', 'r')

>>> print (file)

<open file 'test.txt', mode 'r' at 0x7fal94215660>

>>>
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AR IO B BAR N ZE, FATTIE T E A read(). readline()ak# readlines() 3 Fp 5 vk
W —F . [ROAIX 3 Bl v #R AR B ¢, (Rl open()B& 0 R 5 NI w0 H o
VFIB N a B0 SR AT, Al 4 R Q0 #05 A i) @, 25T .

#w B read (), readline (), readlines ()
>>> file = open('test.txt', 'w')
>>> print (file.read())
Traceback (most recent call last):

File "<stdin>", line 1, in <module>
io.UnsupportedOperation: not readable

>>>

#a WAL read (), readline (), readlines ()
>>> file = open('test.txt', 'a')
>>> print (file.readline())
Traceback (most recent call last):

File "<stdin>", line 1, in <module>
io.UnsupportedOperation: not readable

>>>

read(). readline()#1 readlines()/& %% =) open()ER B S A%, =F MHEMZERIE K,
Hr readlines() S & H b 2 B (JRFEJEH PR, FE ML TR A2 G2 . X
X 3 AR — AT Uk .

1. read()

read() /7 VA B HUOCA SO LK e B 7, IR EMERF AT & .

>>> file = open('test.txt')
>>> print (file.read())
Cisco

Juniper

Arista

H3C

Huawei
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>>> print (file.read())

>>>

AT B L AT BN test.txt SCAF LRI A, B — T ENH (N B BCA R T L, A
A UATENRIRMR A AR TR ? X2 BN read() 7 i )5, SRS RIALE
AR BB T RE, EAALLSCAHRE RIBIOT K, U] seek() %L, J5ikuA T

>>> file.seek (0)

0

>>> file.tell ()

0

>>> print (file.read())
Cisco

Juniper

Arista

H3C

Huawei

>>> file.tell ()
32

>>>

FATH seek(0)¥s SCHFFia 5 MR B B -3k, I HH tell() 7 iE A ST R B B A7 B (3C
PEIFRALE N 00, BEJEAEH read() 77 k3T BRSO A A T L), 2 J5 FRIRAE A tell() 77 i
ISR A AL B, T DUR IR EILAE 2R B SR R Ak (32) . XA 32 2 B A KN ?
T FRATE print() R %L, FFUGEIT read() 7 1E R — IR ST A -

>>> file.seek (0)

0

>>> file.read()

'Cisco\nJuniper\nArista\nH3C\nHuawei\n'

>>>
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S5 print() s H 2 BETE 2 A B AT AT \n, AN AU A AR A R e R EL
Cisco(5) + \n(1) + Juniper(7) + \n(1) + Arista(6) + \n(1) + H3C(3) + \n(1) + Huawei(6) + \n(1)
=32, R T A A ST R A B S RSO R R Jm ,  tell ()75 ik i [l i SC i dH i) A B
& 32 TR AL B K seek() AT tell ()7 92 f FHI2 /& SCAS SV 1) A B v AR B B24H 3R
Ty 2 R s, IR AR 45 0 AR R

2. readline()

readline() 15 read() A X A2 B A LAR read ()R RFHE SCAS SO L BT A 1A 25 36— UM 32
i o —HE—Heth L. readline(VRIR EME R RS . 2BBIW1F.

i

>>> file = open('test.txt')
>>> print (file.readline())

Cisco

>>> print (file.readline())

Juniper

>>> print (file.readline())

Arista

>>> print (file.readline())

H3C

>>> print (file.readline())

Huawei
>>> print (file.readline())

>>>

readline() 77 X B CR IR SCAF IO —HE N A, P 1 =T I B A 22 HE A 2 2 R
AT GO . 54, ORI BRI R, WS —4 print
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(file.readline()) A1 [RI{E N = o

3. readlines()

readlines) 5 ETHE R AKX AR EMREBEABRFERFH, MEFIFE. W L
readlines()& read() Al readline() &5 &4, 26 B [ read()—FEAE SCA SR B BT A 25 #0132
6o A, BEg readline()AEAE —HE—HE 13k, IR REHER N A DL o0 = AR 2R (B
BN .

>>> file = open('test.txt')
>>> print (file.readlines())

['Cisco\n', 'Juniper\n's 'Arista\n's, 'H3C\n', 'Huawei\n']
>>> file.seek (0)
>>> devices = file.readlines /()

>>> print (devices[0])

Cisco

>>> print (devices[1l])

Juniper

>>> print (devices[2])
Arista

>>> print (devices[3])
H3C

>>> print (devices[4])

Huawei

5] read()Fl readline()—#¢, ffif— Kk readlines()/5, CfFaEH 2B EI AR
N T G s R ST AE ] seek(0) A RRAT, WT LAKS readlines()ik ol 1 41 R MK B 45 — A2 &, R
devices, Z JEf{fn] DL R I TR —AN—MHIGIE S R EH TR . HER readlines()i& [F K
FIR B UREAFERITRF N, ZERMNFIHURKTEFREFT XA

& read()f readline()H bt , Z£# IR readlines() % & M 4% 15 45 8 P SRR B B 1) —
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B CA RN AR T, BN E R EE S FR, @5 R AT IR 2 F . 28
M, BAER —NBN iptxt BISCAR SO, & SO ERAFE T — KR HER A A3 ] 1 1328 e il
P MhE, BN,

[root@CentOS-Python ~]# cat ip.txt
172.16.100.1
172.16.30.1
172.16.41.1
172.16.10.1
172.16.8.1
172.16.112.1
172.16.39.1
172.16.121.1
172.16.92.1
172.16.73.1
192.168.54.1
192.168.32.1
192.168.2.1
10.3.2.1
10.58.23.3
192.168.230.29
10.235.21.42
192.168.32.32
10.4.3.3
172.16.30.2
172.16.22.30
172.16.111.33

[root@CentOS-Python ~]+#
IUAE TR ZE A2 3 /N i i«
(1) B4 HH Python SRk 72 1% XA %2 /DA 1P Huhlk ?

(2) Bl Python k48 HiZ s Erb ) B 28 1P bk (172.16 JFkAY 1P k), %
EATITEI R R ?

(3) B ffif] Paramiko SRHlt & SSH & FIX A BN EFE A E (Paramiko J& I
2PEF]) 2
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B (L IR open() R ¥ readlines() ok % BUZ TN 7, BN
readlines() (3R [FME A2 51, AT DL EBATAEA Ten() s HORFIBriZ SR MK, M43 2
FOCE TR S 1P Mk R, T .

>>> f = open('ip.txt')
>>> print (len(f.readlines()))
22

>>>
IAGE T P ATACHES, SRR T4 E . 22 A IP Hihik, readlines()ik [7] i) 51 5 & AN &
1R 77 fH?

B (2): BIFIT IR AR S readlines()2K 58 %, A readlines()ik [A] f) 1) 25t )
JCR HEHE R N TR e, W LUAE A for 3R KR P T A ) =75 B oo &, RREC & if 156,

o H ) startswith () pRECH X 28 1P Huhk 2 75 PL 172,16 JF3k. w2, MR EA13T
BIHik, 2@1WF.

>>> f = open('ip.txt')
>>> for ip in f.readlines():
if ip.startswith('172.16"):
print (ip)
172.16.100.1
172.16.200.1
172.16.130.1
172.16.10.1
172.16.8.1

172.16.112.1

172.16.39.1
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172.16.121.1
172.16.92.1
172.16.73.1
172.16.30.2
172.16.22.30

172.16.111.33

>>>

RRFREEE — A, By readlines()i [a] (¥ 71 5% o ) S0 3R 2 A AT A7 \n /9, P LAIT B
HORIEEAS B 2K 1P bk 2 (W #02 7—HF, SEmB e A Se N, R iE AR L, R
5 2 P strip() e 8E FHATFFRI AT, 2261 007F

>>> f = open('ip.txt'")
>>> for ip in f.readlines():
if ip.startswith('172.16"):

print (ip.strip())

172.16.100.1
172.16.200.1
172.16.130.1
172.16.10.1
172.16.8.1
172.16.112.1
172.16.39.1
172.16.121.1
172.16.92.1
172.16.73.1
172.16.30.2
172.16.22.30
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172.16.111.33
>>>

BE (3): FER (2) —F, KN readlines()iR B £ 5%, TATATLLED for 753
Ke——Vi M ZFN KR A OR, WERZHAL A 1P Huhk, 3k 2{EH Paramiko
K——BFENZTHENAEERE B, ZHARRRL T,

import Paramiko

username = input ('Username: ')
password = input ('Password: ')

f = open('ip.txt'")

for ip in f.readlines():
ssh client = Paramiko.SSHClient ()
ssh client.set missing host key policy(Paramiko.AutoAddPolicy ())
ssh client.connect (hostname=ip, username=username, password=password)

print ("Successfully connect to ", 1ip)
o XT Paramiko HIVETES 4 o UER], XREAENEE KR

o IXHUELAE M for #EIAEC & readlines()i& [F1 51 2% (1) 77 RV 1) ip.txt A b ) 38 e
PUE L IP Hudk

o % for EM &K —— B3 ip.txt WFTE ML 1P Huhl, BRI EF— DAl
HRBE RN 4T ENAS B “"Successfully connect to ™, ip” HHEEEH /' & AT .

open() B £ ] readlines()7E P 4% iz 2 H (9 I AL A 1B 1K 3 5, XA R 1 T LA
SRS I, PSR A — A2 %% 2] Python B 9 2% T RS 40 00 S0 25 B 4R

333 XHEA

FEAEHT open () B H B ST R S5, FRATTAT LA AT write () B $OR X S5 N HdiE . il
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B BRAR writeO BB S SUIF S AR, A RAFRER r AT, 1mH A
5 Fs s AN B2 IR ] CRLAE r+di ), 2261

>>> f = open('test.txt', 'r')
>>> f.write ()
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: write() takes exactly one argument (0 given)

>>>

write() bR ELE r+. wiw+. a/a+iX 5 B b i B AR AN F

1. r+

8 r+RE R write() BR KL BT N S IR INAE SR TSR B 2y, T H 2B ST R Y
R EA AR, HEIT.

#SCAE AT I P

[root@CentOS-Python ~]# cat test.txt
Cisco

Juniper

Arista

H3C

Huawei
[root@CentOS-Python ~]+#

#78 o T write () EIBECCANE
>>> f = open('test.txt', 'r+')
>>> f.write('Avaya')

>>> f.close()

FARB SR N A
[root@CentOS-Python ~]# cat test.txt
Avaya

Juniper
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Arista
H3C

Huawei

[root@CentOS-Python ~]+#

ATLLEF], SCARTFLE Cisco D& Avaya E g 1. X BLyE M write() B FU0 ST A
BANHNEE, LA close() 7 iE¥ SRR, XFEHT S NN A A BEERAF

2. wiw+

£ wiw+ T A write() B3 B AR S B INE SR TSR B 7, CAFAE IR SO
WNEZEEBIET, 20T .
HICAE AT (A 2%

[root@CentOS-Python ~]# cat test.txt
Avaya

Juniper

Arista

H3C

Huawei
[root@CentOS-Python ~]+#

#7E w AR P write () REUBEOIA A %
>>> f = open('test.txt', 'w')
>>> f.write('test')

>>> f.close()

#XARIE S A7
[root@CentOS-Python ~]# cat test.txt
test

[root@CentOS-Python ~]+#

#1E wBL U M EH write () REUEBCCA N
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>>> f = open('test.txt', 'wt')
>>> f . write('''Cisco

. Juniper

. Arista

. H3C

. Huawei\n'"'")

>>> f.close()

# XA BEUE N A

[root@CentOS-Python ~]# cat test.txt
Cisco

Juniper

Arista

H3C

Huawei

[root@CentOS-Python ~]#

3. ala+

£ ala+ P 0N T write() s 2, B AA 2B INE ST IR B AR 7>, CAFAE I SCIFI
HRAZBEE, BT

# SCAAE BT (R A 2«

[root@CentOS-Python ~]# cat test.txt
Cisco

Juniper

Arista

H3C

Huawei
[root@CentOS-Python ~]+#

#7E a BT write () BEBBOCANE
>>> f = open('test.txt', 'a')

>>> f . write('Avaya')
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>>> f.close()

#FICRESUR N A

[root@CentOS-Python ~]# cat test.txt
Cisco

Juniper

Arista

H3C

Huawei

Avaya
[root@CentOS-Python ~]#

#7E a R T write () BEIBBOIAANE
>>> f = open('test.txt', 'a+')
>>> f.write ('Aruba')

>>> f.close()

#CABEUE N A

[root@CentOS-Python ~]# cat test.txt
Cisco

Juniper

Arista

H3C

Huawei

Avaya

Aruba

[root@CentOS-Python ~]+#

3.3.4 with &G

FEIH open() R ELFT IF— A SCF, Z SO — BEAE THTIRIRES . X — A FRATT LA
closed 77 15K IIE: closed 777k £ iR [Al — AN IR o Q0SSO AL 4T TR A, R [A] False;
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WS SO, R [T True.

>>> f = open('test.txt')
>>> f.closed

False

>>> f.close()

>>> f.closed

True

>>>

X AR KR LT 2 58 P SO G s R RR BT, 7T DLAE AT with 3R] SR AE B X & .
AY with i RITIT (SRR E B0, 2461 .

>>> with open('test.txt') as f:

print f.read()

Cisco
Juniper
Arista
H3C

Huawei

>>> f.closed
True

>>>

X B 1H T close()k 5% M1 SC 4, R4 with 1B 4] 4 E 3h ¥ SC -5 M1 (closed J7 3% 1
iR [BI{E A True).

3.4 BENXKH

PR B O 20 07 (10 RT DA 2 R A — AR RS B, 1R R TR AR I E R
ffi 1%, £ Python ', 418 % A& K% (Built-in Function), HLanwfmE 2k 211 type()-
dir(). print(). int()~ str()~ list(). open()%%, ixX L& iR ¥ 2244 4F Python Ji5 5t 6 2 RI{E .
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B 7 LR R, AT U@ A B 2 LR (User-Defined Function) 58 i —
7 B A A ARG B, B TR AR

3.4.1 EHEHOEMNER

£ Python t, AT def ia)ok A L%, def i5H) )5 %R ALMIES(), &
T EARERH AT S HE T AR SH. EHE XRBEIEL R, ZRZ R8O 4 e e 2
BRA 25 R (RIS Z s AT S50, 286100 F .

#lr S B E SRR

>>> def add(x, y):

result = x + y

print (result)

>>> add (1, 2)
3

>>>

#ANH S HUN B E LR
>>> def name () :

print ('Parry)'

>>>
>>> name ()
Parry

>>>

AEHE LRER G SH, R e AR, tin N i BT RR —
AN ECH) R TT B RIAACRS

[root@CentOS-Python ~]# cat test.txt

square (10)
def square (x) :
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squared = x ** 2

print (squared)

[root@CentOS-Python ~]1# python3.8 test.txt
Traceback (most recent call last):
File "test.txt", 1line 1, in <module>
square (10)
NameError: name 'square' is not defined

[root@CentOS-Python ~]#

BAT A GRS, TR DR 2 AE R BOE A A IGO0 AT A T ik, 1B
EIEWR

[root@CentOS-Python ~]# cat test.txt

def square(x):
squared = x ** 2

print squared
square (10)

[root@CentOS-Python ~]# python test.txt
100
[root@CentOS-Python ~]#

3.4.2 EHHEERRME

ATART o B 7 IR B — MEA A & . HE CREAT LA print AT return 7R IE AR
IR A —AME, R R BR B fE print B return, N)3% R $ R <98 [B— A~ 23{E None, 26
BT

>>> def add 1 (x):
x = x+1

>>> print add 1(1)

0960



% 3FE Python HMIBE

None

>>>

© print F1 return (¥ [X 5

print HIRKE IR [BE AT BV A2 Pl o b, DAELE P 38 21, (H21%0R RHME A 2 B iR A7
Toke AR E, WARRRIEZ AR ES — DR, ZRERMER IR E None,
BT

[root@CentOS-Python ~]# cat test.txt
def name () :

print ('Parry')

name ()
a = name ()

print (a)

[root@CentOS-Python ~]1# python3.8 test.txt
Parry

Parry

None

[root@CentOS-Python ~]#

VERIX BRI T A Parry, ZFNET name(EE AR, KRR MEL A
BN, Hhnix B a = name() 2 fi A 8 R B0 RUR .

Ifi return WIS TS AR B, 7E VR A BREUS , return 1R IR [RIELAS 2 4 4T B0 % 78 228 o b
n SR AR it A3 (AL E DA A R B0 75 o BT TN b print. HRGR BIE SR T
R, MRAEZRFEWEL N RE, WZRENEZREKEEE, 26W0TF.

[root@CentOS-Python ~]# cat test.txt
def name () :

return 'Parry'

name ()

a = name ()
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print (a)

[root@CentOS-Python ~]# python test.txt
Parry

[root@CentOS-Python ~]#
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3.43 HWmMEEH

BB S, At — RO AR 5 — DR UR O AL, 28T .

[root@CentOS-Python ~]# cat test.txt

def square(x):
result = x ** 2

return result

def cube (x) :
result = square(x) * x

return result

cube (3)
print (cube(3))

[root@CentOS-Python ~]# python test.txt
27

TATE L)@ — AR 2 RO5 H R % square(x) (VE X B AU return, A& print, 7
3R [ 2K 43 2% None, ASAEEHABBRECE D . R )5 A8 — AR 3 K5 11 R %L cube(x), 7F
cube(x)FATEM T square(x), FH WA T return Kk B R #4550 mlEH T
cube(3) A print(cube(3))K & /x FUE B 3.4.2 5 A H2& 2 1) “ 728 A sR U5, return [¥73% [BIE AN
AT BN AR A o b, SRARCE R [BE ) AR A oR BN L ek ERT i B
printO k%7, BN R B8 B — A 45 R 27,

35 MR

fE55 1 3 L2 b, Python HIE AT A SRS Dy bl . — Fof A A Y R 46 ) 22 LA K
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o MAREEAT AN AR A . AT, —HIRHMRRERS, a2 ilE LR,
BB AT A RIS M HaE =, — VTR ZENIIT M. Bk, WREE —BEK, &%
HR AT ARSI A5 P G 4 2 R AR S A, DR R E R AL .

AR 28 TAZIR 0 H % TAES, BE 35 M4 IO Ok, ROk 2, R AR
oK RS 2 o S T T R4, BRATT AT DA I o — e Y B SR EU R A
ML RA SO, AR S TE A B QB A B 10 R i A SO SN Gimport) LA L 5
T, RN A AR 3R S A I AR b T N A FR A B (Module) . 7E Python o,
FAVEH import iEAR P, MWARXHE (FEET RE . py) HERE.

WA B B R R] BE 1 B 2 SO, AT BB, T DR 23 A 2R 41 i B

351 FHBEENRBAER

B AN, K Hdr 440 seriptl.py, ZBIAKIARES R 47, BITEDNA “iX
A 1.7,

[root@CentOS-Python ~]# cat scriptl.py

# coding=utf-8

print ("2 1.

[root@CentOS-Python ~]+#

SRIGENE S AN, B H A48 script2.py. fEBIA 2 B, RATEAEAH import i&4]
FABA 1 CGimport scriptl), FTEINE “XEMA 2.7, JFFEiTHA 2.

[root@CentOS-Python ~]# cat script2.py

# coding=utf-8

import scriptl

print "IXAMA 2. "
#1217 script?2
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[root@CentOS-Python ~]1# python3.8 script2.py
XA 1.

RRMA 2.

[root@CentOS-Python ~]+#

MLVE R, EIBTHA 2 5, HAIFEMNSR T “XRZMA 17 M “KZEA 2.7 14T
B s, o, “RXGRIA 17 R A 2 385 import scriptl S AMIA 1513211,

3.5.2 WHTEXRHAERER

HARBEUEA 1 KA, G A testOR %, BRI RA —147, BITENAE
IR A 1.7

[root@CentOS-Python ~]# cat scriptl.py
# coding=utf-8
def test () :

print ("IXAZTNEREIIA 1.
[root@CentOS-Python ~]#

RIGBEA 2 AR, WHBA 15 testOR %, BONRZBA 1 MR, FrolEE
TE B B0 44 1 NS E 44 HD sceriptl.test() -

[root@CentOS-Python ~]# cat script2.py
# coding=utf-8

import scriptl

print "IXFERHIA 2.

scriptl.test ()

#1817 script2

[root@CentOS-Python ~]# python script2.py
KAEEA 2.

AR BRI A 1.
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3.5.3 Python AEERME=FER

B 7 R W R P E AR, Python I& A7 A AR H R 7 Eh@ I pip N
=B (T AR D, TR T AR

1. Python PN 2 ftk

Python £ K& [ A R BLFZIE L import 5 W] RUGE T, Ji5 T S 56 748 70 /9 22 9 A4S
B2 B A VX S A A o X B B, AT U os IX AN PN i BR BOR K
i Ping 2, FIWT I H AR BRI, B SRR .

import os

hostname = 'www.cisco.com'
response = os.system("ping -c 1 " + hostname)
if response == O0:
print (hostname + ' is reachable.')
else:
print (hostname + ' is not reachable.')

o 0s 2R HIY Python P& i, os /& operating system Hfi k. B4 8 X, ©2&
R 5T B EWLERE RS B3, Ja S50 35 2 1 SRS 2 3 21 5¢ T os
TE M 2% 3 4 I 2 .

o IXHIRAVEM os HEHRT system() BRI HCK ELEEAE EHLEAT ping -¢ 1 http:/Avww.cisco.com
X% , Wk 1A http://lwww.cisco.com &% 1 4> Ping . JE&, AT
R EHLAE CentOS, CentOS 14552 Ping (AN ZH U N-c. IR AE Windows
iz AT IXBURAS, KA Windows H#8E 5E Ping AN S HON-n, 7R ZE AR B
12 40-c #epk-n, WELZ"ping -n 1" + hostname !

e  os.system() IR BIE R —ANEEE . a0 SRR BIME N 0, W KR Hbsrlik; Wik NIk o,
MZFRRAT L. FATH os.system() 1R [FI{E MK 45 48 75 response, #R 55 — A& HE
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F) if...else I B 8 ) Sk g 240 1 . 2 5 response [R5 T 0, 3T EN H b5 Al & 1915 B,
RZ AT BN H AR v Ik 145 B .

PAT A E BCR

[root@CentOS-Python ~]# python3.8 test.py

PING e2867.dsca.akamaiedge.net (104.86.224.155) 56 (84) bytes of data.

64 bytes from al04-86-224-155.deploy.static.akamaitechnologies.com
(104.86.224.155) : icmp seg=1 ttl=128 time=115 ms

--- e2867.dsca.akamaiedge.net ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 115.206/115.206/115.206/0.000 ms
www.clsco.com is reachable.

[root@CentOS-Python ~]#

B 7 os, ARESLEL ping fr 4 ThEERT Python P EEBIHUAE R 2, ELln subprocess. 47E
Python H1f81 ] os Fl subprocess ¥ KIAT ping dr & B, P #HA A “/DEFE”, B2
o BN BAE REIAT ping A E LA, W AARLE Python “EHE M M ping, NI
A LU %5 = J5 i pythonping, €T pythonping B () F L7 S2 56 354 Aol & 12 5 .

2. Python 5 = Jy fii b

Python &5 = 5 BB 75 2N pip F#i 223, pip B Python A (AN [/ 45 40 X6 B2 ) pip2.
pip3 1 pip3.8, 7£ CentOS 8 HLEA N HE T pip2 A1 pip3, ATIESE — &= N4 Python 3.8 7&
Windows FI Linux () 2235 5 CL 2 2235 T pip3.8, 7 LLZE Windows #7447 & CentOS 8 R
A pip3.8 KEIE, 41~ E TR
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EP root@CentOS-Python:~

[root@Cent0S-Python ~]# pip3.8

Usage :
pip3.8 <command> [options]

Commands :
install
download
uninstall
freeze
list
show
check

config
search
wheel

hash
completion
debug

help

Install packages.
Download packages.
Uninstall packages.
Output installed packages in regquirements format.
List installed packages.

Show information about installed packages.

Verify installed packages have compatible dependen

Manage local and global configuration.

Search PyPI for packages.

Build wheels from your requir

Compute hashes of package

A helper command used fo ommand completion.
Show information useful for debugging.

Show help for commands.

XF T2 TRENT R UL, fi () Python 28 = J5 B JC 5% & 1>k SSH & R M 2% & % 1)
Paramiko fil Netmiko. B 5f# 4 pip3.8 install Paramiko I pip3.8 install Netmiko &%
Sl 22 35w AT Cn AR 1) Python AN /& 3.8.x, 1M A& HoAth Python 3 i A%, NPKE pip3.8 # Bk pip3
BITT ). fEZIR 2, EHIARA CentOS 8 T ML AL RE %1% AN o

[root@CentOS-Python ~]#pip3.8 install Paramiko
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[root@CentOS-Python ~]#pip3.8 install Netmiko

VE: W RARAE 2 Python 2, 75§ F pip2 install Netmiko == 2.4.2 3k % %% Netmiko,
Ky 2020 4 1 HJ5, Prfiisd pip 2221 Netmiko #BERIA X SCKF Python 3.

i pip %%&4F Paramiko A1 Netmiko J&, FTJF Python MI/& 75 Al LAME A import
Paramiko Al import Netmiko Sk 5| &, Wi & HEa, W8 25 52 .

>>> import Paramiko
>>> import Netmiko
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
ModuleNotFoundError: No module named 'Netmiko'

>>>
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B E AR T LA 2, import Paramiko J5 %A AT nl &, {H 2 import Netmiko i £
fiR PR 2% 40 4% ModuleNotFoundError: No module named 'Netmiko', X2 K NN T RHUR R,
EH MR R %A T Paramiko TMEA %235 Netmikoo %7 Paramiko 58k i B A4 F V2 )5 1 #
SVEAUER], X B 7 >R Ui B el 78 Python Hrid i pip >R 22 e 55 = J7 itk

3.5.4 from ... import ...

T HE R B, BT import iB4), ATIERTLUE R from...import... K5 A\
B, BEREREEET 7R ABERRE N BHUM R Z KRR, Z%iE A BRI 8
from[#EER 4] import [B ¥ 4], 6.

R 2 AR &SI T, RIFEir A 2.

[root@CentOS-Python ~]# cat script2.py
# coding=utf-8

from scriptl import test

print ("XAEMHA 2.m)

test ()

#1817 script2

[root@CentOS-Python ~]# python script2.py

KRMA 2.

K R AR 1.

PRI RATAE A 2 th A T from scriptl import test, T LLE T FTIIAS 1 ) test() B £ i
N7 55 R scriptl.test(), EL#EH test()RI A .

3.55 if _name__ ==' main__"

£ 351 WHIRHGI 7, A 2 RS AN VB 15, SLRIEEI A T A 1 AR
Efb B print ("IXABIA 1) A AT Z A AL B SN BEE R 2 R B IF A
— PR A AR G AN ER A AR Y 2, XIS T LA if __name__ =="__main__":iX />l
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EERIE ] H 1.

fEHRE B P O APk, /£ Python WAT/E M FRILMARMENELE, W
_name_, XTHELTEMANFCEHEE TARBHGHE. AT LUX 2 K#EME: mR—4
Python IR BT if __name_ =='_ main_ HWEH, MWrAESER TEHMMK
T A 2 7 12 J A B L A R A P PR B 3 O\ B B AT

FATE SR A 1A A 2 AR 2y B S R, FE A 1 HeRE print (TR A 1.)"
HAEif _name__ =='__main_ "I N,

[root@CentOS-Python ~]# cat scriptl.py
# coding=utf-8

if name == ' main 3

print ("IXAEMHA 1.
[root@CentOS-Python ~]#

[root@CentOS-Python ~]# cat script2.py
# coding=utf-8

import scriptl

print ("XAEMHA 2.m)

[root@CentOS-Python ~]+#

RIFIBITIIA 2, RIBREA 2 IANTHA 1, HE2HESERPAAHHI X2
BIAS 1.7 9 45 2R

[root@CentOS-Python ~]# python3.8 script2.py
KRMA 2.
[root@CentOS-Python ~]+#

3.6 IENMEZER

TEMZS TREINR H W TAEF, AT ELE B L. B KR E RS a7+
i F % Fh show B3 display fr & RE WAL E . & &5 B8 T HE, i BRA Arista
W& L UL show run. show log. show interface 1 show ip int brief 5y 4. 1 ¥ ixX &

mARHMEEMEENELE, TEHEERS| (Pipeline) BlA grep  (Juniper %)
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5. # include/exclude/begin CREFH %) &5 iy & SR VL BE BT 16 JATTPT 76 A5 2. 280017,
EHEW G 24 TR EF 2960 2 #AL 4 7TA 2 >N H g Up 1, 7] LS H 44 show ip int
brief | iup, REZ4F.

2960#show ip int b | 1 up

FastEthernet0/2 unassigned YES unset up up

FastEthernet0/10 unassigned YES unset up up

FastEthernet0/11 unassigned YES unset up up

FastEthernet0/12 unassigned YES unset up up

FastEthernet0/15 unassigned YES unset up up

FastEthernet0/23 unassigned YES unset up up

FastEthernet0/24 unassigned YES unset up up

GigabitEthernet0/2 unassigned YES unset up up
LoopbackO unassigned YES NVRAM up up

BB o T 1) 2343 Goup) BT ¥ ZF 21 1) IE ) RIE X (Regular Expression) .
AN, WRARZE CCIE B & 3 BUE ML &5 . 41 57t K2 4l W B3 5 7 X 45348 4 1)
BEUR 4 TR, B4 M iZA2%F BGP (Border Gateway Protocol, i %R/ Je#hil) i
A VA B A5 1 A #5451 %% Cas-path access list) & FFE 4= . as-path access list /& 1F | %
15 ARAETHFE N 2% e # A SR, B R THT Y as-path access list 1 H A4S 5] & — AN bR
1 IE R

ip as-path access-list 1 permit ~4$

3.6.1 HLRENRZER

R 4 I 1 R B0 PR

IENFRIER (Regular Expression, fEACHS A% {8 5 A regex. regexp B¢ RE), X HRIE
MBRA . ERRRE. EMRER. MURZER. BEARRE, ZHEIRER—
o RN FRIE A BN TR SR IA . VCEE — R B UGS A A i) 775 E . AEIR £
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SCA G A Ko Ik I A ORAG R L 0 S DG P RS AR S DA

7E Python Hr, JATSE A 1E W) 2 54 3R SCAS Y 5 AT (Parse), BRIV — 4145 7€ 7
FF e 92 T I 25 B AR R AL B FRATT R A “ B0 (Pattern, WRAE “HER”
HREBRBNBEHRMILAER “REHE"). ENEREXNAGIFAZ Python 1—&5r, EM
A B ORI S — DML AL 5 5, JOGR ERTREAN ISR B A AT, B
(1 ThRe i b7 455 B B A 1 7 V0 K15 22, TR A e () BN S R7 A5 1 IL S (Exact Match) AU L
B (Wildcard Match).

3.6.2 ENFERZARWRIIE

EafiaE RN RIEXZ RS IEM W2 J5ikR e, T DUE I 7E £ IE N 2Rk 5
B RIS B 5 W IEN R AR 2 1 IEf . ELIENRAXABEMRR L, @l R5 %
TR 5 $ B A 210 W 38 SUBEIL A% 1A T L AR 137 B0, S AR ZLR OO R CHI 375 s
WD, LRI A IR IA T, R IEI) regex101 w2284 HI KRR 1Rk U
RS, 5 T AE 2 B UE IR A SUIN, 2B 2 SR AR IR AU S B 6 E 1 A R AR IE
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W45 T32VMAY Python 2B : M4 BN {ESLAL

] Q) 51 Online regex testerand % ‘+ ~

& O @ % hitpsy/regex101.com/

regular expressions o

e SAVE & SHARE REGULAR EXPRESSION

em

FLAVOR TEST STRING

& < PCRE(PHP) v

o ¢ ECMAScript (avaScript)
< Python

s < Golang

® TOOLS

SUBSTITUTION

3.6.3 IEMZRAZVAIAN

EMFRERE—E B ARES 0 2R FRFICE T H, A /N7 g B A 3 45 1
g ia v FH OF HOE & 4 TR 2 ST AR s, ARG I & RBIUIAE . 1 5R T IEN%R
15 3R R R UL C AR UC S, LR ORI TTE LS IEEERFS (Matching Characters) 14§
BRI (Special Sequence).

1. ¥5HAUCHE

Ko UL G AR G #EA, RPBA SC4A HARATAR LR A . b BT vERI A 7E 24 HEFRY
(7 2960 AZ bl LA 4K Up 3 1, RATHUE BB 5 |5 10 0 Scgs A Up. SCHE k]
REALE NI A2 AL H B4R AT E 0 KA A %LINK-3-UPDOWN (1) H &, ARFAT 4 HR 2
SR S5 H AR 0% LINK-3-UPDOWN EF AT, Bl 414 show logging | i %LINK-3- UPDOWN.
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2960#show logging | i $LINK-3-UPDOWN
000458: Feb 17 17:10:31.906: $LINK-3-UPDOWN: Interface FastEthernet0/2, changed

state to down

ERUURFN A 2 M H SRR FHEILER, REWT.

000459: Feb 17 17:10:35.202: $LINK-3-UPDOWN: Interface FastEthernet0/2, changed
state to up

000460: Feb 17 17:10:36.209: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/2, changed state to up

000461: Feb 17 22:39:26.464: %SSH-5-SSH2 SESSION: SSH2 Session request from
10.1.1.1 (tty = 0) using crypto cipher 'aesl28-cbc', hmac 'hmac-shal' Succeeded

000462: Feb 17 22:39:27.748: %SSH-5-SSH2 USERAUTH: User 'test' authentication
for SSH2 Session from 10.1.1.1 (tty = 0) using crypto cipher 'aesl28-cbc', hmac
'hmac-shal' Succeeded

X, R RS A UG Gk R A3 IR AR, RO ELd it iy 4 show logging | i %LINK-3-
UPDOWN|%LINEPROTO-5-UPDOWN)|%SSH-5-SSH2_SESSION|%SSH-5-SSH2_ USERAUTH
FERTA B R ) H B R BB SCH ok, X R 4 MU H B R AE LR 5, W
REL T EEMHERB LI, HARMFULE I TSR SRR, X RATH 25 B
BT IE K 58 BOX AT 55

2. BRI A
A VT HE B A DL BC AT 5 MURRBR P 510, 1 1023 0 T A

AR TE 3 i W DL FE AT 5 40 R s o

U ECFF S R &

VERCRRAAT RFANIITAT 745 (0

* FIRILECE FE LT 5 LI AF 5, DLECUECN 0 IRE 2 Ik
+ RIERVLECEFE LA 5 I AT 5, DLBCRECN 1 IREZ IR
? RIRVLECEFE LA 5 I AT 5, VLBCOECN 0 el 1 iR
{m} FIRILRE R 52T 5 I AT S, $5EILEREON m k. #0547 5 'abbbbeeed', 4
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FH ab{2} K VLAEL 2] abb, A be{3}d # VLA H beeed

FRVC L 5% 555 LA R, FRE LR ECh R m ik, &% n k. Billn, i
T H Jy'abbbbeeed', f#H ab{2,331K R BEVCELE abb; 4 H 4 H: Jv'abbbecedabbeced'
i ] ab{2,3} ¥4 e R BT VCBLE] abbb Fil abb; Wi =7~ 7F 5 P25 Arabed', ] ab{2,3}44 L
BEA BT AR PG

{m.n}

{m} RERILECESEZ AT 5 I RAT S, faE ILEE B uRD o m IR, % BRIk

{n} FASRILELE S %55 2030 MAF S, fea LS IRE R DN 0 IR, mZ ANk
CFAE, FSRULED B “UURCAFS 7. Bl i WA LT 05 7, i AR
\ FUCECIXAN A5, AR B FN? RIEATICRL . BRUbZ 4k, AR IR — AR 751,
FERRF B AE 1T

FORTREL, FRREHICED . Bl ZEE T — My, wRMEH[0-9]; R ZERs
WAL — N NE5EE, WTRL M [a-z]s W RERSHRIULE. — AN KRS 56F, ATLAHA-Z]: W
1] REVURC— M- R FRIZ, "TRAH[0-9a-zA-Z_]. 74, 1E[TInAE R
4E, HAP0-91F R ILEE — M EEF I F AT, [Pzl IL R — M EF R ST, kit
et

FeoR“ BV L ” (A IR UC R F AR & — T, HLanEEPLD FastEthernet 1 GigabitEthernet
XA 4, ATLAVE 4 FalGi

Hi, LIRS NRERIENREN, JFFRRGRASIITRME R, Ha(blcd)ef *
NUEHC bef 5% cdef

(...)

3. AEILIC

*+.0 20 {m} {m, PAI{m, n}iX 6 FULECAT 5 EAER 2 AR ILRCH, ISR RS
b 2 R RCAT A 26 A A 2

BB 45 58 1) — 205 3 A xxzyxzyz', FRATAE A IR SRk AR x>y SRAMITAS (3
FERA UL ECAIBORI ILIC /T AR A D . EVLECE)ZE — A x J&, JTHIRILHEC.*, BR. A~BRA R 2
LA, XEES—EMAFLA, BERLEIHEE—1 y, FUILILRL R xxzyxzy,
PATE regex101 FAff3eiE, Wi T EIFR.
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SAVE & SHARE

B SaveRegex  ctrles

FLAVOR TEST STRING
<> PCRE (PHP) v

REGULAR EXPRESSION

My gm

SWITCH TO UNIT TESTS »

xxzyxzyz

<P ECMAScript (javascript)
& Python
< Golang

AR 4 78 W B AR SR N xxzyxzyz', FRATTAE FH IE U 3R A8 U =0 xz. %y RAGULEL, 78
VCELRI 56— xz J&, JFURVLEC “onsE” >, XHE¥K &< BHAKRILE, BERE 1Y,
Rl DU FC 45 5 xzyxzy, 7 regex101 B3&E, 40 F EAR.

regular expre

a
™
~
-

4. EPTAEULAC

SAVE & SHARE REGULAR EXPRESSION
B saveRegex  ctriss [ -~y
FLAVOR TEST STRING SWITCH TO UNIT TESTS »

< PCRE(PHP) v

XXZYXZYZ

< ECMAScript (Javascript)
< Python

< Golang

TOOLS

@ Code Generator

% Regex Debugger

B AE T AE DL ICAR A B, A AE B3R 6 M e AEULHC 47 5 )5 [Hn b i) 5280 m), B2,
+2. 220 {m}2. {m, }?Fi{m, n}?.

R E 1) B — 775 B N xxzyzyz' (FERAS & Z 0T ) 'xxzyxzyz'), Fe A48 B 1E 0 2%
KA x.*2y RMMUCHL . EVLECRISE — A x J5, JFLAILES.*?, BN *2RIEFIEILE R,
BELERFE Iy FEREEEIL, HILILE L RN xxzy, 7E regex101 E3GAE, W FE

FItzs o
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regular expr
SAVE & SHARE REGULAR EXPRESSION
Save Regex ctrlss ‘ <y om |
EEAVOR TEST STRING SWITCH TO UNIT TESTS »
<> PCRE(PHP) v

XXZyzZY z‘
<> ECMAScript (JavaScript)

<> Python
Vd <> Golang
®, TOOLS

[& Code Generator

# Regex Debugger

AR B 78 W77 B AR R ' xxzyzyz', FRATS A IE ) 208 S0 =X xz %2y SR AC, 7
VCRC )5 — A xz Ja, JFARULEC.*?, BfEULEEIZE — > y S (E R R {5 1k, DR BRICREC 45 51 N
xzy, 1F regex101 EIGHE, W R E iR,

regular expressions «
SAVE & SHARE REGULAR EXPRESSION
Save Regex ctrl+s [ Xz -y‘ en ]
FLAVOR TEST STRING SWITCH TO UNIT TESTS »
</> PCRE (PHP) v

XXZyzyz
<> ECMAScript (JavaScript)

<> Python
V4 </> Golang
®, TOOLS

@ Code Generator

M Regex Debugger

O IENERIE I H UL R R 5
REIR P A G SCRF 5 B — A RP LB IR RE R P 91 S H R 0 R R P

\d VERCAEE— Mt dey, 41 [0-9]
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\D \d Bl DURCAERE—NET e, S0 T 0-9]

\w VLRAE S — AN BE, T B T & R RIZR, S50 T [a-zA-Z0-9]
\W \Ww IE, ST [fa-zA-20-9]

\s VLB — AN A, AR, #4757 n

\S \s Bk, VLEMER— N EEATH

AR UG JC 7E 1E ) 8 b AR FH i THDRS A% DT TG Hp 42 21 9 U S R RL S e L H 25 28 2 1
il 7 7 DL SR DT BT R AL FE, L6 an FRATTEEAE R A H A& b [E B DT RS %LINK-3-
UPDOWN. %LINEPROTO-5-UPDOWN. %SSH-5-SSH2_SESSION H1%SSH-5-SSH2_USE
RAUTH 4 Ff H H 28, F IE W Kk % \w{3,9}-\d-\w{6,13}R[ 7] 58 4= VL L

000459: Feb 17 17:10:35.202: $LINK-3-UPDOWN: Interface FastEthernet0/2, changed

state to up
000460: Feb 17 17:10:36.209: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface

FastEthernet0/2, changed state to up
000461: Feb 17 22:39:26.464: $SSH-5-SSH2 SESSION: SSH2 Session request from

10.1.1.1 (tty = 0) using crypto cipher 'aesl28-cbc', hmac 'hmac-shal' Succeeded
000462: Feb 17 22:39:27.748: $SSH-5-SSH2 USERAUTH: User 'test' authentication
for SSH2 Session from 10.1.1.1 (tty = 0) using crypto cipher 'aesl28-cbc', hmac

'hmac-shal' Succeeded

S TAZIE M F5 W3, 91 \d-\we( 4, 18P AT 5 B DU AR L3k 4 I 52 By AR A F
B A %\Ww{3,93-\d-\w{4,13}F 53 6 #4) .

B LS BHRAEHILEE 725 “%” (47 HEEML%IFL), W FEFR.
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o SAVE & SHARE REGULAR EXPRESSION
save Regex ctrlss p o

FLAVOR TEST STRING SWITCH TO UNIT TESTS »

a
>

REREFEEHE] 4 800459: Feb 17 17:10:35.202: XLINK-3-UPDOWN: Interface FastEthernet®/2, changed
® ECMAScript(avascript state to up

<> Python 000460: Feb 17 17:10:36.209: 'L[NEPROTD-S-UPDOHN: Line protocol on Interface
B . coone FastEthernetd/2, changed state to up _

000461: Feb 17 22:39:26.464: %SSH-5-SSH2_SESSION: SSH2 Session request from 10.1.1.1

®, TOOLS (tty = @) using crypto cipher 'aes128-cbc’, hmac 'hmac-shal® Succeeded

000462: Feb 17 22:39:27.748: KSSH-5-SSH2_USERAUTH: User 'test’ authentication for
55H2 Session from 18.1.1.1 (tty = ©) using crypto cipher "aes128-cbc’, hmac "hmac-
shal® Succeeded

[® Code Generator

¥ Regex Debugger

52 35 \WwW{3,9}H KILH: “SSH” F1 “LINEPROTO”, 1 FEFIR.

SAVE & SHARE REGULAR EXPRESSION
Save Regex ctrles wiwl3,9} o
FLAVOR TEST STRING SWITCH TO UNIT TESTS »
RogRCHE CHE] ¥ |ee0459: Feb 17 17:10:35.202: BLINK-3-UPDOWN: Interface FastEthernetd/2, changed
< ECMAScript (JavaScript) state to up
& Python 000460: Feb 17 17:10:36.209: KUIMEPROTO-5-UPDOWN: Line protocol on Interface
}, & Golang FastEthernet®/2, changed state to up

000461: Feb 17 22:39:26.464: XSSH-5-SSH2_SESSION: SSH2 Session request from 10.1.1.1
® TOOLS (tty = 8) using crypto cipher 'aes128-cbc’, hmac 'hmac-shal' Succeeded

©00462: Feb 17 22:39:27.748: ESSH-5-SSHZ_USERAUTH: User 'test’ authentication for
5SH2 Session from 10.1.1.1 (tty = @) using crypto cipher 'aes128-cbc’, hmac 'hmac-
shal® Succeeded

[ Code Generator

¥ Regex Debugger

53 ARy -HIRAEHILECEE — A “-7, WTFEPR.

SAVE & SHARE REGULAR EXPRESSION
)
Save Regex chries JACTER &m
FLAVOR TEST STRING SWITCH TO UNITTESTS »
>
RRRE CHE} v ©00459: Feb 17 17:10:35.202: ¥LINK-3-UPDOWN: Interface FastEthernet®/2, changed
. «» ECMAScript (JavaScript) state to up
<« Python 900460: Feb 17 17:18:36.209: BUINEPROTOSS5-UPDOWN: Line protocol on Interface
F @ @ FastEthernet8/2, changed state to up .
©00461: Feb 17 22:39:26.464: %SSH-5-SSH2_SESSION: SSH2 Session request from 10.1.1.1
® TOOLS (tty = @) using crypto cipher 'aes128-cbc’, hmac 'hmac-shal® Succeeded

©00462: Feb 17 22:39:27.748: KSSHE5-SSHZ_USERAUTH: User "test’ authentication for

SSH2 Session from 10.1.1.1 (tty - 8) using crypto cipher 'aes128-cbc’, hmac 'hmac-
# Regex Debugger shal' Succeeded

@ Code Generator
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¥

94 Eor: \d FRILECHC “37 5 “57, Wi T KR,

e SAVE & SHARE REGULAR EXPRESSION

Save Regex ctrl+s %__. em }
&8
ECAVOR TEST STRING SWITCH TO UNIT TESTS »
a
<> PCRE (PHP’ v
f ( ) 000459: Feb 17 17:10:35.202: %LINK-3-UPDOWN: Interface FastEthernet®/2, changed
= <> ECMAScript (JavaScript) state to up
<> Python 000460: Feb 17 17:10:36.209: ZLINEPROTO-5-UPDOWN: Line protocol on Interface
& & Golang FastEthernet®/2, changed state to up
000461: Feb 17 22:39:26.464: %SSH-5-SSH2_SESSION: SSH2 Session request from 10.1.1.1
TOOLS (tty @) using crypto cipher 'aesl28-cbc', hmac "hmac-shal' Succeeded
000462: Feb 17 22:39:27.748: #%SSH-5-SSH2_USERAUTH: User "test' authentication for
[& Code Generator . - : . . .
SSH2 Session from 19.1.1.1 (tty = @) using crypto cipher 'aesl128-cbc', hmac "hmac-
M Regex Debugger shal' Succeeded

95 EEr: SRR LA — A “-7, TN EPR.

@ SAVE & SHARE REGULAR EXPRESSION

Save Regex ctrl+s %__._| gn }
&
ECAVOR TEST STRING SWITCH TO UNIT TESTS »
a
</> PCRE (PHP L4
b ( ) 900459: Feb 17 17:10:35.202: %LINK-3-UPDOWN: Interface FastEthernet@®/2, changed
</> ECMAScript (JavaScript) state to up
<> Python 000460: Feb 17 17:10:36.209: XLINEPROTO-5-UPDOWN: Line protocol on Interface
F < Golang FastEthernet®/2, changed state to up
000461: Feb 17 22:39:26.464: %SSH-5-SSH2_SESSION: SSH2 Session request from 10.1.1.1
TOOLS (tty ®) using crypto cipher 'aesl128-cbc'., hmac 'hmac-shal' Succeeded

000462: Feb 17 22:39:27.748: #%SSH-5-SSH2_USERAUTH: User 'test' authentication for

SSH2 Session from 18.1.1.1 (tty = @) using crypto cipher 'aesl128-cbc’, hmac 'hmac-
i Regex Debugger shal®

@ Code Generator

Succeeded

%6 #sy: i EEW A, EHIEHE R “UPDOWN” “SSH2_SESSION” “SSH2_USERAUTH”
3 HB4r TR EUCHT, KoM\w o] AE N IUEC 7 R R RIZ, Bk, A \w{6,13} [l n] 5¢ 5
PLPd i fE X 3 &6 7r, WFEIFTR.
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@ SAVE & SHARE REGULAR EXPRESSION

Save Regex ctrl+s s\wi3,9}-\d-\w{6,13} em l
g

ELAVOR TEST STRING SWITCH TO UNIT TESTS »
a

SCRECRECEIR) v 000459: Feb 17 17:10:35.202: %LINK-3-UPDOWN: Interface FastEthernet®8/2, changed
- <> ECMAScript (JavaScript) state to up

<> Python 000460: Feb 17 17:10:36.209: ZLINEPROTO-5-UPDOWM: Line protocol on Interface

FastEthernet8/2, changed state to up
0P0461: Feb 17 22:39:26.464: %SSH-5-SSH2_SESSION: SSH2 Session request from 10.1.1.1

& <> Golang

[ TOOLS (tty = @) using crypto cipher 'aes128-cbc’, hmac "hmac-shal’' Succeeded
000462: Feb 17 22:39:27.748: #SSH-5-55H2 USERAUTH: User 'test' authentication for
[& Code Generator . N . f . 3
SSH2 Session from 18.1.1.1 (tty = @) using crypto cipher 'aes128-cbc', hmac 'hmac-
# Regex Debugger shal' Succeeded

3.6.4 IENIFIAILTE Python RN

7f Python 1, FA1MH ] import re >k 5 N IE 2% 31X A Python P & f#iHe (5 Ziifi
H pip KZ2%).

import re

ESEE ] dirQ R EORTE T re AR A A7 TR 28 A S 1) R ROV

>>> import re

>>> dir (re)

['DEBUG', 'DOTALL', 'I', 'IGNORECASE', 'L', 'LOCALE', 'M', 'MULTILINE', 'S',
'Scanner', 'T', 'TEMPLATE', 'U', 'UNICODE', 'VERBOSE', 'X', ' MAXCACHE', ' all ',

' builtins ', ' doc ', ' file ', ' name ', ' package ', ' wversion ',
'_alphanum's ' cache's ' cache repl's ' compile's ' compile repl's ' expand',
' locale'; ' pattern type'; ' pickle'; ' subx', 'compile's, 'copy reg's 'error',

'escape', 'findall', 'finditer', 'match', 'purge'; 'search's 'split',

'sre_compile's, 'sre parse's 'sub's; 'subn', 'sys's 'template']

Horb, W2 TR H FH ) Python 1E ) 2k X 1) ok 2 3= 254 4 i, 4350 24 re.match()
re.search(). re.findall()#1 re.sub(), T %A1 5 34T 18 9

* 118 -



% 3IE  Python HMIEE

1. re.match()

re.match () bR 50 FH SR AE 7 4 H3 IS 4R 407 B UL B 45 7€ A, R UL EC s Zh » U re.match()
KR EMEALEZMMR. MREEFLEIOXNROEAE, WEENZXTREH
group(BR#. 1 SR UL S 2 AR AN AE 745 R B2 4R 2 B, U re.match()K 3 71 2% (£ None.

re.match() B 2 FHEVE I T -

re.match (pattern, string, flags=0)

pattern I FR AT UC AL (1 1E ) 2238 A0, string N EULEC () 757, flags Fbe &AL,
RSkl ENFRIA R PILE T, mERX S KNS, £EZATILES, flags A&,
AR .

2B .

[root@CentOS-Python ~1# python3.8

Python 3.8.2 (default, Apr 27 2020, 23:06:10)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import re

>>> test = 'Test match() function of regular expression.'
>>> a = re.match(r'Test', test)

>>> print (a)

<re.Match object; span=(0, 4), match='Test'>

>>> print (a.group())

Test

>>>

FAE A re.match (VB %, M7 45 Hf 'Test match() function of regular expression.' FLi% i
PLRCRE A Test', [R5 Test'hr T B 7 A7 s B a0 Ar &, Bt ADCEC 2l JF HLa& 18] — AN LS
FI| [ % % <re.Match object; span=(0, 4), match="Test'> (B print@@) &R H ), N T &
Bz R EAAE, BATHTAXZA S A group() /i, 1521 2 4R(H Test' (P print
(a.group())EBIMI N A, ZEKBIERENFRFE, group(RH7E Python [ 1E N F A K
TR, F AR
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MRBAIANFRFBAEBAELRLE, MEELEFRSKENFRFENE, W
re.match() ¥ ILECA Z4EFT AR PG, A TI& [El 22 {H Noneo FLun3R A2 VLT function iX A1,
[A A function Z~7E 'Test match() function of regular expression.'[fJ 3%, LA re.match() iR
[F1{E > None.

>>> import re

>>> test = 'Test match() function of regular expression.'
>>> a = re.match(r'function', test)

>>> print (a)

None

>>>

76 BT, FR-ATT I AE AR 2 Test A1 function MIRTHEIIN £ T —4 1, XA r £
RIFWHFRHE (Raw String). 7E Python 1, J5 45 F Bt 35 B ok b ILRF Bk 2 75 BT 7= A= 1
B, BT HT T R 0 R AR — MR R T, BRI AEIR AR BB . 2 A
T, REARZEALE Windows 1 H Python (1) open() ik 34T JF — A, ARES W0 R .

>>> f = open('C:\Program Files\test.txt's, 'r'")
IOError: [Errno 2] No such file or directory: 'C:\\Program Files\test.txt'

>>>

XE, e KBEZ AT AT, Python ik Bl T —A> “I10Error: [Errno 2] No such file
or directory: 'C:\\Program Files\test.txt'” #5i%, XZFEAN “\U” # 491E T A E T 302 %
PRAE S o MRV TPk AR T B, 30 A2 AR SR SO P A5 6 A% 1R 72 455 3 1 TR A P DR 4 2 44 o o

>>> f = open(r'C:\Program Files\test.txt', 'r')
>>> print f
<open file 'C:\\Program Files\\test.txt'; mode 'r' at 0x0000000002A01150>

>>>

2 IE W 208 s Y SR 00 7 47 i o2 AR TE 2, R IEA E 2 HAb R, xhix
JEA R DBl T AT . Mg TRIMA FidE: ZEIENRERA B ER
PR
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2. re.search()

re.search() & 201 re.match()—#f, REMENFRFH, HEREW rematch)ERE, H
HNERFEFR S FERALE LA & ER .

re.search() B& F [ EE W T .

re.search (pattern, string, flags=0)

A AT re.match() 7€ 'Test match() function of regular expression.' # 2% i T fic
function XN EARI, KA function ANTEZ 74T B R IGALE . AT re.search()
b JUNE

>>>import re

>>> test ='Test search() function of regular expression.'
>>> a = re.search(r'function', test)

>>> print (a)

<re.Match object; span=(14, 22), match='function'>

>>> print (a.group/())

function

>>>

B AR re.search() v LATE 7757 8 (AT & A7 B ICAC A X, H & B A re.match()—F— R X &8
ILR—AMNEFERNE, i T2 6 % h % E showipint brief ([ & A%, JATH EH
1E 3R IE AR T AL AE 1Z 7] 5 N 25 H BB BT IPv4 Hihl

Router#show ip int b

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl/1 192.168.121.181 YES NVRAM up up
GigabitEthernetl/2 192.168.110.2 YES NVRAM up up
GigabitEthernet2/1 10.254.254.1 YES NVRAM up up
GigabitEthernet2/2 10.254.254.5 YES NVRAM up up

B2 re.search() R VL

>>> test = '''Router#show ip int b

Interface IP-Address OK? Method Status Protocol
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GigabitEthernetl/1 192.168.121.181 YES NVRAM up up

GigabitEthernetl/2 192.168.110.2 YES NVRAM up up

GigabitEthernet2/1 10.254.254.1 YES NVRAM up up

GigabitEthernet2/2 10.254.254.5 YES NVRAM up up ''"'

>>> ip address = re.search(r'\d{1, 3}\.\d{1, 3}\.\d{1, 3}\.\d{1, 3}', test)

>>> print (ip_address.group())

192.168.121.181

TATHIEN FRERN\A{1, 3P\d{1, 3N\d{1l, 3P\d{1, 3HE N KILE AT R IPv4 H
Hk, R IRATAE 73 FIVEE B 1P Mk i 7 B THDIN 18 SRS, WERANIN, 5 p\d{1, 3}.\d{1,
3}\d{1, 3}\d{1, 3}, NI ULACE GigabitEthernetl/1 sy <1/1”, JRH G H AT E%.

print (a.group()) 5 7 LLE £ A ULEL 3] 7 192.168.121.181 X — > IPv4 Hihb, ix &
re.search() 4G AR » WL B VL 2 HAh AT 5 IPv4 Hihk (192.168.110.2, 10.254.254.1,
10.254.254.5), W2AZH R K 22 o 2] re.findall().

3. re.findall()

WS 7 T g 2 A BE A A DT S 3 0 S ], IF H JRATT A e AT 4 B UL IS M ok
M EE I #) re.findall(). [F] re.match()A re.search)A&—#%, re.findallORIRBEMEAFIR, &
MR TR B K Z B A B REFIRF I TTERZ —

re.findall () B 2B VL0 T -

re.findall (pattern, string, flags=0)

PAL_F T 223X VCFE iy 4 show ip int brief [ [\l 5 Py 25 9 BT 1Pv4 bk 161 R 1

>>> test = '''Router#show ip int b

Interface IP-Address OK? Method Status Protocol

GigabitEthernetl/1 192.168.121.181 YES NVRAM up up

GigabitEthernetl/2 192.168.110.2 YES NVRAM up up

GigabitEthernet2/1 10.254.254.1 YES NVRAM up up

GigabitEthernet2/2 10.254.254.5 YES NVRAM up up ''"'

>>> ip address = re.findall(r'\d{1, 3}\.\d{1, 3}\.\d{1, 3}\.\d{1, 3}', test)
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>>> type (ip_address)

<type 'list'>

>>> print (ip_address)

['192.168.121.181"', '192.168.110.2', '10.254.254.1', '10.254.254.5']
>>>

X Bk Ihi@ it re.findall(()VC AL 2 AT A 9 4 4 IPva sk, 44N 1Pv4 Hihik 43 51 4 re.findall()
W F R ) — A TR

4. re.sub()

BJE VI resub(RRBR AR B S/ 5 BB ILAC R M=/ AAK), KL Word
BRI BE#IIge. Britz 4h, Einl PLE ok & # 3 (Maximum Number of Replacement)
KARE subQ BT RE B H A /F R WA HE, BIANRE T A B . re.sub()fIR E
EHRFERH .

re.sub() BRI IEVE IR .

a = re.match(pattern, replacement, string, optional flags)

re.sub() B8 B E L 5 BT HF 2 K re.match(). re.search(). re.findall() 3 > eR%EE A
], re.sub() B 5 L 2 7 — > replacement 2, ‘& R s 4 B )5 107 75 55 N %5 . optional flags
AT UL SRR E BT & e i 2/ i N A R e, R R B IR 1N/ 8 N, AT Do
optional flags fiz ¥4 1; W RAEFHHILP RIS FRFHRE NS, Wik 2; KILEHE. W
5 optional flags £z 2%k, T ERVCIRES T 9450 &

T DARE G B B A B r ARP R I H S B, FATH re.sub() skl BT A 1 MAC
Hb bk 4= 35 % Ay 1234.56ab. cdef.

>>> test = ''!'
. Router#show ip arp
. Protocol Address Age (min) Hardware Addr Type Interface
. Internet 10.1.21.1 = bd4a9.5aff.c845 ARPA TenGigabitEthernet2/1
. Internet 10.11.22.1 51 Db4a9.5a35.aa84 ARPA TenGigabitEthernet2/2
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Internet 10.201.13.17 - bd4a9.5abe.4345 ARPA TenGigabitEthernet2/3''"!
>>> a = re.sub(r'"\w{4}\.\w{4}\.\w{d}', '1234.56ab.cdef', test)
>>> print (a)

Router#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 10.1.21.1 = 1234.56ab.cdef ARPA TenGigabitEthernet2/1
Internet 10.11.22.1 51 1234.56ab.cdef ARPA TenGigabitEthernet2/2
Internet 10.201.13.17 = 1234 .56ab.cdef ARPA TenGigabitEthernet2/3

[A & optional flags £i7 25 &, BT LLERIA K 3 A~ MAC M hik 45358 % # % 1234.56ab.cdef. 0
S optional flags iz 1, W R & #HE -1 MAC ik, ZERWTF.

>>> a = re.sub(r'\w{4}\.\w{4}\.\w{4}', '1234.56ab.cdef', test, 1)

>>> print (a)

Router#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 10.1.21.1 = 1234.56ab.cdef ARPA TenGigabitEthernet2/1
Internet 10.11.22.1 51 b4a9.5a35.aa84 ARPA TenGigabitEthernet2/2
Internet 10.201.13.17 = b4a9.5abe.4345 ARPA TenGigabitEthernet2/3

R R A B AN REE N MAC BEE A We? J7 ik AR T 5, XA 1A B 4 1
FR A B AT 2 R S5 .

3.7 REUNE

FHAF (Exception Handling) /& Python FFAR & F I ANR &, 8% 75 5 5205 5 —
PGB AT AR, FRATHE S 2238 3] — SR AD 5 % o Python H KBCE B ARG AT iR BYESE IR
(Syntax Errors) MR % (Exceptions). LUl XM E 77 if A RKEM LE 582 —
Pl 7R (B AR R, Python 45 (8l & —A “SyntaxError: invalid syntax” RS B .

>>> if True

File "<stdin>", 1line 1, in ?
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if True
SyntaxError: invalid syntax

>>>

A — KB A EEE R IEMR, FR2HATRM KA ST R, XA
o REMFRIRZ, W LIEREN “ T FREE R (ZeroDivisonError). A8 & ik % 6
BRI “ Ay B ER” (NameError) . s R H A R “RBHER” (TypeError),
LS 3R FT FEAAFAE [ SCAE IS 2208 B “1/0 H5i%” CIOError) 25 #R 2 1R & LI 7 o . X 2t
#/2 Python i LN B i, Wl RERA SANE = EIE LT 2@ 31 R H,
G .

# L BRE R

>>> 100 / O

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

ZeroDivisionError: division by zero

>>>

#im IR

>>> print name

Traceback (most recent call last):
File "<stdin>", 1line 1, in ?

NameError: name 'name' is not defined

>>>

#RBUEE R
>>> a = 10
>>> print ("There are " + a + "books.")
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: can only concatenate str (not "int") to str

>>>

#I/0 HiiR
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>>> f = open('abc.txt')
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
FileNotFoundError: [Errno 2] No such file or directory: 'abc.txt'

>>>

BT XS WL Python WE W, W=7 SARESREA A CMA R RE,
J& T 925 Ay o & oS UE R Paramiko Bt H 5 SSH H P 4. D E R M KW
“ AuthenticationException 7% 7, LLJZ W 2% ¥ % IP Hihik AN o] ik T 2 Socket 1 1)
“socket.error 5 7o S TR B8 B = 7 B AE Y A E AT I S AL BRAE S 4 F S 5 f
SHE pNA

fi 5 8 A0 FRBE AR = ACED A0 S MR, T Bh AR G DR AS A ARG s B AR . 7
Python o, A& FH try...except... 18 f) KM 7 1 AL 31, 260140 F .

>>> for i in range(l, 6):

print (i/0)

Traceback (most recent call last):
File "<stdin>", 1line 2, in <module>
ZeroDivisionError: integer division or modulo by zero

>>>

>>> for 1 in range(l, 6):
try:
print (i/0)
except ZeroDivisionError:
print "Division by 0 is not allowed"
Division by is not allowed
Division by is not allowed
Division by is not allowed

Division by is not allowed

o o o o o

Division by is not allowed

>>>
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FATHCE Sl R 2 B R, AR U AL R, W IR Python iR 2% K B range(1,
6)IR A2 — A4 1 i 2 0 MRk, &5 LiR[Al—A> ZeroDivisonError, 3 HEF#
Bk, TR try...except.. T H AL BERS, FRATAE A except & E B IR LR IR IXA T
W (except ZeroDivisonError:), F:45VF Python f# 5% . fEiB 3| T B4R, AELD

KIETRFE, M/RZITEIH “Division by 0 is not allowed” X M& 845 & A B4R T
o, REHEPTR TRIRGE, EEE/K. R, EEFCHRERE, BFIF
B &L, MR BESTENH 7 5 4 “Division by 0 is not allowed ” ([A Jy range(1,6)iZ [a] T 1.
2. 3. 4. 5L 5 MEEHD.

%T

J T EE RN try...except... 5 R A AT AT I BT IR AR R RIS, Python fi#
Bed: “AeDy R&IERFE” MUral, AT R AR,

>>> for i in range(l, 6):

if 1 == 1:
print (1/0)
else:
print (i/1)

Traceback (most recent call last):
File "<stdin>", 1line 3, in <module>
ZeroDivisionError: integer division or modulo by zero

>>>

>>> for i in range (1, 6):

try:
if 1 == 1:
print (i/0)
else:
print (i/1)

except ZeroDivisionError:

print 'Division by 0 is not allowed'

Division by 0 is not allowed

2

* 127 ¢



W45 TA2)MRY Python Z B : M4 BE{ESLAL

3

4

5

>>>

TATAE R S for FEIRE R BN T if HBEAR), H A2 range(l, 6)6I & 1% % 1~5
TR LB, Aok LR R, UREBVIR BN LR, RATEE M 1 AR IE
FIEPH AR . ERAMH R ELAHEMIEO T, Python f#RE# £ [8] ZeroDivisionError:
integer division or modulo by zero 5% F& 1L TR F . AT EAAE)E, iR TR
WG, FERFIFEA W, W& ED “Division by 0 is not allowed” J& 4k 22347 .

FAN, AE BTN TR, RATERAE except i 4)J5 H M T ZeroDivisionError, iXff
PR IR S 5 R B A UM BRATRE B SRR 8 S iR SRR R, WX RS B
LT S —MhmE, MIRRFPIL & b Wy, R4 except JF A 3K 2% 7% . —BOR UL,
FAVRMEILAE Python BT AT AT BE H IR 8 2R AL, SRARRS 2 2%, D0 I 2 Fo il el A v o
ST AFER) 8 288, MBI F SO, FRATEE A MR E AR ? R T ik
—JefE except 1EA)JE T AFAT M 7w 2K, HEES MK “except:”. il Exceptions ffi
RITA S8 o NI 0 A 25 UE

>>> try:

10 / 0

. except:

print ("There’s an error.")

There’s an error.

>>>

>>> try:
10/0
. except Exception as e:

print (e)

integer division or modulo by zero

>>>
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AT A excepty AN SRAT AT S B I, AT DURA DR AR PP A8 8 18 AT ] S 3 I A AN 2 e b
Wr, FFiR[EE & AT BRI AR5 S (Ean B iE] 7 A ) "There’s an error. ") RACE B
Al Ee I S R . X AR RO S, HER SRR IR RATTCVE AE A R
I A AR e E B HERS PN A

I 18 ] Exceptions i Cexcept Exception as e:), AN A LU $RFR  SystemExit .
KeyboardInterrupt. GeneratorExit #M# A =&, & fgil Python & YR 3RATTE AR M) & 2 7
Chetn B )7 B ER AR, T RA T AU #EAT HE RS . W IR A 3R SystemExit.
KeyboardInterrupt A1 GeneratorExit iX 3 Fsg, W R FEH Exception Btk BaseExceptions
BPwT .
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Sofs =7

oy 4 =

Python 45124852 B (GNS3 Fif)l#% )

RS 2 HAEE 3 BRI/ 40 1 Python WIZEREIFVEMBER HiE)S, AEmMY 5 5k
ool A S5 RSz il 1) T8 s AR Python 7E 48 is 4 i) BAK R . AL 08 4 Dsiih,
6 3l FEAR e 2k, AT SE IR HORE 7 GNS3 BLILLAS Lo, T35 6 F T 3 A SLU A 78 A4 M
I FHNLIA LR B LSBT . ARG 5 TR Python BIAACHS AR 52 L P 40 ) 7>
Bebi, JF HIREUMAIZAT AT . BIAEAT b A AT R kA, T i i . B O
T Python Uy %% . FLH . FEIT AL S8 W 2% I8 4 TR SCEL B s il .

4.1 ZRITTHE
O HERIBATIE
FHLIR/E RS Windows 10 347 CentOS 8 (VMware fE LK)
W28 B % . GNS3 #idll#s iz 47 i R = B A2 il
P25 ¥ %% OS A : AL I0S  (vios_12-ADVENTERPRISEK9-M)

Python pixA<: 3.8.2



i
~
o

Python M£33C4E 5K ( GNS3 #EHAZS )

S8 WY 2% 40 T B R B

Cent0S-Python
192.168.2.1

\'[‘ ~ Ve

SW1 SW2 SW3 SW4 SW5

192. 168.2.11 192.168.2.12 192. 168. 2. 13 192. 168. 2. 14 192.168. 2. 15

JRIE 1P ik By : 192.168.2.0 /24

24T Python [ CentOS FHl: 192.168.2.1

SW1: 192.168.2.11

SW2: 192.168.2.12

SW3: 192.168.2.13

SW4: 192.168.2.14

SW5: 192.168.2.15

i 2 WL CL 4 T 4F T SSH Al Telnet, FJ /744 4 python, #5654 123, F /7 (AL
B4 15 2%, SSH 5 Telnet &3¢ J5 B3t N R, o244 enable %45 .
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4.2 Python d1#4 Telnet 1 SSH & 1

7£ Python 1, SCKF Telnet/SSH e & s 1y in) I 28 B & AL TR 2, 8 WA Telnetlib.
Ciscolib. Paramiko. Netmiko I Pexpect. H Ht, Telnetlib I Ciscolib %} & Telnet ¥, f&
[f 3 KR SSH R

A A s s A B, Ciscolib F1 Pexpect ANTE AR F5 1 5 1 Y [l 2 N, AR 4544 1 521 28 Telnetlib
A1 Netmiko, /4 Paramiko, J& M) S5 A h#K 2T Paramiko 8. KT IX 3
TS 1R A8 FH O v 4 a8 i T T ) SE RSk A 41

Szuy H i i3 Telnetlib. Netmiko F1 Paramiko #Ht, 43 5 & % #HL SW1
(192.168.2.11). SW2 (192.168.2.12). SW3 (192.168.2.13), % SW1 fJ loopback 1 ¥ I it
B IP Hidk 1.1.1.1/32, 45 SW2 ] loopback 1 i F1C & 1P Hihilk 2.2.2.2/32, 45 SW3 ] loopback
1o OFCE IP Hibk 3.3.3.3/32.

4.2.1 Telnetlib

7£ Python 1, FeAITAE A Telnetlib B3k Telnet it 72 & 5% W 48 ¥ %, Telnetlib Jy Python
PR, AT pip NN EESEH. £T Telnet %4k, W% AL
W 2% {5 Telnet, X HL R 28— R F % Telnetlib 1508 1 45 FH 7 12

Telnetlib 7£ Python 2 Al Python 3 H1 A 3£ KRIW X A, HEAAA TS M43 T Python 3.8,
{HAE % T4 238 X Telnet 1645 75 3K, 3 H T fgf# F i Python 2, X B4 435I /44 Telnetlib
7£ Python 2 F1 Python 3 b [#)45 F 75 ¥

1. Telnetlib ££ Python 2 # ) v f

BT ah & SWL, #il e i % loopback 11X AN, HIFJE debug telnet {8 T
Jii T8 AT AR A5 5 A 36 4IF
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#
SWil#show run int loop 1

% Invalid input detected at """ marker.

SWi#debug telnet
Incoming Telnet debugging is on

swisfl

SRR fEI24T Python LML b ORTEGERR FEHL) GBI T HH A, K Har 4405 telnet.py.

[root@CentOS-Python ~]# cat telnet.py
import telnetlib

host = "192.168.2.11"
user = "python"
password = "123"

tn = telnetlib.Telnet (host)
tn.read until ("Username: ")
tn.write (user + "\n")

tn.read until ("Password: ")

tn.write (password + "\n")

tn.write ("conf t\n")

tn.write("int loopback 1\n")

tn.write("ip address 1.1.1.1 255.255.255.255\n")
tn.write ("end\n")

tn.write ("exit\n")
print (tn.read all())
B 5r B URAR T o

(1) Hidd import iEA) 5 N telnetlib #Hk

import telnetlib

(2) #RJ5 0% host. user. password3 NAF&, 475N SW1 I #E 1P Hubk. Telnet
P 2R, FEIX 3 NS NI R A FE/HE .
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host = "192.168.2.11"
user = "python"
password = "123"

(3) P telnetlib 1 Telnet() & %L, K EMELSEE tn, 2L Telnet 77L& %
192.168.2.11.

tn = telnetlib.Telnet (host)

(4) 8T Telnet B BRIAZ BALAS, Lufd & © R E S I54 N “ Username:”
W AR o

Trying 192.168.2.11...
Connected to 192.168.2.11.
Escape character is '~]'.

A A A A A A A A A A A A AR AR A A A A A A A A A A Ak A kA A A A A kA kA kA A Ak h Ak kA b Ak h Ak kA kA A A A A h A kA A A d h ki

< JOSv - Cisco Systems Confidential

ovided without warranty for internal
ting pu only under the terms of the Cisco
Eally Field Trial agreement Under no circumstan may this software
production pur 5 or deployed in a production

onditions
S Valel
o End User Lic e Agreement at
« http://www.cisco.com/go/eula

Unauthorized use or distribution of this software is expre

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

KhkkkkAA Ak KA K AKAAA AR A AR A A AA LA I AR A A AR AT AR AR AR AR AR R A A A AR A A A A A AR A Ak h k&

User Access Verification

U ‘name :

FATE T tn.read_until(“Username:”) Bf £ K 5 If Python: 1 B 76 28 3 {5 5. L 52 3
“Username:” FF£, NIEH tn.write(user + “\n”) e R ¥ A\ Telnet H 7 44 3£ 9] 4=

tn.read until ("Username: ")

tn.write (user + "\n")

(5) [FIH, 7Ef A Username J&, 2 FR& B “Password:”, WIFFiw.

* 134 -



FA4E Python MEBIB4SLE ( GNS3 #EHAgs )

Trying 192.1 I
Connected to 192.16

o Systems Confidential

‘ms of the C
may thi
or deployed in a production
 environment.

* By using the :uftwale, ynu aglee to abide by the terms and conditions
well as the terms and
f the Ci d se ement at
* http://www.cisco.com/

“ Unauthorized use or distribution of this software is expressly
* Prohibited.

kk kk k ok k ok hkk ok k ok kb kb bk kb kb hh kb krkkk ko kb bk kb bbb bk hh hrkk k kb bk kb kb kb ok ok ok

5 Verification

: python

FAT@ T tn.read_until("Password: ") ik £ K % U Python: 1 5 AE 2o {E BB 13
“Password:” FHE, MIAE A tn.write(password + “\n”) & H K Hi N Telnet 2565 3 [ 4.,

tn.read until ("Password: ")

tn.write (password + "\n")

(6) &, EAIE L L Python i IhiE T Telnet & 3% SW1 T, 4% F R 5t /& 4k 42

F Telnetlib # erte() HAE SWL 4 N\ & FHC E 4y 2ok 4%5 loopback 1 %y ML & 1.1.1.1/32
AP Hbihk, XGRS TR RARKE 7, MRS IEMARE 7. XBEAR -5, &

Jei Wb 21 i tn.write(“exit\n”)%iﬁm Telnet, 75 WIALT JHIAS A ) print tn.read_all ()5 2k 28,
JRRAE T — 2B Hh iR

tn.write("conf t\n")

tn.write("int loopback 1\n")

tn.write("ip address 1.1.1.1 255.255.255.255\n")

tn.write ("end\n")

tn.write ("exit\n")
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(7) S FATEL Telnetlib (1 read_all() 75 2445 % 3 SW1 J5 AT fir 2 1T A 1 ARl 5%
Nk, @I print tn.read_all ()R 3L FT B, SX FE 5 BRI 2 M 2 Python %F SW1 i T AF4 . %
read_all() 777 R A fEIR i Telnet J5 A4 23 A R, DRI FRATT 0 20 AE H 22 Fid i tn.write(“exit\n™)
1B H Telnet.

print (tn.read all())
BATAS R R SR IRALE .

(1) fEEHL L% python2 telnet.py il Python 2 SRz f74%8%, i R s
[root@Cent0S-Python ~]# python2 telnet.py

‘e 3 3 3 3 3 e e e e e e e 3 e 3 e e o O e e e e 3 i e 3 R R e e i 3 8 8 R e R K ok i ok ok e e e o R ok e e o ol ol e e ke ok ok e e kO
* I0Sv is strictly limited to use for evaluation, demonstration and I0S
* education. I0Sv is provided as-is and is not supported by Cisco's
* Technical Advisory Center. Any use or disclosure, in whole or in part,
* of the I0Sv Software or Documentation to any third party for any
" purposes is expressly prohibited except as otherwise authorized by
* Cisco in writing.
e 3K 3K 3 3 3 ok ok R R ok o K o 3 ok kK ek o o K K 3 KK K K R R R R KK K R R R R R R R R K R R R sk R kR R R sk sk ok ok Rk ok sk sk ok sk ok ok ok
SWil#conf t
Enter configuration commands, one per line. End with CNTL/Z.
int loopback 1
Fy#ip address 1.1.1.1 255.25
SW1(config-if)#end
SWil#texit

[root@Cent0S-Python ~]# I

(2) [A—mf a7 SW1 _EaJ LAF 3] Python & 3T Telnet & 5% SW K 1£ 40 debug H&E (2
MEMNMELE SWL JFJ5 T debug telnet), X H 4% F F| “*May 2 14:00:
10.023:%LINK-3-UPDOWN: Interface Loopbackl, changed state to up” “*May 2 14:00:
10.668: %SYS-5-CONFIG_I: Configured from console by python on vty0 (192.168.2.1)” Al
“*May 2 14:00:11.060: %LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackl,
changed state toup” 3 ¢ H &, F A loopback 1 EL& #7128 1T Python 3 #H1 192.168.2.1
A&, FHmOO&ERT.
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T
T SU
ONT
T WI
: Interface Loopbackl, ch

30
ate to up

(3) HJEfE SW1 i\ show run int loop 1 f561F, Al ¥t 1 loopback 1 1) IP btk it
BIEM, @1t Telnetlib #BEH0 8 5% 22 #pLAE O B 1 52560 Dl

2. Telnetlib £ Python 3 H (¥ 5

£ Python 2w, Telnetlib BEHL T B A7 B B0 IR [BHE 2 07 75 i, Ean A i 45 H A9 AR RS
H tn.read_until("Username: "), X B "Username: "Bl — /N F4RFH . [ EE, tn.write(user +
"\n") ) user EARE —ANLE, (HR2 2R RAKA TR, JSIK tnread_until
("Password: ")l tn.write(password + "\n"), L tn.write(‘conf t\n") %5 &R & [FI A Y R 2

MAE Python 3 v, Telnetlib I NBr A o # iR [AE #BAZ B 71 2 7 77 88 (Byte
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Strings). KUk, fE Python 3 " {# A Telnetlib 7 &4 & K i JL AL

FE 74 B B AT T 75 ZE 00 B —A b
TEAZ 5 H Telnetlib oR 2505 10 75 22 i1 I .encode(‘ascii') i %4

7t read_all() b% %55 0 75 220 _E decode(“ascii’) bR %L

N & 7F Python 3 B{ Python 3.8 {8 i 1 Telnetlib i1 4 .

import telnetlib

host = "192.168.2.11"

user = "python"

password = "123"

tn = telnetlib.Telnet (host)
tn.read until (b"Username: ")

tn.write (user.encode('ascii') + b"\n")
tn.read until (b"Password: ")

tn.write (password.encode ('ascii') + b"\n")
tn.write (b"conf t\n")

tn.write(b"int loopback 1\n")
tn.write(b"ip address 1.1.1.1 255.255.255.255\n")
tn.write (b"end\n")

tn.write (b"exit\n")

print (tn.read all() .decode('ascii')

A8 — 202, XE Python 3 i Telnetlib I A< 7£ Python 2 FH k4R v LLIERfAf# ] . 1H
#& Python 2 [ AN BLBIASTE Python 3 A & ey e 2%, 8% 5E (1) 13 3% 1 & 7T LA B AT /£ Python 3
(% Python 3.8 trs2Bb— N, 4 S ANE b F.encode(‘ascii”) bk % H i 15 7Y 7 745 H S U 5|

A B R .
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4.2.2 Paramiko 1 Netmiko

Python 3 Rf SSH 130 S 30 8 752 435 ¥ 46 AR B 32 247 Paramiko A1 Netmiko By,
Paramiko /& Python 1 —ANAEH % 4 () JTJ5 SSHv2 i H, %:F Python 2.7 1 Python 3.4+ 7T
K, T 2013 AT R AT, B HIVER /& Jeff Forcier. Paramiko [R1F S2RE SSH 1 i 45 i Al
7, YRS ET BLAE GitHub B #.

Netmiko /& 53—~ SSH JFEIIH , T~ 2014 4R ARA, 1EH 2 Kirk Byers. HR#E1E# 144,
Netmiko f& 3T Paramiko Ji H JF & K, 7£ Paramiko FJFERE B =M 7 L) k&,
fET 4k fir 4 show FHRAT I [E] 52 A 258 RIS B L 16T Ak D) 445 60 46 PR T B iy 2 56 5l LA e
Y AE R T AR F .

H AT, NetDevOps i) i & W& Netmiko H Paramiko &, Sz b padnitt.
B AR 2E & 24 >) R4 ] Python I 56K E , Netmiko ¥ KZ R fRIfL. itk, &imASH]
THIHE . VA W E M Paramiko B3, D) #8 5 B U L FE AR 1 B Python 2k SSH iz 2
Bk BRI T AT A N, A R E SRR RE ), JF BRI A
G 2 AE BB (B 9 1 Netmiko, ibHCHAE AWM. RZWEAZARTTHER (7 LLER
BN — FF A6k 2 T sh BRI — TR IR 3 2 B 3 $5R R AL wl AL X ) .

BT EiRErE, AEME 5 ZH A LKA L Paramiko M SZHl, fE%5 6 =rh 4
PER— 2T Netmiko [ Python 28 = J5 fERAE 28 iz 4 vp R, 3 B DL — AN ] B 1)
SEI& R YE R dn AT 1 A Netmiko & 3% SW2, I 88 1 loopbackd i [ HC & 1P Hudik 2.2.2.2/32,

1. Netmiko 256 %45

Netmiko 4 Python 25 = 5 ik, FEAEMA pip R T2, KASLE T Python 3.8,
iX B fir 4 pip3.8 install Netmiko 3K T #k % 3% Netmiko, 1 F B .
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[root@Cent0S-Python ~]# pip3.8 install netmiko
[Collecting netmiko

Downloading https://files.pythonhosted.org/packages/29/85/4c6845989486168a9.
[d6c1c51e2a7876fc754ae4d89bd890bacd4432542/netmiko-3.1.0-py2.py3-none-any.whl (144
kB)

| I | 153kB 94kB/s
[Collecting scp .13.2 (from netmiko)

Downloading https://files.pythonhosted.org/packages/4d/7a/3d76dc5ad8deea79642f
50a572e1c@57cb27e8b427183781a2c@5cede5b6/scp-0.13.2-py2. py3-none-any.whl
[Collecting textfsm (from netmiko)

Downloading https://files.pythonhosted.org/packages/bd/27/@b149bbda3ed7cc8daeb
jace69 93114392171a8f5c24f1f2ad9%a%9cad/textfsm-1.1.0-py2 .py
Collecting pyserial (from netmiko)

Downloading https://files. pvtlmnlm>te=d or 6/pﬂ(kam=>/ﬂd/e=4/ia744dd‘d 3
[7414e2a01a7c88bb3 @/pyser y2.py3-none-any.whl (1
B)

| I | 194kB 96kB/s
Requirement already satisfied: setupteols>=38.4.@ in fusr/local/lib/python3.8/si
[te-packages (from netmiko) (41.2.0)

Requirement already sat paramiko>=2.4.3 in fusr/local/lib/python3.8/site-
packages (from netmiko) (2.7.1)
[Collecting future (from textfsm->netmiko)

Downloading https://files.pythonhosted.org/packages
b75f900e97884cA5bedd2f 18326 3cf

rement already )
irement al ly sati > i sr ib/py 3.8/site- ge fr ramiko> .3->netmiko) (1.3.0)
irement Iy ied: i sr i y 3.8/site- ages (fr ramike -4 ?l]Ptmlkﬂ) (2.9.2)
irement ly s sfie /local/lib/python3.8/site-packages (from paramiko>=2.4.3->netmiko) 1.7)
- .4.1 in /usr/local/lib/python3.8/site-packages (from pynac .1->paramiko>=2.4. >netmiko) (1.14.@)
satisfied: ser in /usr/local/lib/python3.8/site-packages (from cffi»=1.4.1->pynacl>=1.0.1->paramiko>=2.4.3->netmiko) (2.
Installing collected package , re, textfsm, pyserial, netmiko
Running setup.py install for future ... done
sfully installed futu .18.2 netmiko .0 py i A4 s .13.2 textfsm-1.1.0
You a p n \ 20. ilab
11d consider i g he i d ' command.

TNHSEEE, 3 Python 3.8 fiE %%, 4R import netmiko ¥ i, W EH Netmiko
IR, WNERTR.

-Python ~]# pythen3.8
1Pfau1t Apr 27 2020, 06:18)
(RPd Hat 8.3.1-4)] on linux
hPlp copyright”, "credits" or "license" for more information.
> 1mp0rt netmiko

P

5 Telnetlib B s2i0 5 08—, BG5S SW2, Bk loopback 1 % 124 B ATELE, KRG
Ja FiI debug ip ssh 2 Wi B 36 1F K 1 61 2 1) Netmiko BEIVAS J& 75 LL SSH W& U5 1] SW2,
TEFR.

#show run int loopl

% Invalid input detected at "' mark

#debug ip ssh
ming SSH debugging is on

PR RAE EHL BB E— 4 A ssh_Netmiko.py i Python 3.8 iiA, HAWIT.

[root@CentOS-Python ~]# cat ssh Netmiko.py

* 140



FA4E Python MEBIB4SLE ( GNS3 #EHAgs )

from netmiko import ConnectHandler

SW2 = {
'device type': 'cisco ios',
'ip': '192.168.2.12",
'username': 'python',

'password': '123"',

connect = ConnectHandler (**SW2)

print ("Sucessfully connected to " + SW2['ip'])

config commands = ['int loop 1', 'ip address 2.2.2.2 255.255.255.255"]
output = connect.send config set (config commands)

print (output)

result = connect.send command ('show run int loop 1')

print (result)
RS Bt r .

(1) He@id import & 5) A Netmiko 35 N8 85 4% 2 5% %4 ConnectHandler(). 1%
BRI B RS2 SSH B sk M 4% e 2%, & Netmiko i 5 2 B 3

from Netmiko import ConnectHandler

(2) Bl@—AN48 SW2 ()7 i, %5 #1405 device_type'. 'ip' 'username' Fl'password'
4RI, Fob ST 3 MR R BRI FEAR, OxX B B R device_type'. I T4 F 5C
FF2 ] R &2 Netmiko M # 2 —, #(% 2019 45 1 H, Netmiko % #F Arista. Cisco.
HP. Juniper. Alcatel. Huawei 1 Extreme Z54 K 2 £ F ) B & . BRIt 24, Netmiko
FIRESCHFAA Z R A [F OS BB R &, Eean xR 54, Netmiko BE[R] I 32
£F Cisco ASA. Cisco 10S. Cisco 10S-XE. Cisco 10S-XR. Cisco NX-OS #iI Cisco SG300

I 6 AN A OS AL e 4% o 1T AR TR ) 1 4% 8 5% SSH G i 47 F A1 RF 1 AR AR ]
PR S FRATT 6 2508 1 device_type' K48 iE 7R 8 S 1 e % 1SS L PR D S B BLRATT B s 2 8
B} 10S ¥ 4%, P deivee_type' 15 {E Jy'cisco_ios'.

SW2 = {
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'device type': 'cisco ios',
'ip': '192.168.2.12"',
'username': 'python',
'password': '123"',

}

(3) WM ConnectHandler()B& %, H B4 6@ M 7 SW2 34T SSH #EH:, ¥ e e
25 connect AR &, JEE SW2 BUTH MI**Efn i H, AATLLA %

connect = ConnectHandler (**SW2)

(4) R SSH EF & M2y, WIHE7R F P I o BT 8k K S B AL I IP sk

print ("Sucessfully connected to " + SW2['ip'])

(5) ) — >4~ config_commands 1) %13, HIuzw N7 ZE AL HML F AR IRIAT

A A
lllj/?\o

config commands = ['int loop 1', 'ip address 2.2.2.2 255.255.255.255"]

(6) #RJ5 LLNINI A 2/ config_commands %138 v Z%t, i A ConnectHandler()
send_config_set() & Bk Ad ] ik dr 4% SW2 (B, IS B i R ED H Sk

output = connect.send config set (config commands)

print (output)
(7) #%J5 18 A ConnectHandler()f) send_command() &% %, %22 #: M4 A #7 4 “show run
intloop 17 JF¥¢ Bl W R FTED IOk . FF BE R IZ, send_command()— &k A BE [ & & A
—%f 4, 1M send_config_set() Il 7] ] % &4\ £ S &

result = connect.send command ('show run int loop 1')

print (result)

BT JE B AR L

H

(1) fEEHL SN python3.8 ssh_Netmiko.py E17/8HY, W LLE BBk 7 RATEACH B
] int loop 1 Al ip address 2.2.2.2 255.255.255.255 #i 4 iy 4, Netmiko A B RAMTBA T

34, —AN& config term, —/N& end, BF —/N & write memory. &5 HATREE 2
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show run int loop 1 4 [ [A] 5 PN 2%, ESE loopbackl iy FEC & BT, W Fis.

[root@Cent0S-Python ~]# python3.8 ssh_netmiko.py

Sucessfully connected to 192.168.2.12

config term

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#int loop 1

SW2(config-if)#ip ad

SW2(config-if)#end

SW2#

Building configuration...
Current configuration : 63 bytes
I

intsrface Loopbackl

end

[root@Cent0S-Python ~J# I

(2) Fl—Hm}a 78 SW2 L] BLE 2385 Netmiko 3k SSH & 3 SW2 fI#41H £ (2 ik
fITE 47 SW2 EFF )8 T debug ip ssh), W1 RFis.

sent protocol on id S¢ @8-Cisco-1.25
protocol version id is - SSH-2.@-paramiko 2.7.1
kexinit sent: hostkey algo
: kexinit sent: encryption algo = aesl28-ctr,aes192-ctr,aes256-ctr,aes128-cbc, 3 -cbc, aes192

: kexinit sent: mac algo hmac-shal, hmac-shal-96
send:packet of length 3 (length also includes padlen of 5)
SH2 KEXINIT sent
ssh_receive: 888 bytes receive
input: total packet length of 880 bytes

: : partial packet length(block si 8 bytes,needed 872 bytes,
maclen @

(3) & Ja ®ATAE SW2 i N show run int loop 1 % iF, #fik loopback 1 ¥ 1] IP
b PG B OE#, g Netmiko SRS AT B OC B S50 %D, W F PR .

SW2#show run int loopl
Building configuration...

Current configuration : bytes
l

interface Loopbackl
ip address 2.2.2.2 255.255.255.255
end

sw2i]

7. 7E4# FH Netmiko ) ConnectHandler (A, AR A 6y & 4 netmiko.py, 75
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238 3] “ ImportError: cannot import name 'ConnectHandler' from partially initialized module
'"Netmiko' (most likely due to a circular import) (/root/Netmiko.py)” iX ™48 1% . Paramiko tH—
FE, A% FARE AN paramiko.py, 1T Aw.

[root@Cent0S-Python ~]# python3.8 netmiko.py
Traceback (most recent call last):
File "netmiko.py", line 1, in <module>
from netmiko import ConnectHandler
File "/root/netmiko.py"”, line 1, in <module>

from netmiko import ConnectHandler
ImportError: cannot import name 'ConnectHandler' from partially initialized modu
le 'netmiko' (most likely due to a circular import) (/root/netmiko.py)
[root@Cent0S-Python ~]# I

2. Paramiko 53 2% {3

5 Netmiko AN[F], Paramiko /N2 7E i Bc & ) i & 3 A1 B 30 i L config term. end Al
write memory 254, AN SAERAT K show 4 5 B B RAF 1Z a2 1R BN, —
#HEERN T3 E . 515, Python MEANE, J5&EET NG K2 5k —E
6], FHIANT —%dr 4. Python & — IRITESAT BT A AR B a4, o () TR) R I TR) o 2
REE—IRVEINR 2 25t 0, [H4% KA SSH A B, 3 EUE L dr &6k
BA BN R R CHHAR SRR« S R 7k 45 W9 2% 04 T B A0 N %08 31 i
D . [FRE, EH print() & Ec A ] N B EE F oopen. erte()HlE]ﬂljﬂ%ig}\iTﬁﬂPﬁ's
P02 IR Bk = (8] BE IR0 S 850 Python “ #0577 Roe 88, M S8 0] B N BEA T
Netmiko [ 2 FATME R 7 XA &8, Wt v, A% Lmfrzn Netmiko -
config_commands %R HmE (M) HEZA, #A S HBLE A a] B i 8] A 2 1 5 2
BC B iy A BRI ) )@, T AE Paramiko Y, FRATAZATFEA time B, A XA sleep()
TR R e IX AN R, T time AR ERLAT sleep () /7 12k F A K E T T A S2 56 R UE R

N FRATH Paramiko SRZERCE G — NSEY: H Paramiko SRE X SW3 JENEM
loopback ¥ 1 FC & IP ik 3.3.3.3/32,

5 Netmiko —#f, Paramiko tH /&2 = Bih, FEAMH pip KR M &3, HikWwF
Fim o
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[root@Cent0S-Python ~]# pip3.8 install paramiko

RPqui ement already satisfied: paramiko in /fusr/local/lib/python3.8/site-package
s (2.7.1)

RPquerPnt already satisfied: becrypt>=3.1.3 in /usr/local/lib/python3.8/site-pa

ckages (from paramiko) (3.1.7)

Requirement already satisfied: pynacl»>=1.0.1 in /usr/local/lib/python3.8/site-pa

ckages (from paramiko) (-

Requirement already satisfied: cryptography>=2.5 in /fusr/local/lib/python3._8/sit

e-packages (from paramiko) (2.9

Requirement already satisfied: cffi»=1.1 in /usr/local/lib/python3.8/site-packag|

es (from bcrypt> —>pa|am1ko} (1.14.0)

Requirement already s: : 4.1 in fusr/local/lib/python3.8/site-packa

ges (from bcrypt>=3.1.3 é mlko} (1.14.0)

RPqulePnt already sati ed: py ~ in /usr/local/llb/pvthon+ 8/site-packag

railable.
) L command.
[root@Cent0S- Pvthon ~]# I

TH SRS, #E N Python 3.8 fi# B 2%, 1 % import paramiko 7% A 45, W3 B Paramiko
AR, WR R,

[root@Cent0S-Python ~]# python3
Pvthon 3.8. z (dpfault Apr 27 2 23:86:1@)
3.1- 4)] on linux
credlts or "license" for more information.

5ai A S Ie —FF, BBk SW3, #iiA loopback 1 i I H BT HAAEAE, 25 HH
debug ip ssh K 5 B 56 4F Paramiko BIAS /& 75 LA SSH B & s U7 7] SW3, 1R s .
3#show run int loopl

% Invalid input detected at "' marker.

SWi3#debug ip ssh
Incoming SSH debugging is on

SIUES |

R oRAE FHL BB — 44 ssh_paramiko.py [ Python 3.8 I 4<, W& T .

import paramiko

import time

ip = "192.168.2.13"
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username = "python"

password = "123"

ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy ())

ssh client.connect (hostname=ip, username=username, password=password)

print ("Successfully connected to ", 1ip)

command = ssh client.invoke shell ()

command.send ("configure terminall\n")

command.send ("int loop 1\n")

command.send ("ip address 3.3.3.3 255.255.255.255\n")
command.send ("end\n")

command.send ("wr mem\n")

time.sleep (2)
output = command.recv (65535)

print (output.decode("ascii"))

ssh _client.close

ARRS oy Be RN h

(1) Eei@it import i&4) 5 X\ paramiko il time P /M EEERL

import paramiko

import time

(2) flg 3 M4 & ip. username A1 password, 43 5l %F N AT EE & S AZ bl (SW3)
FEEL IP Mol SSH F /7 4% Fl s Y

ip = "192.168.2.13"
username = "python"
password = "123"

(3) I H Paramiko [#) SSHClient() /7%, ¥4 FRH 25 7% & ssh_client. i 4 & 3, CentOS
FHUL SSH % i, 10 SSH IR 5% 3 W /2 FA1 25 1) SW3 (192.168.2.13).
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ssh _client = paramiko.SSHClient ()

(4) BRINTEBL R, Paramiko £ HZEAL TR AN SSH 2 it , X HLIRAT 75 E AE H
ssh_client.set_missing_host_key_policy(paramiko.AutoAddPolicy()) kil Paramiko %%k H
SSH IR 55 o (k& SW3) ) A L, X e AF AT I i i H] Paramiko #B % H 2 i br i
fio & .

ssh client.set missing host key policy(paramiko.AutoAddPolicy())

(5) fEff58 Paramiko X T SSH A itAHXMEE S, WH Paramiko.SSHClient() )
connect() iR FE AT SSH B 5%, R BT 3 N1k ¥ 244 hostname . username I password,
I3 5% S FRATTAIEE Y ip. username AT password 3 NAE &, 5k RS S & B EHLA
NP Huhk. SSH A &R . W SSH 8 Sk e e Tl , WA FH 7 9 45 i i 3 S 1 28 3
P EL 1P b hk

ssh client.connect (hostname=ip, username=username, password=password)

print ("Successfully connected to ", ip)

(6) SSHiE# M Th)E, 7% MM Paramiko.SSHClient()f#) invoke_shell()Jy 2 3k e fig
shell, 2 BEH& & 10S 217, B EME% 4 & command.

command = ssh client.invoke shell ()

(7) Z Ja Mg L A invoke_shell()ft) command() & #k 7] SW3 “ K547 T . X H
B EE T HERS 4 N configure terminal. end #1 wr mem 3 M4, iX — 1 5 Netmiko
AN

command.send ("configure terminal\n")
command.send ("int loop 1\n")
command.send("ip address 3.3.3.3 255.255.255.255\n")
command.send ("end\n")

("

command.send ("wr mem\n")

(8) HITH#FE], Python J&—UMEPAT B A A BV A &, T ()0 TR RGN [R], SX A 22
5 B Ay A 3R R (8] S5 P AR o8 B ) B, E ) Paramiko ) recv() B 50RE [B] G 45 SRR AE
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ZHT, AT E VA time BT 1 sleep() ek £ T3 i1 Python RHR 2s, IXFE ] 1L N A4 fE
W se BT EN K Csleep()rh S5 BL07 K ) 3% HLAY) command.recv(65535) 1 ) 65535 1%
L 65535 N FAF I L A, X Paramiko — RAEAREL I K 0] A B, A A,
5 Telnetlib 258, 7E Python 3 v, Paramiko #{HUH Al 0 N EE XN B 7758, T8
H1 decode("ascii") ¥ HA# By ASCII i, 75 U 4T ETH SR B9 output £ N B SRR CT
T 56 30E 348 7 43 4 R A decode("ascii™) () [a] bl N &S,

time.sleep (2)

output = command.recv (65535)

print (output.decode("ascii"))

(9 BLExERE, 1 close FikiEH SSH.

ssh _client.close
BATARE R R SR BRI .

(1) fEEMN L% python ssh_paramiko.py Kiz 470, W] LLE 34 $20R & 5%
192.168.2.13 (SW3) JTh, #RJ545 loopbackl i IFC & IP Hidlk 3.3.3.3, M/ RN E .
RILZATI0 T R .

[root@Cent0S-Python ~]# python3.8 ssh paramiko.py
Successfully connected to 192.168.2.13

I0Sv is strictly limited to use for evaluation, demonstration and I0S
education. I0OSv is provided as-is and is not supported by Cisco's
Technical Advisory Center. Any use or disclosure, in whole or in part,
of the I0Sv Soft or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by

in writing. *
5
Enter configuration commands, one per line. End with CNTL/Z.
config)#int loop 1
config-if)#ip addre
A config-if)#end
SW3#Hwr mem
Building configuration...

[root@Cent0S-Python ~]# I
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R, W RILATALE print (output) )5 I E decode("ascii")& EFENE? 41 F &

s

[root@Cent0S-Python ~]# python3.8 ssh_paramiko.py
Successfully
h " \r. \n}#:**i)#:*: + 3 + 3 EEEREKEERRRRRR Rk 3333353553455 4

\r\n* I0Sv is strictly limited to use for evaluation, demonstration and I0S *\r
\n* education. I0Sv is provided as-is and is not supported by 0's *\r\n
* Technical Advisory Center. Any use or disclosure, in whole or in part, *\r\n*

of the I0Sv Software or Documentation to any third party for any *\r\n* pu
rposes is expressly prohibited except as otherwise authorized by *\r\n* Cisc
o) il'l 1.~.-r-iting. #:\r.\n#:*:#:#:##:#:#:

ure terminal\r\nEnter configuration commands, one per line. End with CNTL/Z.\r\
nSW3(config)#int 1"

FEAFEARAL ? ARAAFIE A LM A 4

e WHRAE CentOS HEAT I EE] SSH H /4 AL 48 E#, (H2&—EH Bl
“ Authentication failed” 36 iiF 2< MU 57 3 $278 (W R ATz, 1R AT g2 EHLZ 51 B ssh-keygen
i A A2 d RSA B RS F SR Al SSH 7 %5 & s (EL e A Gitlab B AT LA D . — HAE
CentOS AR 7 ACHE RSA 25 BL5t, Paramiko 2 — B 32 R 8 F 1% %5 0 R & 54, &
K2 BRI T Paramiko.SSHClient().connect() 1 i) look_for_keys 7] 1% 2 $ Bkl A True.
EHEBOT, FRATE AWML G L5 B4 A& SSH T 8 3¢, WA Al 3 RSA % RLXT,
R 72 Paramiko X — B 2% H 1% %5 RE X R 8 sk ¥ 4, 52 Authentication failed %6 iiF 25

) :
pare line 10, in <
t.conn stname=ip,username=username, p
i s/paramiko/clie

xception.AuthenticationException:/Authentication failed.

[root@Ll ost ~1# I

TEAC AL BT JE debug ip ssh J5, A& FIH 4 python A& (publickey) 2k, &
FOIAE R H &L %, WRNFTR.
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fiR e PR T 2, K look_for_keys Z¥f& iy False B A .

ssh client.connect (hostname=ip, username=username, password=password,

look for keys=False)

(2) [—Hma{E SW3 b a] PLE 234138 Python K SSH &% SW3 fIiE4lHE (2
AR 24 7E SW3 JFJH T debug ip ssh), @1 FEI iR

(3) )5 FATLE SW3 i A\ show run int loop 1 fi3&iF, #iiA loopback 1 3 [1H IP
HhERCE B, i Paramiko BEHUE A MAE L IC B LIy, W N EFTR .
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TE2 N 48 7 Telnetlib Netmiko 1 Paramiko FIZEA S FH 565, T IE0E A SE
IR 4y, REASSZIGHS K LA 4532 4E i LI FR R N SEIR Y 5, UHREFER Python SRSz
XTSRRI BB (B A S50 #0Ks 18 F Paramiko SZH) .

43 3L 1 SSHAFRPBMZEBEFE@EA

FEHT T 4F XS Telnetlib. Netmiko 1 Paramiko 5 () 3% Rk YEE  , FRATERHG SSH B 3K
F P 2 RV B RS BSOS A T A L, X P O 7E SR B0 5 >3 vh al DU, (HRIE AR P IR B R
E AN AT o TE A PR ISR IR A AR A input() R ORI getpass BB 43 G R OR
P F3hf N SSH H 7' 44 FVE D, IX % AR S 06 K 51 s VR K38 40

4.3.1 EZWEM
o i input()eR £ Al getpass ALELSEIL A B SSH A 7 4 FI & i N o
o EIT for AN 45 5 G A HHL SW1~SWS5 B & VLAN 10~VLAN 20,
432 SEER

o IBATRAYRHT, WK 5 A HMHLIELE , HN e 1# %A VLAN 10~ VLAN 20.

BATARRS AT, SWL [T & a1 F AR
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lan b

efault
ult

[+1]
Il

t,
act,
t

o oW
a0
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w vlan b

| Name Status

[root@Cent

3 LA

44 F HIALTD S A labl.py.

import paramiko
import time

import getpass

username = input ('Username: ')
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password = getpass.getpass ('Password: ')

for i in range(11,16):
ip = "192.168.2." + str(i)
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy (paramiko.AutoAddPolicy ())
ssh client.connect (hostname=ip, username=username, password=password)
print ("Successfully connect to ", ip)
command = ssh client.invoke shell ()
command.send ("configure terminall\n")
for n in range (10,21):
print ("Creating VLAN " + str(n))
command.send("vlan " + str(n) + "\n")
command.send ("name Python VLAN " + str(n) + "\n")

time.sleep (1)

command.send ("end\n")
command.send ("wr mem\n")
time.sleep (2)

output = command.recv (65535)

print (output.decode('ascii')

ssh _client.close

434 RKREDERHE

(1) EHHS AN paramiko. time fl getpass 3 PR B, FI PRI B i vk Z i © & Uk,
X HPFT getpass fitR . getpass /& Python ff Py AR ER, TEZUE T pip T 4% %2 2 R v i ] .
B input() ek — ¢, #Z Python BAZ HATIAE, FRFERH AN E, Xl R
H inputQ AN %65, F PN B RS2 I SCRT R, an SRR S L AL T AR N, B RS LK 4
5 7. MBI getpass i 05 U BE R AN BT WL, A PEIR L, BT RLSR 2 LAl
getpass KNS, fFH input()RE A 4. ¥E: getpass /£ Windows H145 bug, #ith
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B AR AR BT SCRT L, (H R AN i A 32 47

import Paramiko
import time

import getpass

username = input ('Username: ')

password = getpass.getpass('Password: ')

(2) RIAIXE 5 AN3c bl SW1~SW5 ) 1P bk 2% 4k (192.168.2.11-15), X ff
FATATLABC & for i in range(11, 16)fift—>fal #L /0 for JE¥A K Pr 11~ 15 fIEMAE GiifE:
£ Python 3 v, range() e £ (13 [BME AP 255, T2 —4LEAED, AREILRc & T —
FTARES ip = "192.168.2." + str(i) R SZBUMEIL (HLE) B FAZHHL SW1~SW5., JEE: XH
1 B A, BHCARM R B P, TCAEE A str(i) 26K | AT AT R

for i in range(11,16):

ip = "192.168.2." + str (i)

ssh client = Paramiko.SSHClient ()

ssh client.set missing host key policy (Paramiko.AutoAddPolicy())

ssh client.connect (hostname=ip, username=username, password=password)
print ("Successfully connect to ", 1ip)

command = ssh client.invoke shell ()

command.send ("configure terminall\n")

(3) [FFERIEHRE, FRATEAIZE VLAN 10 ~ VLAN 20, X% VLAN Id 2&#E4:0, Ar
PLix B SCA] AR & — AN fRi 8 for FE¥A for n in range (10, 21)3K ik F|7E ¥ At & VLAN10~
20 M E Y, X BB R RE for JEIF, TEERAI . BOIE—A VLAN A7, #B4TE
M %% “print ("Creating VLAN " + str(n))” K&~ A P 4 AT IE/E G 8 VLAN. &1 VLAN
[ iy 44 4% 20 HS & Python_ VLAN XX, Et#im VLAN 10 )44 7 4% Python_VLAN 10, VLAN 11
{114 7 /& Python_VLAN 11, MKIEHME. FAIE D VLAN ZA# T E 1s 18 B .

for n in range (10, 21):

print ("Creating VLAN " + str(n))

command.send ("vlan " + str(n) + "\n")
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command.send ("name Python VLAN " + str(n) + "\n")

time.sleep (1)

(4) BJERAFRCE, [AFG 2s J5 3T ED M (0] i ) 2% 9F 9% 4] SSH.

command.send ("end\n")
command.send ("wr mem\n")
time.sleep (2)

output = command.recv (65535)

print (output)
ssh _client.close
4.35 ik
(1) [AATEIHE g [a) 0 A A, 3k B A 3 5ok SWL. SW2 AT SW3 i it B ) i
A FTRUE B IS AT AR RGPS A A AE R, BATHA B AR ]

DLEY, T2 e AN AT WL, T DR 2 i N P A4 B R AT B B2 input(), N ZE S AT
FH )2 getpass.getpass(), &1 Ffiax.
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[root@Cent0S-Python ~]# python3.8 labl.py
python

Successfully connect to 192.168.2.11
Creating VLAN 10
Creating VLAN 11
Creating VLAN 12
Creating VLAN 13
VLAN 14
VLAN 15
Creating VLAN 16
Creating VLAN 17
Creating VLAN 18
Creating VLAN 19
Creating VLAN 20

¢ e 5 +3 FE LSS KM R R K 33 K R KM NN + 3
I0Sv is strictly limited to use for evaluation, demonstration and I0S
education. IOSv is provided as-is and is not supported by Cisco's
Technical Advisory Ce Any use or disclosure, in whole or in part,

mentation to any thi F
purposes is expressly prohibited except as otherwise authorized by
Cisco in writing. *

Enter configuration commands, one per line. End with CNTL/Z.
SWl(config)#vlan 10
SW1(config-vlan)#name Python_VLAN 1@
SW1(config-vlan)#vlan 11
SW1(config-vlan)#name Python_VLAN
SW1(config-vlan)#vlan 12
SW1(config-vlan)#name Python_VLAN
SW1(config-vlan)#vlan 13
SW1(config-vlan)#name Python_VLAN
SW1(config-vlan)#vlan 14
SW1(config-vlan)#name Python_VLAN
SW1(config-vlan)#vlan 15
SW1(config-vlan)#name Python_VLAN
SW1(config-vlan)#vlan 16
SW1(config-vlan)#name Python_VLAN 16
SW1(config-vlan)#vlan 17
SW1(config-vlan)#name Python_VLAN
SW1(config-vlan)#
Successfully connect to 192.168.2.12
Creating VLAN 10
Creating VLAN 11
Creating VLAN 12
Creati VLAN

VLAN 14

VLAN 15

VLAN

* 157 ¢



M43 TA2JMAY Python Z B : M4Sa4EBo{ESLhL

Creating VLAN 17
Creating VLAN 18
Creating VLAN 19
Creating VLAN 20

e e A R R R R R R R R R A R R R R R R R R R R R R R A R R R R R R R R R R R R R R R R R R R R R R e
* I0Sv is strictly limited to use for evaluation, demonstration and I0S *
* education. I0Sv is provided as-is and is not supported by Cisco's *
* Technical Advisory Center. Any use or disclosure, in whole or in part, *
* of the I0Sv Software or Documentation to any third party for any *
* purposes is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
B 3 % 3 0 S HE S e o e e o R R R R R e R R e R e R R e R e R R R R R R R Rk ek R e R R R R R R e R R
SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 10

SW2(config-vlan)#name Python_VLAN 10

SW2(config-vlan)#vlan 11

SW2(config-vlan)#name Python_VLAN 11

SW2(config-vlan)#vlan 12

SW2(config-vlan)#name Python_VLAN 12

SW2(config-vlan)#vlan 13

SW2 (config-vlan)#name Python_VLAN 13

SW2 (config-vlan)#vlan 14

Successfully connect to 192.168.2.13

Creati VLAN 1@
VLAN 11
VLAN 12
VLAN 13
VLAN 14
VLAN :
VLAN 16
VLAN
VLAN
VLAN :
VLAN

* I0Sv is strictly limited to use for evaluation, demonstration and I0S
* education. I0Sv is provided as-is and is not supported by Cisco's
* Technical Advisory Center. Any use or disclosure, in whole or in part,
* of the I0Sv Software or Documentation to any third party for any
* purposes is expressly prohibited except as otherwise authorized by

isco in writing.

33 R R R R R R R R R R R R R R R R R R R R R

Ski3#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#vlan 10
SW3(config-vlan)#name Python_VLAN 10
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(2) RIREZ 5 D HNLIRIUEACE

BATRIS G, SWI1 BB E W N s .

1# vlan b

VLAN Name Status Ports
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IBATARSJE, SW3 FHC & a1 B AR

VLAN Name

P
P
P
P
P
P
P
P
P
P
P
.F
t
f
t




FA4E Python MBI ( GNS3 #EHl g8 )

IBATARSJE, SW5 FITC & a1 R AR

4.4 KK 2 HEBFMBERLA

FEA IR, SZHALIE B 1P Ik B A AN T REAR SE I 1 R AR 11~ 15 RS,
A BE ST AL B 1P Mk L A AR AN R X B o AR AR ST, FATTm A BE AT B3 for 78
PRGN T o BATERNE L —ADSOARSA, EATH B G R M AL EH 1P
Hohik 4 EE 2, SR for JRIAMCL 1 open () B8 HOK B BUZ SR o A B IP ik, ATTIA
B AL H

441 EZHEM

o i Python AL & 5 XA LML, IFAERAD LML EHIT IS EIGRP.
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4.4.2 SIWER

(1) 8 SW5 fr) & B Hhhik M 192.168.2.15 M k% 192.168.2.55,

guration commands, one per line. End with CNTL/Z.

(2) {E CentOS LOIE—A% N ip_list () TXT SCIF, $EHTH WML EL 1P Hhhik#6
S, ERAZSCIE RIS T RATE RV E B AL T [F — A SR T, R s
[root@Cent0S-Python ~]# cat ip_list.txt

192.168.2.11
192.168.

[N

1
2.1
1

i

)

[V Ry g VR N ]

u

0S-Python ~]# I

]
LA

(3) BTG ET, HARES GXMILMNEE, #HiINEATE%H )5 EIGRP.

BATAESHT, SW1 HIECE 4 N s .

SWl#show run | s router eigrp

BATACHYS

EATARREET, SW3 I E W T AR,

SW3#show run | s router eigrp

SW3#

BATARRY AT, SW4 [T & a1 F AR
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SWa#show run s router eigrp

swa#fj

IEATACEL RT, SW5 HBECE R BTN .

SWs#show run | s router eigrp

(4) f£ENL EAIESI 2 WA, KHa4 8 lab2.py, WF iR,

[root@Cent0S-Python ~]# vi lab2.py

3 SRR

¥R FIARIS B N HA lab2.py .

import paramiko
import time

from getpass import getpass

username = input ('Username: ')

password = getpass ('password: ')

f = open("ip list.txt", "r")
for line in f.readlines{() :
ip = line.strip()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy())
ssh client.connect (hostname=ip, username=username, password=password)
print ("Successfully connect to ", ip)
remote connection = ssh client.invoke shell ()
remote connection.send("conf t\n")
remote connection.send("router eigrp 1\n")
remote connection.send ("end\n")

remote connection.send ("wr mem\n")
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time.sleep (1)
output = remote connection.recv (65535)

print (output.decode ("ascii")

f.close()

ssh _client.close

444 RIEDERHAE

(1) FISZE 1 FA A, RATES N getpass FLELS /& from getpass import getpass,
IR T AT AT LR getpass.getpass(‘password: ') fi] 5 E getpass(‘password: ') .

import paramiko
import time

from getpass import getpass

username = input ('Username: ')

password = getpass ('password: ')

(2) Ml open() e BT JF 2 AT FATEV R 7 10 5 DAZHALAE B 1P M bk ) SRS

Cip_list.txt), ik for 7EFF KAk i i readlines() /7 325 3% 6] 1 31 & b (4 A o & (RGN
BeHLR B 1P k), B W]k B E AR KOS s SW1~SW5 [ H I, BI#EIX 5 N #ln
EFLIP HihE R IE L.

f = open("ip list.txt", "r")
for line in f.readlines():
ip = line.strip()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy())
ssh client.connect (hostname=ip, username=username, password=password)

print ("Successfully connect to ", ip)

(3) BxBELZHYILGEE EIGRP, H[E WA BKITENH K.
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remote connection = ssh client.invoke shell()
remote connection.send ("conf t\n")

remote connection.send ("router eigrp 1\n")
remote_connection.send("end\n")

remote connection.send ("wr mem\n")
time.sleep (1)

output = remote connection.recv (65535)

print (output.decode ("ascii")

(4) A ITA R, AL AHETH close() ki ip_list.txt 3C#Y, JF H <M SSH k.

f.close()

ssh _client.close

4.45 $iE

(1) FHTERH [l 2 g i, X R 38 5 SWL, SW2 fil it B 1 # 70 AAS,
T LUE WA th B 3l & s TR ST S EIGRP JHRAFIECE, BE/ERW, WF R,
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[root@Cent0S-Python ~]# python3.8 lab2.py
Username: python

password:

Successfully connect to 192.168.2.11

[ 3 3k o sk ok s s S R o s ok ok ok S S i i R o S S SR R S S S S R Sl SR SR R R R S R S SR SR R R R R R R R R R R R R R R R R R R ok
¢ I0Sv is strictly limited to use for evaluation, demonstration and I0S *
* education. I0Sv is provided as-is and is not supported by Cisco's *
* Technical Advisory Center. Any use or disclosure, in whole or in part, *
* of the T0OSv Software or Documentation to any third party for any *
* purposes is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *

3 3 EEKEEEERERE *®

Enter configuration commands, one per line. End with CNTL/Z.
1(config)#router eigrp 1

r mem
Building configuration...

Successfully connect to 192.168.2.12

[ 3 3k o sk ok s s S R o s ok ok ok S S i i R o S S SR R S S S S R Sl SR SR R R R S R S SR SR R R R R R R R R R R R R R R R R R R ok
* I0Sv is strictly limited to use for evaluation, demonstration and I0S *
* education. I0OSv is provided as-is and is not supported by Cisco's *
* Technical Advisory Center. Any use or discleosure, in whole or in part, *
* of the TI0Sv Software or Documentation to any third party for any *
* purposes is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
£ EEE EEKEEEERERE *®
SW2#tconf t

Enter configuration commands, one per line. End with CNTL/Z.

er eigrp 1

S r mem
Building configuration...

(2) MRIKRE 35 NI E -

BATARS S, SWL W& a1 F AR

SWi#show run | s router eigrp
router eigrp 1
swi#f]

AT S, SW2 HIBCE 1 F s .

SW2#show run | s router eigrp
outer eigrp 1

EATREE, SW3 KRBT TR,
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s router eigrp

BATRIS G, SWA FIBCE W N Fs.

s router eigrp

BATAIS S, SW5 HBLE R s .

s router eigrp

45 L3 HRELAERNH

TEM 26 W B T 652 BT & MR AR N W b, e A 218 30 52035 & 11 8 28 1P
bk A SSH EERR MG ML, BWAEBEMRE, MG ERIBEZE . XA 50
RARAEA Python HtERE AR E, M CEEERXMEL, RATIRMMAIZIT T

AN — 2l B oy v A 5 — AN E A E R AT L 7o EEan i /R 5 000 & 52 AL 75 %
G —HECR MR P A A E Y, FT 500 6 52 B L M AT R L, 5 501 & S HR LR D K
AN 2 1) 8 S S HL 1P bk R ATk, SSHEAS E, i Python 2% [5] —/N “socket.error:
[Errno 10060] A connection attempt failed because the connected party did not properly
respond after a period of time, or established connection failed because connected host has
failed to respond” [F4ER, ARG A S IEMAE ! AR S X R T H 4 500 758 Bl AT
B, WalERE CHELT R R RTR
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Traceback (most recent call last)
File "Uerify configuration violation.py”, line 23, in <module>
ssh_client.connect(hostname=ip,username=username,password=password, look_for
keys:=False)
i “C:\Python27\1lib\site-packages\paramiko\client.py”, line 338, in connect
retry_on_signal(lambda: sock.connect(addr))
File "C:\Python27\lib\site-packages\paramiko\util.py"”, line 279, in retry_on_
ignal
return function()

File "C:\Python27\lib\site-packages\paramiko\client.py”, line 338, in <lambda)

retry_on_signal(lambda: sock.connect(addr))
File “C:\Python27\lib\socket.py”, line 228, in meth
return getattr(self._sock,name)(xargs)
socket.error: [Errno 10060] A connection attempt failed because the connected p3
rty did not properly respond after a period of time, or establish npReian f
ailed because connected host has failed to respond ?ﬁ%‘i @ﬁlt’\

() A 1) o) R 2 R AR AE AR T R IR SR LR P B RS I 2 5, B R ST AL
AN A 5 43 A2 B ML P 42 R3S A — SO i (s CIRABRATT A BN — I P 44 Rl i,
F 24 RV R AN — B2 3 B A AS e WL JEVE 8 s S DU A2 D), R R 2 1) DK 28 Al o A
&S — il B AAA L& TACACS T RADIUS fiF 7 7 il B BN 2 B4 3k 23 H BB S ik
TR R A — BUW ) 2 X AR R AEAE B B AT AR RV R BT AR E AR K
%, HRHM TACACS s #: (JEEH ACS) T 94, Ml @eEE KRR 8 M
A% ACS & “IRAL”, WAIFHNE)E ACS FTIENI IR % 2 A REf vk i f, 76 ACS ik IE
W LAEIE], FRAT] I BB M 2% B AR S AN RS 5%, ST, RATCAEHE 7R
ISE RE X ACS fit TACACS g5 4%, (HlI TR T-HER, T gk, siesr Mo
WA CAITH, /L7 ISE FE MK 5 FIERD; 1M 57—l A iITHE & 7E ACS Hi ] &
PRI e FH A R IK 5 ARG, I L T PREIK S B RS 5L, e SRt AR Paramiko
K SSH & 5% W 4% % % 1) Python £ iR [l “ Paramiko.ssh_exception.AuthenticationException:
Authentication failed” J#5%, W F s, SEUHARRERMILE, TEdkLiET.
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raceback (most recent call last):
File "Uerify configuration violation.py”, line 25, in <module>

ssh_client.connect(hostname=ip,username=username, password=password, look_for_
ceys=False)

File "C:\Python27\lib\site-packages\paramiko\client.py”, line 424, in connect
passphrase,

File "C:\Python27\lib\site-packages\paramiko\client.py"”, line 714, in _auth
raise saved_exception 3z i

aramiko.ssh_exception.AuthenticationException: Authentication Faligé}: @p’+'LA

fige pRe B3 A R 1 7 VA AR VR R B AR R T, A SRATTAE 5 3 B v R B A S AL B
TR AT S SR I s S AL BEAE b 3 AR L B

451 EZHKEM

o  FHIMISZEG 1 FISLEG 2 A BN MRS, AL SW3 (192.168.2.13) HI ' 4
python 265 )\ 123 20 456, 14 SW4 (192.168.2.14) [¥] Gi0/O iy [1 45

o AIFE—/NIA try. except 5 AbFEAE A) H A SR AL & AE AL AL SW1~SW5 _FH
47 show clock #iv 4, iEBIATE SW3. SW4 40 %K A /2 4 S5 RIS, LA &
BN, AR AT LU 2 T4, B o8 R R L E .

452 LIEE

(1) H¥ SW3 F P 4 python FIZ 65 M 123 0N 456, W FFiw.

SW3#cont t
Enter configuration commands, one per line. End with CNTL/Z.

SW3(config)#username python password 456
SW3(config)#end

(2) SRJ5¥ SWA4 #3511 Gi0/0 e, R Frx.
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SWa#conf t
Enter configuration commands, one per line. End with CNTL/Z.

f)#shutdown

SWa(config-if)#end
Sha#
*May P8:31:15.664: %SYS-5-CONFIG_I: Configured from console by console

swaj]

(3) fEFEN EBIE AN ip_list.txt ISCASCHE, N A& SW1~SW5 [1E L IP ik,
VERAESZES 2 R IR 40 SW5 & 3 IP Hubk M 192.168.2.15 fit % 192.168.2.55, 1T
FT7R o

[root@Cent0S-Python ~]# cat ip_list.txt
19 28.2.11
58.2.12
p8.2.13
8.2.14
.2.55

[root@Cent0S-Python ~]# I

(4) FELESEEG 2 R, FATEENL EAIE—AD % N emd.txt B SCA S, 5 NEAT
BLIE SW1~SW5 FH AT M4 : show clock, Wi R Frx.

[root@Cent0S-Python ~]#
[root@Cent0S-Python ~]# cat cmd.txt
show clock

[root@Cent0S-Python ~]# I

(5) f/a QS 3 I MIASCAT lab3.py, W1F iR .

root@Cent0S-Python ~]#

[root@Cent0S-Python ~]# vi lah3.pyl

453 SLI{GHS

44 T HIALTD S A lab3.py.

import paramiko

import time
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getpass
sys

socket

username = input ('Username: ')

password = getpass.getpass('password: ')

ip file = sys.argv[1l]

cmd file = sys.argv[2]

switch with authentication issue = []

switch not reachable = []

iplist

= open (ip file, 'r')

for line in iplist.readlines():

try:

ip = line.strip()

ssh client = paramiko.SSHClient ()

ssh client.set missing host key policy(paramiko.AutoAddPolicy())

ssh client.connect (hostname=ip, username=username, password=password)

print ("You have successfully connect to ", ip)
command = ssh client.invoke shell ()
cmdlist = open(cmd file, 'r')
cmdlist.seek (0)
for line in cmdlist.readlines () :
command.send (line + "\n")
time.sleep(2)
cmdlist.close ()
output = command.recv (65535)

print (output.decode(‘ascii’))

except paramiko.ssh exception.AuthenticationException:

print ("User authentication failed for " + ip + ".")

switch with authentication issue.append (ip)

except socket.error:

print (ip + " is not reachable.")

switch not reachable.append (ip)
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iplist.close()

ssh _client.close

print ('\nUser authentication failed for below switches: ')
for i in switch with authentication issue:

print (i)

print ('\nBelow switches are not reachable: ')
for i in switch not reachable:

print (i)

454 REDERHAE

(1) N 7 A8 FH 7 A 3k B ) [ 2 ¥ 46 A nlIA 51 EE ¥ socket.error, 42515 N Python
P R A R socket .

import paramiko

import time

import getpass

import sys

import socket

username = input ('Username: ')

password = getpass.getpass('password: ')

ip file = sys.argv[l]

cmd file = sys.argv[2]

(2) BlEMAZHIFE, 2 5lar 4~ switch_with_authentication_issue 1 switch_not_
reachable, ‘EATHIMEF & 7E A I G EL A& for 7538 5K Ge i Wik L % % & K R IE ) #8386 v %
SRR, MRS R A R DR O A& AR B AN AT T TEVE B S

switch with authentication issue = []

switch not reachable = []
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(3) 1 for #HIA R F try except 734 A FRIEA) . 24 SSH B L, WHRH P4
2D IERA, Python &3k 4% “Paramiko.ssh_exception.AuthenticationException”, [l L3,
fITH “excpet Paramiko.ssh_exception.AuthenticationException:” KN X} iZ 7%, —HHR
AL I P A4 R RS AN IER I DL, FTERHH “ User authentication failed for [ZZ #t 4/l IP]”
K EURHT T 4 “ Paramiko.ssh_exception.AuthenticationException” #5715 B, SR 5 ¥ H Bli%
TR AL B IP Mk 3R A append() 5N switch_with_authentication_issue
. [F3, H except socket.error: KN % AZHALAN AT IA I 3 1] )45 % “socket.error: [Errno

10060] A connection attempt failed because the connected party did not properly respond after

a period of time, or established connection failed because connected host has failed to
respond”, FEITEIH “[22# AL IP] is not reachable” SREUAC iR H 15 B, SR K i BLiz sl
PR A AZ B ML A BEIP bk I 21 % i append() 5 V2 N switch_not_reachable %1% 1,

iplist

= open (ip file, 'r')

for line in iplist.readlines():

try:

ip = line.strip()

ssh client = paramiko.SSHClient ()

ssh client.set missing host key policy(paramiko.AutoAddPolicy())

ssh client.connect (hostname=ip, username=username, password=password)

print ("You have successfully connect to ", ip)

command = ssh client.invoke shell ()

cmdlist = open(cmd file, 'r')

cmdlist.seek (0)

for line in cmdlist.readlines () :
command. send (line + "\n")

time.sleep(2)

cmdlist.close ()

output = command.recv (65535)

print (output.decode(‘ascii’))

except paramiko.ssh exception.AuthenticationException:

print ("User authentication failed for " + ip + ".")

switch with authentication issue.append (ip)

except socket.error:
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print (ip + " is not reachable.")

switch not reachable.append (ip)

iplist.close ()

ssh _client.close

(4) % Jaf4H for FE¥F, FTENH switch_with_authentication_issue £l switch_not_reachable #5451
KPR, XFELRETE R H 24 TR AT BATL 1) FH 7 4% R 0 56 E 2R UL, IR 58 B L 1)
P bk AS T IA

print ('\nUser authentication failed for below switches: ')
for i in switch with authentication issue:

print (i)

print ('\nBelow switches are not reachable: ')
for i in switch not reachable:

print (i)

455 ik

N PR, RER Y D AR
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(1) AR B “Paramiko.ssh_exception.AuthenticationException” 45 1% CL 44 “ User
authentication failed for 192.168.2.13” HufX, 3fH Python A 3 K wh i 1H12 47, T & 4k
SRR BT — AL SW4, 2 192.168.2.14.

(2) AN HEBLK “socket.error: [Errno 10060] A connection attempt failed because the
connected party did not properly respond after a period of time, or established connection failed
because connected host has failed to respond” 4% C. & # “192.168.2.14 is not reachable” HX
X, FF H Python A IF AR uh btz (hig47, MRk E R T — DLl SW5, th &
192.168.2.55,

(3) AR BRJG, W LAE BITRLE AL B I 1 P 44 A i AR R R 5 00, s
ML I T P HhhE A AT IA 11 L

4.6 L% 4 Python LUWBIKBHNEESR D

¥ 0 285 % 25 11 TC 5 080 % 400 2 I 28308 4 PP oo AN AT/ () — T30 AR, AR 2 W] I ASE AN 25k
A, EHZ A ERSME AN EM %, AEEEH&. HRN& 0 BRI
e ALAC B 1) /7% 2 T3 SSH m R & R4, A% A4 term len 0 Al show run, #4[a] i
WA F S EHIAEME R — A TXT 230% Word SCACHEF, ME+ET, EEFE8RE LTS
WA TREL DML RN . 256 4 ¥Rl A Python SKAR HeiX AR B T 12 58
2% TREITAR 22 4 1 I 45 32 41 95 A

46.1 ZHER

fE CentOS 8 E ML EJF 5 FTP Server JR%5 (% TFTP fE CentOS 8 b7z {8 F 10 & 7%
FERE, XHH FTP &A%, €12 Python A, # SW1~SWS5 [¥) running configuration %
U AR A7 B TFTP R 4528 1.
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4.6.2 SEHER

(1) ¥ SW5 [ 3 1P Hihk 2 [nl 192.168.2.15, # SW3 [ ] /7 44 python %565 M 456
M\ 123, ¥ SWA4 ) Gio/0 s I E S, T s,

guration commands, one per line. End with CNT
it vlan 1

if)#ip add 192.168.2.:

f)#enc

End with CN

mands, one per line. End with CN

8 10:05:55.505

changed state to up

(2) ¥ CentOS L1y ip_list.txt B SW5 [ & 2 1P Hh bt g [/l 192.168.2.15, 1R
Fr s

[root@Cent0S-Python ~]# cat ip_list.txt
192.168.2.11

192.168.2.
[root@Cent0S-Python ~]#

(3) 7£ CentOS 8 EHL LN T o4 F #2223 vsftpd  (FTP RS, 2235 /i 75 Z A
FHLEE S &AM

dnf install vsftpd -y
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(4) ZAZ5e )i, £ CentOS 8 ML b4 A F il 4 iy & 7303l ik CentOS #£ 24 B AT #L
i 5 3l vsftpd k%S, WF BT
[root@Cent0S-Python ~]# dnf install vsftpd -y

Last metadata expiration check: ©:06:21 ago on Fri 08 May 2020 04:22:58 AM EDT.
Dependencies resolved.

Total download size: 180 k
Installed size: 359 k
Downloading Packages:
vsftpd-3.8.3-28.e18.x86 64.rpm

Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction

Preparing

Installing

Running scriptlet: wvsftpd-

Verifying : vsttpd-3.0.

Installed:
vsftpd-3.8.3-28.e18.x86 64

Complete!
[root@Cent0S-Python ~]# I

systemctl start vsftpd
systemctl enable vsftpd
[root@Cent0S-Python ~]# systemctl start vsftpd

[root@Cent0S-Python ~]# systemctl enable vsftpd
Created symlink /fetc/systemd/system/multi-user.target.wants/vsftpd.service » fusr/lib/s

stemd/system/vsftpd.service.
[root@Cent0S-Python ~]# I
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(5) BN T2 il vsfptd &G e 17 .

systemctl status vsftpd

[root@Cent0S-Python ~]# systemctl status vsftpd
e vsftpd.service - Vsftpd ftp daemon
Loaded: loaded (/usr llbfsvsthdf: stem/vsftpd.service; enabled; vendor preset: disabled)
Active: active (running) since Fri 2020-05-88 04:35:25 EDT; 2min 58s ago
Main PID: 3394@ (vsftp
Tasks: (1imit: 11343)
"

stem.slice/vsftpd.service
@ fusr/sbin/vsftpd /etc/vsftpd/vsftpd.conf

Cent0S-Python systemd[1]: Starting Vsftpd ftp daemon...
Cent0S-Python systemd[1]: Started Vsftpd ftp daemon.
ython ~]#

(6) BN T4 5K CentOS 8 Wy KHE (M SLIGE R, A M8 Bl
B J iSRG ) JRISAE, W1 R TR

systemctl stop firewalld

systemctl status firewalld

[root@Cent0S-Python ~]# systemct]l stop firewalld
ython ~]# systemctl status firewalld
o firewalld.service - alld - dynamic ewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; vendor preset: enabled)
Active: inactive (dead) since Fri 85-88 @5:] EDT; 11s ago
Docs: man:firewalld(1)

Process: 111@ ExecStart=/usr/sbin/firewalld --nofork --nopid $FIREWALLD_ARGS (code=exited, status=0/SUCCESS)

Main PID: 1116 (code=exited, status=8/SUCCESS)

stemd[1]: Starting firewalld - dynamic firewall daemon...

stemd[1]: rted firewalld - dynamic firewall daemon.

_walld[lllﬂ : WARNING: AllowZoneDrifting is enabled. This is considered an insec
sthd[l] Stopping firewalld - dynamic firewall daemon...

stemd[1]: Stopped firewalld - dynamic firewall daemon.

(7) fE CentOS LEHi N FHIdr44r MBI 4 python FEARE $27R &% & %1
python, XN F' 4 python ¥ /8 J5 158 FTP 7 48 B 42, 1 22 #2HLIK) running configuration
4 15 4547 78 /home/python AR, W1 R s

useradd —-create-home python

passwd python
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[root@Cent0S-Python ~]# useradd --create-home python
[root@Cent0S-Python ~]# passwd python

Changing password for user python.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
[root@Cent0S-Python ~]# I

(8) TEEML OIS 4 A, ¥Ha 4~ labd.py.

[root@CentDS-Python ™ 1#
[root@CentDS-Python “1# wi labd.py

4.6.3 LICHE

¥ AL S N JHA 1abd.py.

import paramiko
import time

import getpass

username = input ('Username: ')

password = getpass.getpass('password: ')
f = open("ip list.txt")

for line in f.readlines{() :
ip address = line.strip()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy())
ssh client.connect (hostname=ip address, username=username, password=password)
print ("Successfully connect to ", ip address)
command = ssh client.invoke shell ()
command.send ("configure terminal\n")
command.send ("ip ftp username python\n")

command.send ("ip ftp password python\n")
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command.send ("file prompt quiet\n")

command.send ("end\n")

command.send ("copy running-config ftp://192.168.2.1\n")
time.sleep (5)

output = command.recv (65535)

print (output.decode('ascii')

f.close()

ssh _client.close

46.4 RIEDERHAE

(1) =56 4 BRI XERE AR, T HX BOACKE H/E AE SRS 2 h A FEA R RE, X HL
AR .

import paramiko
import time

import getpass

username = input ('Username: ')

password = getpass.getpass('password: ')
f = open("ip list.txt")

for line in f.readlines{() :
ip address = line.strip()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy())
ssh client.connect (hostname=ip address,username=username, password=password)
print ("Successfully connect to ", ip address)

command = ssh client.invoke shell ()

(208 FeBATAE A2 He ML AR B Ay 4 ip ftp username python F1 ip ftp password python
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BIE FTP F ) & MG, %M 7 4 M9 R IR ATE CentOS FHL EAIEA —F .

command.send ("configure terminall\n")
command.send ("ip ftp username python\n")

command.send ("ip ftp password python\n")

(3) JFJE “file prompt quiet”, 2K J5 % 22 AL 1) L B S 45 47 ) CentOS E M.

command.send ("file prompt quiet\n")
command.send ("end\n")

command.send ("copy running-config ftp://192.168.2.1\n")

w4 file prompt A RAE 2052 # WL S A4 32 12 7 X alert.noisy A1 quiet 3 Fli 5,
BRINAZ alerto 145 xUAT noisy #82x 7£ FH 7 BEAT SCAF#R AR 5275 F P A H bR ENLHIE 22 H
PRSI B S 5, B ATE 22 bl L 4 A\ iy & copy running-config ftp://192.168.2.1 ¥-52
BRI B8 FTP %47 £ CentOS E:41 192.168.2.1 Jm, Wi {# [ file prompt alert
8¢ file prompt noisy, <2 #eAL#S < 3 BRSNS H A AL hE &2 B A5 SO 4 #EA7 1A, 2541
LI

End with CNT

operations

by console

Writing

RHECA AN B B A, HAER BT hostname-config”, 4 SRARXT
EA RGBT B 1 H AR SO B 138, A4 alert A1 noisy iX # F file prompt 1 5XE
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(B0 BATRA AT B, M WA 4T, DI EATE T quiet B30, %F quiet
P SRR 286 40 R

(4) JETH &7 BRI A /e S8 1 A0 2 hibd iy, AR .

time.sleep (3)
output = command.recv (65535)

print (output.decode('ascii'))

f.close ()

4.6.5 ik

(1) AT HT, 7E CentOS FHL E#iiA/home/python STAF N AR SCAF, Wk
I

[root@Cent0S-Python ~]# cd /home/python/
[root@Cent0S-Python python]# ls

[root@Cent0S-Python python]# I

(2) [\IFJZA labd.py FT{ERISCHER, SATIHA labd.py J5, HIASZHALE) SSH HI
L AERIR G E R, X R ARTE SW1 fl SW2 FigAT e N2, W R BTN .
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[root@Cent0S-Python python]l# cd
[root@Cent0S-Python ~]# python3.8 lab4.py
: python

Successfully connect to 192.168.2.11

4 s sk 2 s s 3 e e s s s ke s sk e o s e s sk e o s o s s s e ok s sk e o s e ke s sk e o s e e s e oo o o e o o o o o e e o o o s ok ok Rk ok ok

I0Sv is strictly limited to use for evaluation, demonstration and I0S *
education. I0Sv is provided as-is and is not supported by Cisco’'s
Technical Advisory Center. Any use or disclosure, in whole or in part,
of the I0Sv Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by

Cisco in writing.

32 s e 3 3 e S o S o 2 o o e o o R o e o o e o e e o R e R R i R R e R i R R R R R R R e R R e R

Ed
Ed
Ed
Ed
Ed
Ed

SWl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1(config)#ip ftp username python

SW1(config)#ip ftp password python

SW1(config)#file prompt quiet

SW1(config)#end

SWl#copy running-config ftp://192.168.2.1

Successfully connect to 192.168.2.12

4 s sk 2 s s 3 e e s s s ke s sk e o s e s sk e o s o s s s e ok s sk e o s e ke s sk e o s e e s e oo o o e o o o o o e e o o o s ok ok Rk ok ok

I0Sv is strictly limited to use for evaluation, demonstration and I0S *
education. I0Sv is provided as-is and is not supported by Cisco's
Technical Advisory Center. Any use or disclosure, in whole or in part,
of the I0Sv Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by

Cisco in writing.
32 s e 3 3 e S o S o 2 o o e o o R o e o o e o e e o R e R R i R R e R i R R R R R R R e R R e R

Ed
Ed
Ed
Ed
Ed
Ed

SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#ip ftp username python

SW2(config)#ip ftp password python

SW2(config)#file prompt quiet

SW2(config)#end

SW2#copy running-config ftp://192.168.2.1

Successfully connect to 192.168.2.13

4 s sk 2 s s 3 e e s s s ke s sk e o s e s sk e o s o s s s e ok s sk e o s e ke s sk e o s e e s e oo o o e o o o o o e e o o o s ok ok Rk ok ok

I0Sv is strictly limited to use for evaluation, demonstration and I0S *
education. I0Sv is provided as-is and is not supported by Cisco's
Technical Advisory Center. Any use or disclosure, in whole or in part,
of the I0Sv Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized b

(3) A IZAT 525 ), [F1%]/home/python, BLI ] LA 3] SW1~SW5 A2 #HL1% running
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config #4040 FNZSCHE R T, W F Fr

[root@Cent0S-Python ~]#
[root@Cent0S-Python ~]#

[root@Cent0S-Python ~]# cd /home/python
[root@Cent0S-Python python]# 1s
swl-confg sw2-confg sw3-confg swd-confg sw5S-confg

(4) W cat #T P H PR ZE — config 30, BRIEH AN A, W F R,

[root@Cent0S-Python python]# cat swl-confg

1

! Last configuration change at 10:56:55 UTC Fri May 8 2020 by python

!

version 15.2

service timestamps debug datetime msec
imestamps log datetime msec

e password-encryption
service compress-config
!
hostname SW1
!
boot-start-marker
boot-end-marker
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username python privilege 15 password @ 123
no aaa new-model

ip domain-lookup
domain-name python.com
cef

ipv6 cef

file prompt quiet
1

spanning-tree mode pvst
spanning-tree extend system-id
1

vlan internal allocation policy ascending

* 187



Sofs =7

o O K

Python M £z 4E 2 (FAL)

AR LLEH AL TAE P E R 3 A skbr 6 Python fE TAESKA PN, A&
25 Y i Python JEIAS AT 78 2 7 X 48 BL A UL I 28 1 4% b S iz 47 .

O HEAHLISITIEL

FHLHEAE RS : Windows 10 13247 CentOS 8 (VMware K& #IHL)
W8 1% 45 TR 2960, 2960S. 2960X. 3750. 3850 # T
P25 B % OS fleA: JEAL 10S. 10S-XE

Python it 4<: 3.8.2

SKIG M 25 dh: SRS IS T IR EEEBL, ANF RUZIZAT Python BN 45 ¥ % Ab
FEATR I B, JF H 2% B0 4% (08 21 1P sk I AN 4t

5.1 K¥1 KAMERSERZZEAN Qos HELE

TESS 4 SRS 2 PR E] T, BAE A Python AL E B TR IP b bk AN 4 45 1 Y 4% 1%
£, DR A E I IP b T BN — A AR, REERM T ER for fEIHRE G
open() Bk HUH readlines() R EUEAT TEHUOZ SCA SCAF B 2 1P bk, X BER ARG R Z
G BRERHM.



¥ 5FE Python MET4SE (EH)

RIS F BN, FATT AR & command.send()SK 4} W 4% % % “ K 547, H

TE 1 T ) R 3R AR 2K E AN ) dr S TR S E AR, il command.send(“conf t\n™).

command.send("router eigrp 1\n")A command.send("end\n")%% . X Pk it B iy 4 T 56 5 7E I

B INEAE TR B AR AR, ERA LGRS hEA . EREAMKT L

B MR TR EE A, XMk RARER, Sz R, 2k, R

WA E TR A AR S . NERERS . ANEa2&NMR&S 1000 &, U EFRY
3750 Al 3850 ZZHeHl, HHIZATHIR 10S, J5&IBITHRZ I10S-XE.

IR BT S, E 0 WA X R A He LR AS 2L QoS MIFL &, PRI N M & 1 & #%
REREK (—4 2 MLS QoS, —N & MQC QoS), @7l jx 15 command.send() & 73 f]
B, W FURRTAEG IR Ir, — BB OIS, AL VAR SR

iR PRI A 11 L ) R B S 2 ) B A ST A, — A FRAF TR B 3750 A HHL 2 A
ffrdm &5, o5 — N HRAZTEC B 3850 22 He ML E M B K iy &4, SRJS 7 Python JAIA HL A FE
L for fE¥A I open () R HOR B HUM A SCAF BLK 2, T8 373 45 T A 3750 Al 3850 Ak
HLIE QoS ML B i) H 1, X FE M 4 4L 2 JE B 24 command.send () &6 73 (RS, PRI 8 BT AT 14
AT DA SCA ST e I B I T

ESEH A I B SR T, IR & AN F LS 1 e s, # L Z0F 312 22 open () i 45T 41 FF
(B SCA SO f IP kSO, BRndESs 3750 AZ B ML BN, 75 % open(‘command_
3750.txt") 1 open(‘ip_3750.txt"), % 3850 A # AL i AL & I, X 7% % open(‘command_3850.txt')
A1 open('ip_3850.txt"), IXAF— ok — F A5 i B A 1 Ok K KB Z REME . R A AR
AFARLS AN F fir &b A B IE e BEAT, T84 2 42 7 35 b A I A T 3750 (10S). 3850
(10S-XE). Nexus 3k/5k/7k/9k (NX-OS). CRS3/ASRIK (10S-XR), & HAth ) 75 1 3 %,
i S AT X 1 4% RIS B AN S AL E . LL 48R n 73 & TACACS %
W, B -BHARSERENN AAATLE . XEE MAHRINT 6 NMS 24, #4
— N A SNMP BLE . IR E OS I ¥ & KR E fr 2 58 & AR, Xt as ik &
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BT T o S ERATTAT LUR T S 56 ) sys.argy R AE HRIX A 1] L

511 ZKE=

ARSI R AE LR SE K

o [BWHEETINA 36 IP Hulib7E 192.168.100.x /24 P Bt 3750 22 LA 3 &
BT IP HuhEAE 172.16.100.x/24 M EX ) 3850 22 e Hl, ‘©AITHI hostname A% B IP
s L2l | /(1 N

3750_1: 192.168.100.11
3750_2: 192.168.100.22
3750_3: 192.168.100.33

3850_1:172.16.100.11

3850_2: 172.16.100.22
3850_3:172.16.100.33

5.1.2 SLIWEMK

o BT 3750 fl 3850 ALY QoS A&, e fi1HiBA%] Coutput queue) f
PAFIZ%4E 2 (queue-set 2) 2577 Cbuffers) FCE, 4ABAF 1. 2. 3 F1 4 554
fic 15%-. 25%-. 40%F1 20% 2% /7 CERCIRIL T /& 25%-. 25%. 25%F1 25%).
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5.1.3 S EHE

(1) HEB@EPA 4%~ command_3750.txt A1 ip_3750.txt K SCA A, 4 5 R AR AF
PATH ZERCE 3750 A2 HHLI QoS 4, LA FTA 3750 A2 # LI 21 IP Hudik .

[root@CentOS-Python ~]# cat command 3750.txt
configure terminal

mls gos queue-set output 1 buffers 15 25 40 20
end

wWr mem

[root@CentOS-Python ~]# cat ip_3750.txt
192.168.100.11
192.168.100.22
192.168.100.33

(2) [FIH, G4 command_3850.txt £ ip_3850.txt ) 3CA A, 43 5l FH K A%
FRATEER & 3850 2 # LA QoS #ir 4, LKA 3850 22 # LA & FE IP Hudik .

[root@CentOS-Python ~]# cat command 3850.txt
configure terminal
class-map match-any cos7
match cos 7
class-map match-any cosl
match cos 1
exit
policy-map queue-buffer
class cos7
bandwidth percent 10
queue-buffers ratio 15
class cosl
bandwidth percent 30
queue-buffers ratio 25
exit

exit
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interface gil/0/1
service-policy output queue-buffer
end

wWr mem

[root@CentOS-Python ~]# cat ip_ 3850.txt
172.16.100.11
172.16.100.22
172.16.100.33

(3) fEEN OIS 1 A, ¥HAar4 N labl.py.

[root@Cent0S-Fython ~1#
[root@Cent05-Python “1# vi labl.py_

5.1.4 SIS

¥R BS54 labl.py.

import paramiko
import time
import getpass

import sys

username = input ('username: ')

password = getpass.getpass('password: ')
ip file = sys.argv[l]

cmd file = sys.argv[2]

iplist = open(ip file, 'r')
for line in iplist.readlines():
ip = line.strip()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy ())
ssh client.connect (hostname=ip, username=username, password=password)

print "You have successfully connect to ", ip
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command = ssh client.invoke shell ()

cmdlist = open(cmd file, 'r')

cmdlist.seek(0)

for line in cmdlist.readlines() :
command.send(line + "\n")
time.sleep (1)

cmdlist.close ()

output = command.recv (65535)

print (output.decode ("ascii")

iplist.close()

ssh _client.close

5.1.5 RIBDERFHER

Python MI4IE4 B (4L )

(1) FANEF S sys.argy, FTLAIRMNTSE N T sys bk, sys Bk Python 4% F
PR, LA A AR RS H S A BT T SE 6 R Y, AR

import paramiko
import time
import getpass

import sys

username = input ('username: ')

password = getpass.getpass('password: ')

(2) B AA & ip_file F1 cmd_file, 43 7 %f M sys.argv[1]F1 sys.argv[2].

ip file = sys.argv[1l]
cmd file = sys.argv([2]

argv #& argument variable Z¥E & 5, XANLEIIREES ML, %5

KW e R BRATE LML A 24T BI21T Python FHIAS I % N 1) 6

o sys.argv[0] — Ak

VA B .py JIAS B SCPE4%, AN sys.argv[ LT da st 2 N IX A A IR N 2 5. 2840611, 34T
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PUAEIR B EHL, FN T I % 2 .

[root@CentOS-Python ~]# python3.8 labl.py ip 3750.txt cmd 3750.txt

W4, X sys.argy Bl A labl.py. ip_3750.txt. cmd_3750.txt 3 NIT R F K . X
i sys.argv[0] = labl.py, sys.argv[1] =ip_3750.txt, sys.argv[2] = cmd_3750.txt. FHMNHL, 4%
fih L () ip_file = sys.argv[1] ML 2 [EF ip_file = ip_3750.txt, cmd_file = sys.argv[2]iHt i} %5
[F]F cmd_file = cmd_3750.txt. [FH, WIHIKERATE EHL EHAT W F a2

[root@CentOS-Python ~]# python3.8 labl.py ip 3850.txt cmd 3850.txt

M ip_file = ip_3850.txt, cmd_file = cmd_3850.txt. HigkAl W, Bl4A sys.argy, &
AITAT DR R v b 3k FH IR A 75 22 F I S48 AR, T BRIk & 5 S U AR .

(3) TWEFEEMAZ, EF T AR, AT ER A LH5%S i B AR QoS It & fi
4, B 2 B2 8 i emd_file = sys.argv[2]fic & cmdlist = open(cmd_file, 'r)#1 for line in
cmdlist.readlines() >k 52 BUMOT F B A 2 A B B Ay 2 SC#F, T DA &7 iy & 47 Bk R 3R AT)
MEE I & A S, AR A S IR i) emd_3750.txt Al cmd_3850.txt.

iplist = open(ip file, 'r')
for line in iplist.readlines():
ip = line.strip()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy (paramiko.AutoAddPolicy ())

ssh client.connect (hostname=ip, username=username, password=password)

print "You have successfully connect to ", ip
command = ssh client.invoke shell ()
cmdlist = open(cmd file, 'r')

cmdlist.seek (0)

for line in cmdlist.readlines():
command.send(line + "\n")
time.sleep (1)

cmdlist.close ()

output = command.recv (65535)

print (output.decode ("ascii")
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iplist.close ()

ssh _client.close

6 Sir

[root@CentOS-Python ~]# python3.8 labl.py ip 3750.txt cmd 3750.txt
Username: python

password:

You have successfully connect to 192.168.100.11

3750_1#conf t

3750 1 (config)#mls gos queue-set output 1 buffers 15 25 40 20

3750 1 (config) #end

3750_1#wr mem

Building configuration...

[OK]

You have successfully connect to 192.168.100.22

3750_2#conf t

3750 2 (config) #mls gos queue-set output 1 buffers 15 25 40 20
3750 2 (config) #end

3750_2#wr mem

Building configuration...

[OK]

You have successfully connect to 192.168.100.33

3750 3#conf t

3750 3(config)#mls qgos queue-set output 1 buffers 15 25 40 20
3750_3 (config) #end

3750 3#wr mem

Building configuration...

[OK]

[root@CentOS-Python ~]# python labl.py ip 3850.txt cmd 3850.txt
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Username: python

password:

You have successfully connect to 172.16.100.11
3850 l#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
3850 1 (config)#class-map match-any cos?

3850 1 (config-cmap) #match cos 7

3850 1 (config-cmap) #class-map match-any cosl
3850 1 (config-cmap) #match cos 1

3850 1 (config-cmap) #exit

3850 1 (config)#policy-map queue-buffer

3850 1 (config-pmap)#class cos?

3850 1 (config-pmap-c) #bandwidth percent 10
3850 1 (config-pmap-c) #queue-buffers ratio 15
3850 1 (config-pmap-c) #class cosl

3850 1 (config-pmap-c) #bandwidth percent 30
3850 1 (config-pmap-c) #queue-buffers ratio 25
3850 1 (config-pmap-c) #exit

3850 1 (config-pmap) #exit

3850 1 (config)#interface gil/0/1

3850 1(config-if) #service-policy output queue-buffer
3850 1 (config-if) #end

3850_1l#wr mem

Building configuration...

Compressed configuration from 62654 bytes to 19670 bytes[OK]

You have successfully connect to 172.16.100.22

3850 2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
3850 2(config)#class-map match-any cos?

3850 2(config-cmap) #match cos 7

3850 2 (config-cmap) #class-map match-any cosl

3850 2 (config-cmap) #match cos 1

3850 2 (config-cmap) #exit

3850 2 (config)#policy-map queue-buffer

* 196 °



85 5%F Python MZTHSIE (EH)

3850 2 (config-pmap) #class cos7?

3850 2 (config-pmap-c) #bandwidth percent 10
3850 2 (config-pmap-c) #queue-buffers ratio 15
3850 2(config-pmap-c)#class cosl

3850 2 (config-pmap-c) #bandwidth percent 30
3850 2 (config-pmap-c) #queue-buffers ratio 25
3850 2 (config-pmap-c) #exit

3850 2 (config-pmap) #exit

3850 2 (config)#interface gil/0/1

3850 2 (config-if) #service-policy output queue-buffer
3850 2 (config-if) #end

3850_2#wr mem

Building configuration...

Compressed configuration from 62654 bytes to 19670 bytes[OK]

You have successfully connect to 172.16.100.33

3850 3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

3850 3 (config)#class-map match-any cos7?

3850 3 (config-cmap) #match cos 7

3850 3 (config-cmap) #class-map match-any cosl
3850 3 (config-cmap) #match cos 1

3850 3 (config-cmap) #exit

3850 3 (confiqg) #policy-map queue-buffer

3850 3 (config-pmap) #class cos?

3850 3 (config-pmap-c) #bandwidth percent 10
3850 3 (config-pmap-c) #queue-buffers ratio 15
3850 3 (config-pmap-c)#class cosl

3850 3 (config-pmap-c) #bandwidth percent 30
3850 3 (config-pmap-c) #queue-buffers ratio 25
3850 3 (config-pmap-c) #exit

3850 3 (config-pmap) #exit

3850 3(config)#interface gil/0/1

3850 3 (config-if) #service-policy output queue-buffer
3850 3 (config-if) #end

3850 3#wr mem

* 197 ¢



£ T2MEY Python 2 % : M43 a4 Bh{ESLhL

Building configuration...

Compressed configuration from 62654 bytes to 19670 bytes[OK]

5.2 3L 2  pythonping BI{E B A%

3 Eh, WATY AR BEAE Python F1 K HUAT ping dr & HIBHRG IR Z F, os.
subprocess ¢ pyping #SFLLH K ping fR5EM IP Hidkal#E URL. =FBIX A2 os
subprocess fEFAT ping 7 & B A 24 R AT ping B[R] 52 25 7R ok, A B X L [a]
DARIFARVLER, LU N subprocess fEERAE CentOS EHL EIAT “ping -¢ 3
www.cisco.com” i 4 FIRIAS Ko AT BIAS S5 1 [l Sl 9 25

[root@CentOS-Python ~]# cat ping.py
import subprocess

target = 'www.cisco.com'
L}

ping result = subprocess.call(['ping',6 '-c','3"', target])

if ping result ==

print (target + ' is reachable.')
else:
print (target + ' is not reachable.')

[root@CentOS-Python ~]# python3.8 ping.py

PING www.cisco.com (27.151.12.183) 56(84) bytes of data.

64 bytes from 27.151.12.183 (27.151.12.183): icmp seg=1 ttl=55 time=19.8 ms
64 bytes from 27.151.12.183 (27.151.12.183): icmp seg=2 ttl=55 time=19.9 ms
64 bytes from 27.151.12.183 (27.151.12.183): icmp seg=3 ttl=55 time=19.9 ms

-——- www.clisco.com ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 5ms
rtt min/avg/max/mdev = 19.765/19.875/19.935/0.077 ms

WWw.Clsco.com is reachable.
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[root@CentOS-Python ~]#

ATV A B, Bk i AR 2, 78 A — Ik ping BE BT 1P Mk S URL
I S e S8 AN ) 152, RO RATT BB GO M L S 5 —F) F Python 3T B HE Sk (138 1
F P H bx 1P ksl URL /275 ATk 9 N 25 “www.cisco.com is reachable”, 1fi ] pyping k&
AT ping i & A2 B 5 25T 2 W) /. R BIR 72, pyping R SCEF Python 2, 3F H.
B A 2020 4F 5 H, 1EH LT B A 4622 58 pyping k32 #F Python 3 I EJE (&R pyping
RARREE L pip3 F#L Python 3 MIRRA, (HZf K <A “ModuleNotFoundError: No

module named 'core'”),

7t Python 3.8 H., FXAITH] LUE I pythonping YE A pyping I & AR . A SZI& ¥ VE 40
28 pythonping K FH 5 725 .

5.2.1 hE=

AL AG A LT T8 B

o HANTHAH 48 LAl 3750 ZZHHLIL 1 000 &, 0 HIDAGLE 5 AT WAL Ky/24
B B F: 172.16.0.x /24, 172.16.1.x /24, 172.16.2.x /24, 172.16.3.x /24,
172.16.4.x 124,

5.2.2 SIWHEMK

o (EANEBIMEM =77 NMS BA: sk 2% 22 4 TR B ATEE T, 1 Python A
KRR ping BT A S HALROE B IP i dik, SKAfE T (/20N AT A I 1
6], ZRAEWBE R A 380 AW SZ ML L, Jf B g il &> 22 Hepl
A 2 v B B 52 Up 19 (ks ARG, BLURIX 1000 & S #MLAT A
Up BRI S B R E0 JRGE TP 2 B S D3 A 5 (s At 2 W 38 s 11 1)
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5.2.3

* 200

Up %),

7

\gﬁ/E\Et%

WA H A, JATAT LS PN A, A 13838 S X pythonping BESk F i
5 AW B R BT A HNL A EE 1P bk, RS I P MR TR . R
HERL R 255.255.255.0, AR RE AN B R IR 1P Mk 0 T =6 0 L A
[, AT R — B2t 1~254 d18 Ak, JRATTTT BAYE 85— A 6 for (83 ok
ping .1 3.254, SR J5 ¥4 I A % W BN AT OR () A2 e HLE B IP M bk 5 N IR ORAFAE —
A4 reachable_ip.txt #)SCA S

N RATIX A 5 MELER 24 M B HREAH (M 172.16.0.x 3 172.16.4.x),
AT AT AAEI A 1 5 — A for I RIESE ping X 5 MMBL, AAEHEE—4
ping .1 #1.254 ¥ for fE IR N IX —A for fE3FA B, XAERLRELL Python — IR IEHE 5
AN24 WBCR B3t 1270 ANETH IP Hihik (254X 5 = 1270) 43 ping — i .

TEF A 1 A sk reachable_ip.txt SCHF 5, AT LA S —NMEIA 2 SREHGZ SCA
SCAEH T ATIA RIS AL TR 1P Muhk, KB ST E X LRI RS L,
A4 “show ip int brief | i up” &5 W& is 12 Up 18, FEEIENRER (re
B, AR 5y 25 i UE RS FRATT BT 2 0 F P s B0 115 (GixIxIx), G it eATm
S, BDRTAS R YT — AN HALE 2 AN ELEG 2 Up (. (i TR “show ip
int brief | i up” F[E] 5 P25 BB 2 LB 10GB 1 2 5k o 1 Tex/x/x K g flom 11, Bt
n vian 33 loopback i 1, At BAIX B 3 14 52 I D 2 0k =Xk T e i 7 ity 47 22
i [ Gix/xIX) o
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524 SKEE - HIAK1

(1) pyping A& =y e, {f H a7 75 B8 pip F#ie%, 2352 )53\ Python 3.8
s, WA import pythonping ¥ A s, MUl B2 Rl Dl, W F .

[root@Cent0S-Python lab5]# pip3.8 install pythonping
Collecting pythonping

Using cached https://files.pythonhosted.org/packages/6a/5a/f1eb3f521dcf1d2927h9bel5e58a7
Installing collected packages: pythonping

Running setup.py install for pythonping ... done
Hucceasfullv installed p\.rthonplncr 1.¢

railable.
' command.
0S-Python lab5]# python3
Python 3.8.2 (default, Apr 27 282 :10)
[GCC &.3.1 28190507 (Red Hat 8.3 71 on linux
Type "help”, “"copyright"”, "credits"” or "license" for more information.
import pythonping

(2) FEFEN EBIE A 3=, B4 N lab2, 1% /3 N Al sz 2 A 1
SCAF 1ab2_1.py, 1R iR

root@Cent0S-Python ~1# mkdir lab2
root@Cent05-Python 1# cd lab2

root@Cent05-Python labZ1#t wi lab2_1.py

5.2.5 SCIMHE - iK1

B TS 5 AN lab2_1.py.

from pythonping import ping

import os

if os.path.exists ('reachable ip.txt'):

os.remove ('reachable ip.txt')
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third octet = range (5)

last octet = range(l, 255)

for ip3 in third octet:
for ip4 in last octet:

ip = '172.16."' + str(ip3) + '.' + str(ip4)

ping result = ping(ip)

f = open('reachable ip.txt', 'a')

if 'Reply' in str(ping result):
print (ip + ' is reachable. ")
f.write(ip + "\n")

else:

print (ip + ' is not reachable. ')

f.close ()

* 202



FE5FE Python MKBE4XE (EH)

5.2.6 A 1RKB\DERHE

(1) FATSF N pythonping F1 os BN, 7E pythonping W, &A% O 1) BR B SR 42
ping(), B4 pythonping B A K <, X B from...import... ¥ ping()EiE F A )5,
Je T B g BB 4 256 pythonping.ping () 56 % bR 4086 12 1 BRI, A2 B B 848 ping()
FER] . 2T os BRI AL FH S VFE.

from pythonping import ping

import os

(2) FRFATBITA 1, HARERE RIZAT A I A2 U reachable_ip.txt 3¢
i, BUORTEA BT B3 6 B IR RS I 2% B, A5 I 45 20 W 58 A8 45 L FR) 0 A T R AE 5038
XHF AT LAR] os BEHL R [ os.path.exists() 5 i oK # Wri% SO 2 AL, R AAE, WA
os.remove() J7 15K % SO B o X BE R DLRIERR OGS AT A 1 i, reachabe_ip.txt A4
R Q& R IRIEAT AR JG BTG Tk (A8 L 1P Mk .

if os.path.exists ('reachable ip.txt'):

os.remove ('reachable ip.txt')

(3) SEIG R ER], 5424 B EE 1P Hubk &G MU T 16 10, Sk AL AR AN AR,
N 17216, H=AN 0~4, HUUALHN 1~254, FBEALLE range(5) 1 range(1, 255)%>
il 1) 2 T A FE BB % SR RS HL P Mb ki £ 58 = A0 AN 55 DU A7, S i D AR A for 18 B S 4

third octet = range (5)
last octet = range(l, 255)

(4) L HA for fHIA(HHE, KK 172.16.0.1, 172.16.0.2. 172.16.0.3+----— H ik
Pi%) 172.16.4.254 91k, SRJGEC A ping()B& HORMKIK ping BT X LA B IP Ml (R4
$2 3 ping() & 3L from pythonping import ping M pythonping #H S A1),

for ip3 in third octet:
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for ip4 in last octet:
ip = '172.16."' + str(ip3) + '.' + str(ip4)
ping result = ping(ip)
(5) fEsE 2 WMAR, AT A WIAKER IP il DB (a) 5 A
reachable_ip.txt X fF. BN pythonping B AR IZ AT I R P A BRARAAT 8] L N2, BN
TBIAZ AT HERE, BrLld@ L print (ip + ' is reachable. ") A1 print (ip + ' is not reachable. ) 43
FATEIH B A5 1P Mk 2 B A S .
f = open('reachable ip.txt', 'a')
if 'Reply' in str(ping result):
print (ip + ' is reachable. ")
f.write(ip + "\n")

else:

print (ip + ' is not reachable. ')

X B SRR T if 'Reply' in str(ping_result): () F 2 Fl JE 3 .

FEfEH] os. subprocess Al pyping S ping M, 2R H AR 1P bk wr ik, WE
fI1& iR EI B EL 05 W RATTL, WEREEHE 0 1B %L, 1 pythonping ANIF], 7E pythonping H,
ping() BR ZL BRI KT H A5 IP Huhik ping 4 UK, 24 HAx 1P Huhik o] ik i, ping () ek £k [F1 11 2&“ Reply
from x.x.x.X, X bytes in xx.xx ms”; WIRAT L, N [EF) 2 “Request timed out”, 1R
PR
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[root@Cent0S-Python lab5]# python3.8
Python 3.8.2 (default, Apr 27 2t 3:06:10)

8.3.1 20190507 (Red Hat 8. on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> from pythonping import ping
>>> ping( 'www.cisco.com")
Reply from 117.34.19.157, 9
Reply from 117.34.19.157, 9 bytes
Reply from 117.34.19.157, 9 bytes in 36.71ms
Reply from 117.34.19.157, 9 bytes in 41.84ms

bytes in 36.67ms

Round Trip Times min/avg/max is 36.09/37.83/41.84 ms
>»> ping('10.1.1.1")

Request timed out

Request timed out

Request timed out

Request timed out

Round Trip Times min/avg/max is 2000/2000.0/2000 ms

>>>

WFIRE ) BESR pythonping I ping() ek Z0 o] AN Fi 2 0 BE O 88 4, T84 3kAT]
Eo¥ ETHEACE HAER IP MRk ATiA ) “Reply from x.x.x.x, X bytes in xx.xx ms” Fl{t3% H tx
IP Ml AN AT IA ) “ Request timed out” @it if 154K AIIA K H AR 1P HuhEFT ED SR IS5 A
reachable_ip.txt SCAFWE ? WIFIRIE B BRI H A5 in SRABIRFEME S 25 A Reply il
Request X N5 8 . WHA Reply, WU HFR ATk, R EA, WUHEARA AL,
ERTHR S ping() Bk B0k [A1E 2R B A 25U A5 | o TSR BR1% O0 2 ping () Bk 5k [a] {8 1) 25 7
J&—MM4E pythonping.executor.ResponseList 4R FRZEA, 41K Fros.

> from pythonping import ping
ping_result = ping('www.cisco.com")

> type(ping_result)
-lass 'pythonping.executor.Responselist’>

PR, 0h Z505E I str() bR H0KS & e 4 U A5 B S A B A Y BRI S AT in SRABCHI B CHTIZ
HL1 str(ping_result)), &N if 'Reply" in str(ping_result): &Kz & B /i /R False, &7 H
FRATIL .

(6) o fEIR AR 7 3 AN BS540 56 M 4 4T JF [ reachable_ip.txt 3Cf4.

f.close ()
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5.2.7 HA 15%IUE

(1) JBATHIA 1 HT, #il/root/lab2 SC#F3 F HA lab2_1.py X — 3L A
[root@Cent05-Python labZlft ls
labZ_1.py
[rootBCent05-Python labZl#
(2) BATHIA 1, [FA 1270 NMEH P bk sifE K2, A7 E#EEER, Finx B
last_octet = range(1, 255)Z¢ last_octet = range(1, 4), X ping &AM FET 3 NEEE IP
Hohb, W28t 15 ANE P ik, BAT A S i el B S W R TR .

[root@Cent0S-Python labZl#t python3.8 labZ_1.py
172.
172.
172.
172.
172.
172.

is reachable.

is not reachable.
is not reachable.
is not reachable.
is not reachable.
is not reachable.
is not reachable.
is not reachable.
is not reachable.
is not reachable.
is not reachable.
is not reachable.

172.
172.

WWWNNNRRRAOD®
WNRWNRWONRWNR

(3) FRAEF/root/lab2 L3, v LAE FIX I £ tH K T —A> reachable_ip.txt [£) 3 A X
P, SR IE R A AN AR, FSRORAE A ALIA A B LR B 1P Mk, TRLE B R
A 172.16.0.1 X —ANAlik (& HL IP Ml 45 N reachable_ip.txt, = HAE B A 138 17 B3,
LUNFIPANN

[root@Cent0S-Python labZl# 1s
labZz_1.py reachable_ip.txt
[root@Cent0S-Python labZl# cat reachable_ip.txt

172.16.8.1
[rootRCentD3-Python labZl# _
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PHARIAIAS 2 2Z 1T, Y6 KA N AE— > 48 11 A} 3750 22 AL H fay A\ i

|i up JERER B AFER I 7, dn R BB .

v1an3999
Gigabitethernetl/0/1
GigabitEthernetl/0/3
Gigabitethernetl/0/5
GigabitEthernetl/0/6
Gigabitethernetl/0/7
Gigabitethernet1/0/9
Gigabitethernetl/0/10
GigabitEthernetl/0/11
GigabitEthernetl/0/12
Gigabitethernetl/0/15
GigabitEthernetl/0/16
Gigabitethernetl/0/17
GigabitEthernetl/0/18
Gigabitethernetl/0/20
GigabitEthernetl/0/21
Gigabitethernetl/0/22
GigabitEthernetl/0/29
GigabitEthernetl/0/31

Gigabitethernet1/0/33
GigabitEthernet1/0/34
Gigabitethernetl/0/36
GigabitEthernetl/0/37
Gigabitethernet1/0/38
GigabiteEthernetl/0/39
GigabitEthernetl/0/42
GigabiteEthernetl/0/45
Tel/0/1

Tel/0/2

show ip int b | i up
b —= . ]

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

FE5E Python MiE

NVRAM
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

B R AR A A g R I A e ML A B [
GigabitEthernet F J i ¥ 0, &4 VLAN &2 flm DA A 73 JK i 2 Bk i - Tel/0/1 Al
Tel/0/2. TESZEE H 1 T 28 BB 15 B AN 2% B8 R 401 oty 10 R0 2 09k s 11
WrER G 1152 Up 1.

QI SEE 2 (88 AN A, R EIA N lab2_2.py, TR TR .

4T (B

4 show ip int brief

ALE R, BT

Rggit3ta 2 /0 7

[root@Cent03S-Python labZ 1
[root@Cent0S5-Python labZ2l#t vi lab2_2.py
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5.2.9 SCHMCEE - BIK 2

¥ AL 5 N HA 1ab2_2.py.

import paramiko

import time

import re

from datetime import datetime
import socket

import getpass

username = input ('Enter your SSH username: ')

password = getpass.getpass('Enter your SSH password: ')
now = datetime.now ()

date = "%s-%s-%s" % (now.month, now.day, now.year)

time now = "%s:%s:%s" % (now.hour, now.minute, now.second)

switch with tacacs issue = []
switch not reachable = []

total number of up port = 0

iplist = open ('reachable ip.txt')
number of switch = len(iplist.readlines())

total number of ports = number of switch * 48

iplist.seek(0)
for line in iplist.readlines():
try:
ip = line.strip ()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy())

ssh client.connect (hostname=ip, username=username, password=password)

print ("\nYou have successfully connect to ", ip)
command = ssh client.invoke shell ()

command.send ('term len 0\n')
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command.send ('show ip int b | i up\n')
time.sleep (1)
output = command.recv (65535)
#print (output)
search up port = re.findall (r'GigabitEthernet', output)
number of up port = len (search up port)
print (ip + " has " + str(number of up port) + " ports up.")
total number of up port += number of up port
except Paramiko.ssh exception.AuthenticationException:
print ("TACACS is not working for " + ip + ".")
switch with tacacs_issue.append (ip)
except socket.error:
print (ip + " is not reachable.")
switch not reachable.append (ip)

iplist.close()

print ("\n")

print ("There are totally " + str(total number of ports) + " ports available in
the network.")

print (str(total number of up port) + " ports are currently up.")

print ("Port up rate is $.2£f%%" % (total number of up port /
float (total number of ports) * 100))

print ('\nTACACS is not working for below switches: ')

for i in switch with tacacs issue:

print (i)
print ('\nBelow switches are not reachable: ')

for i in switch not reachable:

print (i)
f = open(date + ".txt", "at+")
f.write('As of ' + date + " " + time now)

f.write ("\n\nThere are totally " + str(total number of ports) + " ports available
in the network.")

f.write("\n" + str(total number of up port) + " ports are currently up.")

f.write ("\nPort up rate is %.2f%%" % (total number of up port /

float (total number of ports) * 100))

f Write ("\n***********************************************************\n\n")
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f.close()

5.2.10 MIA 2 RIEDEHER

(1) XHESFANT datetime BH, XA Python Py E [ EL AT DL K R 12 47 BEIAS 1 (19
R H WA R, PR SES H i BLEE 25 B0 3 TS A7 IARES (e 18] OR5 #f 2045 A B RIE
). AR AT e e ®id, XRAHIR,

import paramiko

import time

import re

from datetime import datetime

import socket

import getpass

(2) ffH input()Fl getpass.getpass()>k 73l # 7 H P i N SSH & sk 28 LIk H - 44
RS il ETET AT LA datetime.now() i, AT EIREZ & now. datetime.now()
kR NS T year() (4£). .month() (H). .day() (H). .hour() (B ). .minute()
(43). .second() (Fp) JUIANTHEE, XBE¥ “H-H-57 WELLE date, K “BF: 5
7 IR AE 45 22 & time_now.

username = input ('Enter your SSH username: ')

password = getpass.getpass('Enter your SSH password: ')

now = datetime.now ()

date = "%s-%s-%s" % (now.month, now.day, now.year)

time now = "$s:%s:3s" % (now.hour, now.minute, now.second)

(3) fil7# switch_with_tacacs_issue il switch_not_reachable /™% 51 % 5k 45 it 45 Wk
L S WAL TACACS KA BUN 7 AR, WRLE S LA B IP bk ATl ik . 53401
##—> total_number_of up_port L&, FHYIGEMEK R 0, &1 FHH RN ERS A
A Ik 3750 AL _EARES v Up Ao 1A 2.

switch with tacacs_issue = []
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switch not reachable = []

total number of up port = 0

(4) H open() & EFT A 1 6% () reachable_ip.txt 3CF, H readlines()¥# H 4 % LA
IR E], FEA len() R 815 2 /B HRALNECE, ROARFAZHRIVEA 48 M,
JIT DA oL 52 LA X 48 7T LA 2w A (g FURESZ B8 Up).

iplist = open ('reachable ip.txt')

number of switch = len(iplist.readlines())

total number of ports = number of switch * 48

(5) KN E 4 open() ek #3T JF i — Y& reachable ip.txt SC#E, T LA [ seek(0)[n] 3¢
PR IA AL B o X B R EEE R R R0 AT AL 8 SR R GO e R, S AL PR AE ) try B AE
for PRI IR, 53 4R AOACHD & 48 Fl Paramiko At & for 763K & S22 HbL 3F8E N iy 24T
(B A RN IR A, X AR

iplist.seek(0)
for line in iplist.readlines():
try:

ip = line.strip ()
ssh client = Paramiko.SSHClient ()
ssh client.set missing host key policy(Paramiko.AutoAddPolicy())
ssh client.connect (hostname=ip, username=username, password=password)
print ("\nYou have successfully connect to ", ip)

command = ssh client.invoke shell ()

(6) PN 48 HYAZHeHl, show ip int brief | i up f 18 W N ALK, Towk— ik
SEEH R R, LU HE A 44 term len 0 52 BoR A E S A, “sleep” 1s
J& 3 F recv(65535)Fs BT A7 1A [] i N A R A7 AE S & output T, A RARAEAE A AT iIE A h
F e la] BN 28, W AT BLE £ print (output); R ASREE, WA R D _EIEREAT S 4.

command.send('term len 0\n')
command.send('show ip int b | 1 up\n')
time.sleep (1)

output = command.recv (65535)

#print (output)
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(7 FARATR G A 20 H P o (99 B i 1 (GigabitEthernet) & Up 1), ATBAT]

DA IE ) ik 30 findall() 572 £ ¥E# UL EL GigabitEthernet, ¥ findall ()i [7] 1) 41 % I i 45
A5 & search_up_port, #RJ5iEIL len(search_up_port) B Af 15 3] Up M4 # oG H 8 &, I
ZBE TR AE 45 2% 5 number_of _port. i J5 T B0 tH AN A WLE 2 /0 A4S H - S B i 1 2 Up
B . BINRTH © 4 5% X 748 & total_number_of up_port, JEE %% 0 IS, FrLAa] L
i@ i total_number_of up_port += number_of _up_port f] J5 184 55 AN 32 e HL Up B4 B 5 11 4
HRNER, HJEEREAMET Up MBS S 8. 5 58 AL 25 £) except Al
RS (B 73 AN 35 IE

search up port = re.findall (r'GigabitEthernet', output)

number of up port = len (search up port)

print (ip + " has " + str(number of up port) + " ports up.")

total number of up port += number of up port

except Paramiko.ssh exception.AuthenticationException:
print ("TACACS is not working for " + ip + ".")
switch with tacacs_issue.append (ip)

except socket.error:

print (ip + " is not reachable.")
switch not reachable.append (ip)

iplist.close()

(8) WJakr T RS IHE R S TEN ok, RATIEH H A0 E— A0, @l f =
open(date + ".txt", "a")Rig AT IR ) BRI Z AN 45, BEiHEEEN, I
R EE. EESAMHNEEA fwrite(As of ' + date + " " + time_now), IX#EA] LLIE M
B B RATR AT — R JUN U JUR S AT AR . 2 B A HIRE RSO 447 X
PSR G Ak — BLIg AT AR I 50 AR, A st 2 B sh @@ —ASB g sk, tedn 2018
6 H 16 SigAT T — XA, Python G | —/M4 K 6-16-2018.txt 301, WIRE K
FRIZ 4T — RIA, Python X2l i — A4 4 6-17-2018.txt {1 SCfF. 40 B AE A — K B Huxiz
ITIIAS, W2 s AT g R OB 5 AN E— A axt SO, Aald@dh ot X4
Al PLAEFRATTEE & Windows ) Task Scheduler %% Linux [ Crontab >k & 81 5 sh $4T A,
B R B 3 AR R R i S S IR G, T A R I I U 5 ) % B AT L ) i
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1A 1 0L -

print ("\n")

print ("There are totally " + str(total number of ports) + " ports available in
the network.")

print (str(total number of up port) + " ports are currently up.")

print ("Port up rate is %.2f%%" % (total number of up port /
float (total number of ports) * 100))

print ('\nTACACS is not working for below switches: ')

for i in switch with tacacs issue:

print (i)
print ('\nBelow switches are not reachable: ')

for i in switch not reachable:

print (i)
f = open(date + ".txt", "a+")
f.write('As of ' + date + " " + time now)

f.write("\n\nThere are totally " + str(total number of ports) + " ports available
in the network.")
f.write ("\n" + str(total number of up port) + " ports are currently up.")
f.write ("\nPort up rate is %.2£f%%" % (total number of up port /
float (total number of ports) * 100))

f.Write ("\n*******************************k*k*k*k*************************\n\n")

f.close ()

5.2.11 BIAR 2 Wik

(1) #3h%/root/lab2, 12474 lab2_2.py, ik JIA B reachable_ip.txt ST H 2 & 5%
BT ALK A L CH TSR E 1Y, X B2 AT R 172.16.0.1 48 BT AS AT Ik (58 4 L 42
WITRE, B SR L IP bk S N reachable ip.txt), T H AT B Y HTH £ D i
M Up 1, fERESHBSITEE, WRR.
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(2) HIREFIroot/lab2 SCAFJ, 7T LLE FIX B 2 ok — AN 44 4-22-2019.txt (130K 3¢
b, 2R A 2 B ER, RRERAAREXEIT AR SRIHER . X4 BT
A HE . £ Linux 1l 4 Crontab, 7 Windows Server W &4 it RIFEF (Task
Scheduler) & W% R AT ZMIA, BI AT & 245K B 34 # 58 ep Lo 1 AE R H I,
TR
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[root@localhost lab2]# 1ls -1

total 16

-rw-r--r-- 1 root root 195 Apr 22 08:40 4-22-2019.txt
-rw-r--r-- 1 root root 513 Apr 6 17:38 lab2_1l.py
=rw-r--r-- 1 root root 2504 Apr 15 12:56 lab2_2.py
-rw-r--r-- 1 root root 154 Apr 22 08:39 reachable ip.txt
[root@localhost lab2]# cat 4-22-2019.txt

As of 4-22-2019 8:39:44

There are totally 672 ports available in the network.
608 ports are currently up.
Port up rate is 90.48%

B

[root@localhost lab2]#

5.3 3L 3 FFA Python BFIARER RN HWEE

AT LA SESS (BHEEE 4 &) O NG UHE 1 Python £E [ 2412 4k v () S bR W
FETS, JEeh T ARG B 3X B Ak S 8 il i F - Python Sk AR P78 K2 A 77 ) 2%
w232 4k E B AL R K

5.3.1 Zhis=

A S A A ML 5E AR

o HANHIA 1000 & EE 2960, 100 & EF} 2960S. 300 4 B Al 2960X 2T HHL,
24 1, EATHI S A 10S FRAS S B R R TR
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kAl B 5 10S kA
2960 WS-C2960-24PC-L €2960-lanbasek9-mz.122-55.SE5
2960S WS-C2960S-F24PS-L €2960s-universalk9-mz.150-2.SE5
2960X WS-C2960X-24PS-L €2960x-universalk9-mz.152-2.E5

O AT e B T Bk AZ #HLI) 10S TH, BAMNRIE, 14 Bug. THE 1 10S iR
N I/

2960: ¢2960-lanbasek9-mz.122-55.SE12
2960S: c2960s-universalk9-mz.150-2.SE11

2960X: c2960x-universalk9-mz.152-2.E8

5.3.2 WHB

o JTHHHLKIET 10S A LT EM AL, JFH boot system [IBRAE BN T
B 10S hieA, J9WfifR 10S FRASTHIUBA 5k, 7 ZLAUHE Python I 2 T A
MBI B A 7T IR, E 4 TH 2 10S AR [ R o BN R 4 %

5.3.3

¥ 8 B

¥

THRAZ AL 10S RRAS [ 5810 F 73 K B> J AR A 3R

1. HJR S HAML AT ISR D TR
KB 10S _EA% 2] flash Ji5 21 5 /5 52 H AL AT AT BE 238 2 LR =Fi AR .
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(1) 10S fRAFIZZ HALIL S AR, L ande 2960 (# 10S fiiA L Af 45T 2960X.
(2) boot system it & o 5 34 5 DU 3% -

(3) HEFZHALAT, Kid write memory fR1EHLE .

PRI, EE R PTA SCHALAT, & BRI S ML = A E .

(1) show inventory | i PID: WS.

(2) show flash: | i c2960.

WD H R B R AL S AN AR T K 10S BAS, 38 S i AR & BEAN KR
G DL R A

(3) show boot | i BOOT path.

X — 1 H A2 boot system it B J& 7514 B IE #i

2. HJA MG I KL B

R AWML I IE P R o e, AR show ver | b SW Version 46 iiF 22 #4111
10S A 5 O 4 B Ih T+ 23T A B AT

gr ERid, AT A3 05 P AN A RO B T IS B E D B BIAS 1 AR S e pL R
JRHT VSR, BAA 2 P A S B L S S R BE

534 SIER - HIA1

o TEEN LAIE—ASHIISCHIE, B4 lab3, TEiZ /I T Al @ st 3 A 1
CAF lab3_1.py, R R
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o TEEMLEBIEE—A ip_list.txt X, %0 F R ARAZFAT
P BT B A S B LR B B P bk, an R PR .

[root@Cent0S-Python lab3]# cat ip_list.txt

[ root@Cent0S-Python
[ root@Cent0S-Python

[ root@Cent0S-Python

~#
~]# mkdir lab3
~]# cd lab3

[ root@Cent0S-Python

.16.206.39
.16.206.40
.16.206.41
.16.206.

.16.206.43

.16.
.16.
.16.

.16.
.16.206.146

lab3]# vi lab3_1.pyll

[root@Cent0S-Python lab3]# I

5.3.5 SCHMCHS - Bk 1

¥ FIARIS 5 N A 1ab3_1.py.

import paramiko

import
import
import
import

import

time
getpass
sys

re

socket

username = input ("Username: ")

password = getpass.getpass ("Password:

iplist =

switch u

switch n
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switch with tacacs issue = []

switch not reachable = []

for line in iplist.readlines():
try:

ip address = line.strip ()

ssh client = paramiko.SSHClient ()

ssh client.set missing host key policy(paramiko.AutoAddPolicy())

ssh client.connect (hostname=ip address, username=username, password=password)

print ("Successfully connect to ", ip address)

command = ssh client.invoke shell (width=300)

command.send ("show inventory | i PID: WS\n")

time.sleep(0.5)

command.send("show flash: | 1 c2960\n")

time.sleep(0.5)

command.send ("show boot | i BOOT path\n")

time.sleep(0.5)

output = command.recv (65535)

command.send ("wr mem\n")

switch model = re.search(r'Wws-C2960\w?-\w{4, 5}-L', output)

ios version = re.search(r'c2960\w?-\w{8, 10}\d?-mz.\d{3}-\d{1l, 2}.\w{2,
4} (.bin)?', output)

boot system = re.search(r'flash:.+mz.\d{3}-\d{1, 2}\.\w{2, 4}\.bin',
output)

if switch model.group() == "WS-C2960-24PC-L" and ios version.group() ==
"c2960-lanbasek9-mz.122-55.SE12.bin" and boot system.group() ==
'flash:c2960-1lanbasek9-mz.122-55.8E12.bin' or boot system.group() ==
'flash:/c2960-1lanbasek9-mz.122-55.SE12.bin":

switch upgraded.append(ip address)

elif switch model.group() == "WS-C2960S-F24PS-L" and ios version.group ()
== "c2960s-universalk9-mz.150-2.SE1l.bin" and boot system.group () ==
'flash:c2960s-universalk9-mz.150-2.SE1ll.bin' or boot system.group () ==
'flash:/c2960s-universalk9-mz.150-2.SE1l.bin"':
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switch upgraded.append (ip_ address)
elif switch model.group() == "WS-C2960X-24PS-L" and ios version.group ()
== "c2960x-universalk9-mz.152-2.E8.bin" and boot system.group () ==
'flash:c2960x-universalk9-mz.152-2.E8.bin' or boot system.group() ==
'flash:/c2960x-universalk9-mz.152-2.E8.bin":
switch upgraded.append (ip address)
elises:
switch not upgraded.append(ip_ address)
except paramiko.ssh exception.AuthenticationException:
print ("TACACS is not working for " + ip address + ".")
switch with tacacs_issue.append (ip address)
except socket.error:
print (ip address + " is not reachable.")

switch not reachable.append (ip address)

iplist.close()

ssh _client.close

print ('\nTACACS is not working for below switches: ')

for i in switch with tacacs issue:

print (i)

print ('\nBelow switches are not reachable: ')
for i in switch not reachable:

print (i)

print ('\nBelow switches IOS version are up-to-date: ')
for 1 in switch upgraded:

print (i)
print ('\nBelow switches IOS version are not updated yet: ')

for i in switch not upgraded:

print (i)
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5.3.6 HIA1RKBoERHAE

(1) pE FNBEE, Q1 4 25K, ARGIHE 2 DT HHLC & R Ih T+ 4 10S A,
A2 D IMBLBA THS 10S WA, A URLEsZ B LKy TACACS s & B IP bk AN AT ik
Tk sk, LLRECA for loop A Paramiko fK RAEFR SSH % ¢ fr A A2 #e bl , 1 3 43 41 2
CEE RN, X EAEER,

import paramiko
import time
import getpass
import sys
import re

import socket

username = input ("Username: ")
password = getpass.getpass ("Password: ")

iplist = open('ip list.txt', 'r+')

switch upgraded = []
switch not upgraded = []
switch with tacacs issue = []

switch not reachable = []

for line in iplist.readlines():
try:
ip address = line.strip()
ssh client = paramiko.SSHClient ()
ssh client.set missing host key policy(paramiko.AutoAddPolicy())
ssh _client.connect (hostname=ip address, username=username, password=password)

print ("Successfully connect to ", ip address)

(2) BINJETHZEH show flash: | ic2960 A7 A7 R IHIF 10S 3L, 17 10S SCA 44 38 H R K
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SR AN R v, )4 5 BUR T AU output AN SR, AT SR IE D) 2% 54 30 % g ] (1 DT
fic . fiFLAT] LA command = ssh_client.invoke_shell(width=300) 3k i # Paramiko [f] & P 25 )
% CGBRAN 100D,

command = ssh client.invoke shell (width=300)

(3) command.send("show inventory | i PID: WS\n"). command.send("show flash: | i
€2960\n") 1 command.send("show boot | i BOOT path\n")ix 3 4™y 4 HI4F F 1l & £ i it
KEAKFE FEAEPMNSE T 2960, 2960S 1 2960X 22 # Al H #4477 1X 3 % i & 15 E i)
W AR (X304 108 bARSE e, A2l 5 A RS &5 R, I R

2960
AS-2960-EC3-G-3630#show inventory | i PID: WS
PID: WS-C2960-24PC-L , VID: V02

AS-2960-EC3-G-3630#

AS-2960-EC3-G-3630#

AS-2960-EC3-G-3630#show flash: | i c2960
2 -rwx 9827106 Mar 4 2018 09:32:04 +03:00 ¢2960-Tanbasek9-mz.122-55.SE12.bin
4  drwx 512 Mar 1 1993 03:08:37 +03:00 c2960-Tanbase-mz.122-44.SE2

AS-2960-EC3-G-3630#

AS-2960-EC3-G-3630#

AS-2960-EC3-G-3630#show boot | i BOOT path

BOOT path-Tist : flash:c2960- 1anbasek9 -mz.122-55.SE12.bin

AS-2960-EC3-G-3630#f]

2960S

AS-2960-EC3-G-3748#show inventory | i PID: WS

PID: WS-C2960S-F24PS-L , VID: VO1 ,

AS-2960-EC3-G-3748#

AS-2960-EC3-G-3748#

AS-2960-EC3-G-3748#show flash: | i c2960
4  -rwx 14572032 May 10 2018 14:48:49 +03:00 <¢c2960s-universalk9-mz.150-2.SE1ll.bin
7 drwx 512 Mar 1 1993 03:16:11 +03:00 c2960s-universalk9-mz.150-2.SE5

AS-2960-EC3-G-3748#

AS-2960-EC3-G-3748#

AS-2960-EC3-G-3748#show boot | i BOOT path
BOOT path-Tist : flash:c2960s-universalk9-mz.150-2.SE11l.bin
2960X

AS-2960-EC3-G-3622#show inventory | i PID: WS
PID: WS-C2960x-24PS-L , VID: V04
AS-2960-EC3-G-3622#
AS-2960-EC3-G-3622#
AS-2960-EC3-G-3622#show flash: | i c2960
5 -rwx 21287936  Apr 9 2018 15:40:23 +03:00 c2960x-universalk9-mz.152-2.E8.bin
AS-2960-EC3-G-3622#
AS-2960-EC3-G-3622#
AS-2960-EC3-G-3622#show boot | i BOOT path
BOOT path-Tist : flash:/c2960x-universalk9-mz.152-2.E8.bin
AS-2960-EC3-G-3622#
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M LTI show inventory | i PID: WS ¥[8 W N 25 AT AE F, 3 Ff 29X X ZZ # ALK AL 5
43 3 WS-C2960-24PC-L. WS-C2960S-F24PS-L il WS-C2960X-24PS-L, ix B \] DA A 1)
#1530 switch_model = re.search(r'ws-C2960\w?-\w{4, 5}-L', output)>RILHL .

PR show flash: | i c2960 F % i 25 &, FAT4F 2] 1%L 3 Fh Az # ALY 5 1) 10S KJ.bin
X453 5N €2960-lanbasek9-mz.122-55.SE12.bin ., ¢2960s-universalk9-mz.150-2. SE11.bin
H ¢2960x-universalk9-mz.152-2.E8.bin, #] LA 1E 514 3 ios_version = re.search(r'c2960\
w?-\w{8, 10}\d?-mz.\d{3}-\d{1, 2}.\w{2, 4}(.bin)?', output)k VLA .

@B, %5 show boot | i BOOT path 43575 %] T flash:c2960-lanbasek9-mz.122-55.
SE12.hin.flash:c2960s-universalk9-mz.150-2.SE11.bin I flash:/c2960x-universalk9-mz.152-2.
E8.bin 3 A ANFI[ boot system 5| T #%4%, I IEN KL boot_system = re.search(r'flash:/?
c2960\w?-\W{9, 11}-mz.\d{3}-\d{1, 2}.\w{2, 4}.bin', output)ULHE. &nHE/R LML,
2= % 3 boot system F&4%T] LA'E EY flash:, AT LLE /% flash:/, £ L k¥ 48 T A% I 5 Xk i/
Ty A e 2% AR AN 0, B LLZE IR W 2k Kb 3R AT flash:/ 26 P A5 DL AT ILEC 21 1 .

command.send ("show inventory | i PID: WS\n")

time.sleep(0.5)

command.send ("show flash: | 1 c2960\n")

time.sleep(0.5)

command.send ("show boot | i BOOT path\n")

time.sleep(0.5)

output = command.recv (65535)

command.send ("wr mem\n")

switch model = re.search(r'WwsS-C2960\w?-\w{4, 5}-L', output)

ios_version = re.search(r'c2960\w?-\w{8, 10}\d?-mz.\d{3}-\d{1, 2}.\w{2,
4} (.bin)?', output)

boot system = re.search(r'flash:.+mz.\d{3}-\d{1, 2}\.\w{2, 4}\.bin',

output)

(4) FHIEN ik AU BC T A 7T Ae Y IR i 45 R 5, #NoRBUAT DL if i A B & and
A or PIANA /KB 4 I8 SR AMMOHI I, BB 5 — 2R UL AC 2960 “Z H LI if 54 .
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if switch model.group() == "WS-C2960-24PC-L" and ios version.group () ==

"c2960-lanbasek9-mz.122-55.SE12.bin" and boot system.group() ==

'flash:c2960-lanbasek9-mz.122-55.SE12.bin' or boot system.group() ==

'flash:/c2960-lanbasek9-mz.122-55.SE12.bin":

switch upgraded.append (ip_address)

FEANAE )R DLIXFERY 3 W R A e LAY 5 WS-2960-24PC-L H AT #e LT 10S FRAS Ny

c2960-lanbasek9-mz.122-55.SE12.bin , JF H boot system ) 5| § #% 42 & flash:c2960-

lanbasek9-mz.122-55.SE12.bin (ANjN/5 ) 8¢ flash:/c2960-lanbasek9-mz.122-55.SE12.bin
Cmrs), N Z A B b B 1P Hu kil in A\ switch_upgraded %132 .

[ FE, THRE S 4 VLA 2960S AZHHLH elif iEA) .

elif switch model.group() == "WS-C2960X-24PS-L" and ios version.group ()
c2960x-universalk9-mz.152-2.E8.bin" and boot system.group ()

'flash:c2960x-universalk9-mz.152-2.E8.bin' or boot system.group() ==

'flash:/c2960x-universalk9-mz.152-2.E8.bin":

switch upgraded.append (ip address)

R HALI S

A WS-C2960S-F24PS-L H.AZ # WL 10S iR 4y ¢2960s-universalk9-mz.
150-2.SE11.bin ,

3 H flash:c2960s-universalk9-mz.150-2.SE1l.bin ( A fn/ %5 > =8 #
flash:/c2960s-universalk9-mz.150-2.SE11.bin C(hn/ 5 ),

W R 12 AE e AL 1P ik i A
switch_upgraded %1% .

% =2 ULHE 29640X )[R HE, X HME AN HE. B JE i RAT A AZ e AUASH 2 L 3 41T

Bo 46 F, WK e i) B P bk in A\ switch_not_upgraded %1 3% .

elif switch model.group() == "WS-C2960X-24PS-L" and ios version.group ()
c2960x-universalk9-mz.152-2.E8.bin" and boot system.group ()

'flash:c2960x-universalk9-mz.152-2.E8.bin' or boot system.group ()

'flash:/c2960x-universalk9-mz.152-2.E8.bin":

switch upgraded.append (ip_address)
else:

switch not upgraded.append(ip_address)
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(5) #Ja# switch_upgraded 1 switch_not_upgraded /%113 1 fir & 76 & 1 B 5K
XFERLRETE A B LT L D R R g, MRS A AR, DL E AT k. R
(ARG Py 25 0] i 5 AN o

except Paramiko.ssh exception.AuthenticationException:
print ("TACACS is not working for " + ip address + ".")
switch with tacacs_issue.append (ip address)

except socket.error:
print (ip address + " is not reachable.")

switch not reachable.append (ip address)

iplist.close ()

ssh _client.close

print ('\nTACACS is not working for below switches: ')
for i in switch with tacacs issue:

print (i)

print ('\nBelow switches are not reachable: ')
for i in switch not reachable:

print (i)

print ('\nBelow switches IOS version are up-to-date: ')
for i in switch upgraded:

print (i)
print ('\nBelow switches IOS version are not updated yet: ')

for i in switch not upgraded:

print (i)
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5.3.7 HIAX 151

#3h %root/lab3, HATIIA 1 (lab3_1.py), WBIA H 5h & 3 ip_list.txt oA 28 #e bl
& 1P Huhl, 285 PAT A He WL E S /0 38 UE 2P 3%, A LLE ) 172.16.206.119 A
172.16.206.146 P E J5 BT AY 10S FFR AL E A %, W R ATR.

ot@localhost lab3]# python lab3_1.py

onnect
connect
connect
onnect
connect
onnect
n
onnect

TACACS is not working for below s
Below switches are not reachable:

I0S version are up-to-date:

yet:

5.3.8 ELIER - BIA2

PAPREWA 2, W RZHMALER G, R 10S MA I 5 B T 10 AR
B8 2 lab3 LR T, G lab3_2.py B4
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[root@Cent0S-Python ~]# cd lab3

[root@Cent0S-Python lab3]# vi lah3_2.pyl

SRR AEYEY T 1IN B S T AR L, ARSI R A S E WA R MBS
TR SR A1 B B S AZ AL T
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5.3.9

KR - A 2

R AIARAD 5 N JHA 1ab3_2.py.

import
import
import
import
import

import

username =

password =

iplist

switch upgraded =
switch not upgraded =
switch with tacacs issue =

switch not reachable =

paramiko
time
getpass
sys

re

socket

= open ('ip list.txt',

input ("Username:

getpass.getpass ("Password:

ll)

lr+l)

[]

[]

[]
[]

for line in iplist.readlines():

try:

* 228 *

ip address

ssh client

ssh_client.

ssh_client.

print

("Successfully connect to ",

= line.strip ()

= paramiko.SSHClient ()

set missing host key policy(paramiko.AutoAddPolicy())
connect (hostname=ip address, username=username, password=password)

ip address)

command =
command.send ("show ver |
time.sleep(0.5)

output = command.recv (65535)

print (output)

ssh client.invoke shell (width=300)

b SW Version\n")
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ios version = re.search(r'\d{2}.\d\ (\d{1l, 2}\)\w{2, 4}', output)

if ios version.group() == '12.2(55)SEl12"':
switch upgraded.append (ip_ address)
elif ios version.group() == '15.2(2)E8':
switch upgraded.append (ip_ address)
elif ios version.group() == '15.0(2)SE1l"':
switch upgraded.append (ip address)
elises:
switch not upgraded.append(ip_ address)

except paramiko.ssh exception.AuthenticationException:

print ("TACACS is not working for " + ip address + ".")

switch with tacacs_issue.append (ip address)
except socket.error:
print (ip_address + " is not reachable." )

switch not reachable.append (ip address)

iplist.close()

ssh _client.close

print ('\nTACACS is not working for below switches: ')
for i in switch with tacacs issue:

print (i)

print ('\nBelow switches are not reachable: ')
for i in switch not reachable:

print (i)

print ('\nBelow switches IOS version are up-to-date: ')
for 1 in switch upgraded:

print (i)

print ('\nBelow switches IOS version are not updated yet:
for i in switch not upgraded:

print (i)

')
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5.3.10 A2 RIEBDERHE

(1) XBAAEMEA 1 EAME, RATFEFEGIE T switch_upgraded 1 switch_not_
upgraded P HIER, HI RS iH A B Le 2 ML E H 5 )5 10S WA FH i Ty, A WR e 58 4l
TEH 7 )5 10S fRAFH A BT

import paramiko

import
import
import

import

time
getpass
sys

re

import socket

ll)

getpass.getpass ("Password:

username input ("Username:

password

ll)

iplist = open('ip list.txt', 'r+')

[]

switch not upgraded

switch upgraded

[]
switch with tacacs issue

[]

[]

switch not reachable

for line in iplist.readlines():

try:

ip address line.strip ()

ssh client paramiko.SSHClient ()

ssh client.set missing host key policy(paramiko.AutoAddPolicy())

ssh _client.connect (hostname=ip address, username=username, password=password)

print ("Successfully connect to ", ip address)

command

ssh client.invoke shell (width=300)

command.send ("show ver | b SW Version\n")
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time.sleep(0.5)
output = command.recv (65535)

print (output)

(2) ZZHHLE J3 J5 H.# show ver | b SW Version & 247 10S R4, 7 1EN F£is K
ios_version = re.search(r'\d{2}.\d\(\d{1, 2}\)\w{2, 4}', output) K UCH, H E At VLA
12.2(55)SE12. 15.2(2)E8. 15.0(2)SE11 iX 3 Ff 10S HAFEE —A, Wi ZHHLAE H 1P
ks N2 switch_upgraded %13, 2 i ik 3 Fi 10S #RUCECA R, KA H bl
HOIP Hihb¥S i E] switch_not_reachable %%, &5 H for f¥ % switch_upgraded #I
switch_not_reachable H1 7o — —FT Bk, it A 2 IR XA A 1 9F 8 =3

ios version = re.search(r'\d{2}.\d\ (\d{1l, 2}\)\w{2, 4}', output)
if ios version.group() == '12.2(55)SEl12"':
switch upgraded.append (ip address)
elif ios version.group() == '15.2(2)E8':
switch upgraded.append (ip address)
elif ios version.group() == '15.0(2)SE1l"':
switch upgraded.append (ip address)
else:
switch not upgraded.append(ip address)
except Paramiko.ssh exception.AuthenticationException:
print ("TACACS is not working for " + ip address + ".")
switch with tacacs issue.append (ip address)
except socket.error:
print (ip address + " is not reachable." )

switch not reachable.append (ip address)

iplist.close ()

ssh client.close
print ('\nTACACS is not working for below switches: ')

for i in switch with tacacs issue:

print (i)
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print ('\nBelow switches are not reachable: ')
for i in switch not reachable:

print (i)

print ('\nBelow switches IOS version are up-to-date: ')
for i in switch upgraded:

print (i)
print ('\nBelow switches IOS version are not updated yet: ')

for i in switch not upgraded:

print (i)

5.3.11 HIA 2 iE
%3 E /root/lab3, FATHA lab3 2.py, WLLERAEEFE, A H#ILA 10S #HE

T, AFEAEIEAT A 1ab3_1.py B H Al # [ 172.16.206.119 F1 172.16.206.146 i 5 5
AL, WRFTR.

232



¥ 5FE Python MET4SE (EH)

[root@localhost lab3]# python lab3_2.py
Username: parry

Password:

Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.
Successfully connect to 172.16.206.

TACACS is not working for below switches:

Below switches are not reachable:

Below switches IOS version are up-to-date:
.206.
.206.
.206.
.206.
.206.
.206.
.206.
.206.
.206.
.206.146

Below switches IOS version are not updated yet:
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Python 2 =5 E 1

EPLSERITH 5 BN A I T a, MEIEE DL X Python FI3EAE%A11RFI Python 7£
Wi gerp I A T — SRR T . EIER B, ASGY BTt Python 7EM %Kiz
YA A R R ANE R AR AP IR SR R CEBRIME R .
LEFEPAT AT Python JZAT RUZEAR R 7 (¥ 1), 45 25 51 25 HH At vl ik 26 ) J8 11 7 8 J 3L
JREEL . BFXE “ASCRE AP A G487 HUE U 7E 6.1~6.5 T itit, TM1E 6.6 A1 6.7
AR AT ST “Python BRIAIFID . HLLRFRBURAR R 7 (1 )

1. R3#E: API LS 4%

AT E S, NETCONF (RFC 6241) iXANEET XML, FSREAL CLI Al SNMP 19 2%
Fict 5 0 ) 2 A5 P 1 e L E AR T 2006 4F 12 A, B IETF B RFC 4741 KA o 1EREHT — & &
WG, IETF 3T 2011 4F 6 H LA RFC 6241 # PRk AT . fERLZ B —5 “ B EL”
(0 X 4% % 2%, b an RN B R T 10S #:1E R 401 Catalyst & 5138 #e 41 (2960, 3560+ 3750
4500+ 6500) J& /A% FF NETCONF (¥, B Ui % 1E 7 2% ] NetDevOps [ % 2 T2 ifi o i B-

ABETVERY JSON. XML, YAML iX 2684258, LA YANG XA HUEHAES 1. Wi s

KRB AR APL . API XK “BFE” KRG RAE-F N 7M. SDN

AR, 3 T HE H BT (9 10S-XE #:4FE R 405 A @ W b odk BAHE & 10, HLBCE R Al
F 10S-XE #4143 B R 3850, 9200. 9300 %3 —1{X Catalyst & 53 #:Hl .

o T ERHE 21 LW HIE SR EE AT “H 7 AL, i BaX s 2 3T 108
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B A SE 2 B L KB TE, IS AT AR BEAEAR 22 A b A0 2w B B B B E AT Y
AE G4 RABSRA — it Windows XP F1 Windows 7 (f) /852 F P 28 I8 Sy Bt —FE D . 7
2016 £E 5 H F 35 [E $7 0 4 fn W26 4 19 55 30 S Interop B Cinterop & H1ZEE Informa 43 & 2
)RR IRE T HiRIE 2 ), K45 5, Network Programmability and Automation: Skills
for the Next-Generation Network Engineer — i I{E# 2 —, M Zia 4 H sh L)Lk Jason
Edelman 7Eth i) 3 P $2 205 B A0 1173 L 3CRF NETCONF. AP 1 9 2% ¥ 25 i T 37473 40
(¥7 15%~20%., T[] 80% LA L #Rit 2 HSCHF SSH Ui il i & AT L G e, W R PR

AT R T . BESR 10S W& 2 ATE S 4 E R K T 8, 84 2 % Sk E JSON.
XML.YAML B ERX L ER P& R 2R e ? ZFRETEMN, KER 6.1~
6.5 Tk A/ 44 TextFSM. ntc-template. Napalm. pyntc iX 28 Python 25 = J5 JE AR A /2
AT Ks JSON MIZ B82E H H AT W45 S E — /1, DL ERIR R A E X LA AP
B A4 FEMZ AT, AT ZEHE G T JSON YAl A1

2. Python BRIAFRIAE . BRLEGHE R A ] e

Xof WX 4% AR ISR i, FRATIE % 0 FifE Bh Telnetlib. Paramiko 3% Netmiko iX 455 = J5 Jf
TR REIEIT Telnet Bk SSH SR B 3%, /. HHE S MM LB % . KA Python ERiLHiz
1777 ARG FE . RFRD, Ol B TE AN AR Py A4 R B (T4 R, 42 4T Python
AR ENHEE— & — G SRR FPATRED o B — ARG — & 2 ALIAT AL E T
KRBT s, B AALEHNA 1000 & A2 AL KA Al /4 B gk ZEFEIT 5 000s A4 fe AT 78 A
R KRG £E 6.6 A1 6.7 715 H0RE 439l A 28 i fer i i A A netdev FT Netmiko s3I 57 40 1 2 2%
FER AR RIX AR AL, 42T Python [ TAERLE .

6.1 JSON

JSON H#EA: F 1999 4 12 A, J& JavaScript Programming Language ( Standard ECMA-262
3rd Edition) J—"74ESE, & —FRERN Y ZH%N. B ISON H T JavaScript
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TR, HER—M “iE 555" (Language Independent) Hy AR, HHERMH CESH
PRSI, RO — T B AR I s =2

Al N H 2=
SFho a8

W, bt C. C++. C#. Java. Python #il Perl

¥i& = (Data-Interchange Language).

6.1.1 JSON EHF0iR
JSON F#dE 45/ B 5 e 05 o5, B 8{E XS (Collection) FIXf% (Object) 4%,
— AN H A ) JSON H 4% =0 .

TE 458 b e 2540l Python #)~# (Dictionary), WK &

{
"intf":"Gigabitethernet0/0",
"status":"up"
}
5 Python )74t —#FF, JSON HfgEXN B E 52, B5 208y intf Fl " "status" B
B (Name), B 545141 "Gigabitethernet0/0"F1"up" BN B (& %t ({8 (Value), 4

SRR X 2 () 5 B T
v WL R T

JSON 57 #A—FE 7 R
(1) JSON BE@rBIER B NF AN TR &, 1ML 70 E 7R
ZH & HL A s i B R 2K A,
(2)JSON B FRHENELFMEANG 5 " "HEERK, Mg BEEnT DA RS,

AT BLFH A G] 5 R B R 775 5
EE fin L 1 f) "Gigabitethernet0/0™ A1 "up® wll /& — it ] B OB . 53— M B AR 0 R

JSON AR X IIME S AP R, — R SR R B E, S TRr s . B,
(Object), X RN AHKITE SRR, WRFKBEXN ZBAES3IF, EMNEREFH,

IR .
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{"Vendor":"Cisco", "Model":"2960"}

M 2 W RAALER, AR H AR N ISON 31 (JSON Array), B4 DL 35 5 [1E 7,
EEFIHRRTER (BIEMNER) REFH (ATABEEB AR, 26T,

{
"devices": [
{"Vendor":"Cisco", "Model":"2960"},
{"Vendor":"Cisco", "Model":"3560"},
{"Vendor":"Cisco", "Model":"4500"}
]
}

6.1.2 JSON 7£ Python g9 FH

Python "F L4 N B 7 JSON #idl, 75 ZAFH N K% import json BIA], W F s,

[root@Cent0S-Python ~]# python3.8

Python 3.8.2 (default, Apr 27 2020, 23:06:10)

[GCC 8.3.1 20190507 (Red Hat 8.3. )] on linux

"license” for more information.

Type "help”, “copyright”, "credits" or
>>> import json

3

JSON #i bR F 2 5  Fh bk #: json.dumps() A1 json.loads(). Hi# /& JSON %Y &%
(Encoder), HIK:¥4 Python A1 X G4 i ISON 4% W F A7, W F AR
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>>> import json

a = json.dumps( parry")
type(a)
lass ‘str'>
>>> type(json.dumps({"c": @, "b": @, "a": @}, sort _keys=True))

IS }
lass "str'>

>>> type({"c": @, "b": @, "a": 0})
<class 'dict’'>

>>> type(json.dumps([1,2,3]))
<class 'str'>

ML AT LAE 2], FATH json.dumps()¥s Python 1 3 iSRRI fIR; 4. F4FEE Cparry').

FH ("¢ 0,"b": 0, "a": 0}). FIFE (json.dumps([1,2,3])) ¥k T JSON #& X FZ7F 8,
I type() iR HOHAT T B IE o

1M json.loads () ft) AL ) 2 5 JSON A% 3 Y 7 45 5 7% e B Python HIXF %, 40 R Tz o

>>>» json_list = "[1,2,3]"
>>»> type(json_list)
ass 'str'>
> python_list = json.loads(json_list)
> print (python_list)
2, 3]
ype(python_list)
ass 'list'>

x>

son_dictionary = "{"vendor":"Cisco", "model":"2960"}"
ython_dictionary = json.loads(json_dictionary)
>>> print (python_dictionary)
sendor’: 'Cisco', 'model': '2960'}
> type(python_dictionary)
ass 'dict'>

x>

BATVE P JSON 207 /5 58 . '[1,2,3]'A1 '{"vendor":"Cisco", "model":"2960"}',
json.loads()# #e i 7 A1 & E X Python Xf % . %1% [1,2,3]#1 it {"vendor":"Cisco",
"model™:"2960"}, . FFEVERIIZL, EQIEXIRL Python FHLZE A K) JSON F4F i, iR
SHEAE R T #5145, U Python 2xiR[A] “SyntaxError: invalid sytanx”, $#2/R8iB7k45R, WF

I
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json_dictionary = '{'
File “"<stdin>", line 1
!
L

vendor':"Cisco’, 'model’:'20608"'}"

json_dictionary = "{'vendor':'Cisco’', 'model’':'296@'}’

SyntaxError: invalid syntax
>>> exit()

JRA B Z: JSON B M ZRAF B NAE LIRSS "FEER, AME7 i BEEA LA
e, YAUHAXNGSRERTHE, XAESULIER,

6.2 IENFRZENARER

VERARRE SN, WAVAGE, £ Python Hal LLAE A IE ) 2 ik 2k xt 745 d 4 X
[ SCAR I 25 BT (Parse), AT C FC 3 FR AT 1 1) SCAR 9 7%, ERIX A8 — 2 PRI,
b an A1 75 B 1E ) Rk S N — & 2960 22 e ML show ip int brief iy 4 i [8] L N 258 F 3k
HH R L M 3 3 1 2 Up 116

SWl#show ip int brief
Interface IP-Address ? Method Status Protocol
GigabitEtherneto/0 unassigned unset up up
GigabitEtherneto/1 unassigned unset down down
unassigned unset down down
unassigned unset down down
GigabitEthernet1/0 unassigned unset down down
GigabitEthernet1/1 unassigned unset down down
GigabitEthernet1/2 unassigned unset down down
unassigned unset down down
unassigned unset down down
GigabitEthernet2/1 unassigned unset down down
GigabitEthernet2/2 unassigned unset down down
GigabitEthernet2/3 unassigned unset down down
GigabitEthernet3/0 unassigned unset down down
unassigned unset down down
unassigned unset down down
GigabitEthernet3/3 unassigned unset down down
lanl 192.168.2.11 NVRAM up up

11 5 P 0 R 4 ) 1E ) 2% 3 2\, GigabitEhternet\d\\d SR UTES, T €284 % VLANL 4k (1) B
By v VARG AC b, AR IR PR ik A5 R 1, RA 2480 A GigabitEthernet0/0 1X — /M)
H S PR A S Up 19, W R TR
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REGULAR EXPRESSION
Gigabitethernet NaNNd [ gm = l
TEST STRING SWITCH TO UNIT TESTS »

SWwi#show ip int brief

Interface
GigabitEtherneto/eo

GigabitEthernete/2

GigabitEtherneti/e

GigabitEthernet1/2

GigabitEthernet2/e

GigabitEthernet2/2

GigabitEthernet3/e

GigabitEthernet3/2

vlani

IP-Address oK?
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES
unassigned YES

192.168.2.11 YES

Method
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
NVRAM

Status
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up
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BEE AR WAV U AR 2 7 5 — M7k, R AE S AL show ip int brief 5T £ i
up FERT ML pE, O E N %A GigabitEhternet\d\\d SR UCHED, Ebin T ElIXEE,

SW1#
SWli#show ip int brief | i up
GigabitEthernet@/o unassigned YES unset wup

192.168.2.11 YES NVRAM up

REGULAR EXPRESSION 1 match, 19 steps (~oms)
GigabitEthernet NANING

TEST STRING

SwWi#show ip int brief | i up

GigabitEthernetoe/o u):\assigned YES unset up up

vlani 192.168.2.11 YES NVRAM up up

X7 A ST LLUG S AT AR, (ER A RO I S 2R A — A2 R AT AL
BHLUF A Up M 0 GER, BUEAR R R ITE Up B H, e H Vianl
WERBE ), I H R4 e AT 5 5 A 1P k.

IXAN LR R AN L B 20k UL EE 21 b i SCA L) GigabitEthernet0/0 Vianl.
unassigned. 192.168.2.11 YT P 2%, 38 ZLARIIE 1F W) 38 04 =05 VU AC 2 HoAh % 40 YES. unset.
NVRAM. up AN, BARE? XAMERERAZE R LT T LAY ?

TR I 2k AR i, BATL AR “Bie” TextFSM 1.

6.3 TextFSM #1 ntc-templates

TextFSM # 5 J& 1 Google JT & i) — /M JF i Python £, & e fdi FH B & 122 & R
WL — AR (Template), SR J5 FIZBEBOR B SCA AR, KX TR XEAR
IR CATIE ORI BT & B EE PR ER .

AT, AE 6.2 1R o, a0 R 7R show ip int brief [ 5] i P %5 % 4t B JSON,
R EATLL ISON FEF A Kt i B HIOK, —AZZRITERC S for fii3A R ULHES H H AT AR 2
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MIZP9 2 ELingg 20K X AR JSON FEFI G, 3638 I AA 1 AN A 2 AT A W 2

[

"intf": "GigabitEthernet0/0",
"ipaddr": "unassigned",
"status": "up",
"proto": "up"

}y

{
"intf": "GigabitEthernet0/1",
"ipaddr": "unassigned",
"status": "down",
"proto": "down"

}y

{
"intf": "GigabitEthernet0/2",
"ipaddr": "unassigned",
"status": "down",
"proto": "down"

}y

{
"intf": "GigabitEthernet0/3",
"ipaddr": "unassigned",
"status": "down",
"proto": "down"

by
]

A LU |, JSON P45 4% :AE Python H1sE bR b2 — MR BN BRI & (LL [JF
K, PSR, BEARZ AR, IIRATH AR 77 6 A for W6 A3 P 41 & P IR TR (X
BRI R AFIO, A if 56, K HARER “up” (“status” BEXT R AIMED 1
i S (“intf” BEXT N RIMED AT IP Huhk (“ipaddr” gX R RED ——FTERHSREP A (H
RIS 7E 6.4 TR 4h D).
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NI B U £E Python FRAd ] TextFSM 1) & FR AT 75 B B .

6.3.1 TextFSM %%

fEN Python HUSE = 7 #ikk, TextFSM 5 #5Fh 22 25 ik,

— R iR i pip %%, WFFTR.

[root@(ﬁntﬂ\ Python thplatPa]# pip3.8 install textfsm
ent already s d: textfsm in fusr/local/lib/python3.8/site-packages (1.1.8)
ent already i : >1w in /usr/local/lib/python3.8/site-packages (from tFxt+>m} (1.14.9)
ent al y i : e sr/local/lib/python -packages (from textfsm) (0.18.2)
i ’ le

1d con
nt0S-Python

pip %A 5E B JE N Python Jf import textfsm, 1% Python 3% 4L, 5 B 22 25 Ak
i, W s iR

[root@Cent0S-Python templates]#
[root@Cent0S-Python templates]# python3.8
(default, Apr 27 2 23:06:10)
5087 (Red Hat 8.3.1- d]] on linux
copyright”, "credits" "license"” for more information.
>>> 1mpart textfsm

53y

RS git clone T4 M GitHub T # textfsm MRS, 415 ARf CentOS 8
FHKE 23 Git, RASRBIR—IF 2%, BRI TR,

Git clone https://github.com/google/textfsm.git

[root@Cent0S-Python python]# git clone https://github.com/google/textfsm.git
Cloning into 'textfsm’

Enumerating objects: 158, done.

Counting objects: 1088% (156/158), done.

Compressing objects: 100% (112/112), done.
remote: Total 346 (delta 98), reused 84 (delta 38), pack-reused 196
Receiving objects: 108% (346 5), 200.28 KiB | 15.00 KiB/s, done.
Resolving deltas: 192/192), done.

B R EE, SBIUATHR T2 H— textfsm I, #ENZXH TG, 2FF
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IR BT~ i setup.py .

[root@Cent0S-Python python]# 1s
ip_list.txt naplm test.py ntc-template.py

[root@Cent0S-Python python]# cd textfsm
[root@Cent0S-Python textfsm]# 1s
COPYING LICENSE.txt MANIFEST.in README.md setup.cfg 'setup.py

RGN NI 2 AT 1% py SCTHFEAT 248, WF PR,
python3.8 setup.py install

[root@Cent0S-Python textfsm]# python3.8 setup.py install
running install
running bdist egg
running egg_info
riting textfsm.egg-info/PKG-INFO
riting dependency_links to textfsm.egg-info/dependency_links.txt
riting entry points to textfsm.egg-info/entry_points.txt
riting requirements to textfsm.egg-info/requires.txt
riting top-level names to textfsm.egg-info/top_level.txt
reading manifest file 'textfsm.egg-info/SOURCES.txt"
reading manifest template 'MANIFEST.in'
riting manifest file "textfsm.egg-info/SOURCES.txt’
installing library code to build/bdist.linux-x86_64/egg
running install_lib
running build_py
creating build/bdist.linux-x86_64/egg
creating build/bdist.linux-x86_64/egg/textfsm

6.3.2 TextFSM #&#kx &4 6l 2 A1~ FH

TextFSM [RIEEA B 3R A ME, B0 & DA 332 N ERER . P& eLUER
Nexus 7000 22 #: 41 _E show vlan 4 KB 2 & A, 0 R AT, KE WA TextFSM 1)
BRAR, LA Al g FARACKEE % show vian iy 2 6 [a] 5 P 25 38 7 Rl 3R AT A8 32 i K4 A% 0 .

N7K# show vlan

VLAN Name Status Ports

1 default active Ethl/1, Ethl/2, Ethl/3
Ethl/5, Ethl/6, Ethl/7

2 VLAN0OO0O2 active Pol00, Ethl/49, Ethl/50
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3 VLANOOO3 active Pol00, Ethl/49, Ethl/50
4 VLANOOQOO4 active Pol00, Ethl/49, Ethl/50
5 VLANOOOS active Pol00, Ethl/49, Ethl/50
6 VLANOOQOO6 active Pol00, Ethl/49, Ethl/50
7 VLANQOOQOO7 active Pol00, Ethl/49, Ethl/50
8 VLANOOOS active Pol00, Ethl/49, Ethl/50

HATEIEE — A TextFSM BitR, B A ZEWT .

Value VIAN ID (\d+)
Value NAME (\w+)
Value STATUS (\w+)

Start
~S{VLAN ID}\s+${NAME}\s+${STATUS}\s+ -> Record

(1) 7 TextFSM H, FAMEH Value iBF) ke XA &, XEEXT 3MNEE, 25N
VLAN_ID. NAME HI STATUS.

Value VLAN ID (\d+)
Value NAME (\w+)
Value STATUS (\w+)

(2) BAZEFHAAE H X R IENRE LA (Pattern), X 248 A5 £ 455 ()
Ho b AE & VLAN_ID B4 SR 2 L TTEL VLAN B I1d 51, B BUE J& T B I Rk
ARG (\d+). 78 3.6 T b, \d X ARFRFE 4 H R ILECET, o 1+ H R i 5x 3%
PCRL. [F¥E, A8 & NAME J&H KITH VLAN 4Rk, oMK E VLAN ARS8 T+
BRI, el VLANO002, JrbAE HYIEN Rk XRS5 H Qwedo \w X ARRBR 51
RIULHEC 7 BE8 7, BC& 5 M+ R 2E L. 2R, A& STATUS (\w+) HISKITAC
VLAN IRZS, VLANIRZAS S A active fl inactive 247«

(3) fEE AR &5, FRAVER Start 1B A)K e CUTECRLN,  UCEC KU H IE ) 22 0% 5K
e 2 % A B 44 A

Start
~S{VLAN ID}\s+${NAME}\s+${STATUS}\s+ -> Record
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(4) Start FA)FEMBHLIENREAATF L. M EMREX b — MRk 55, H
TILRMAF RO GAE, EREEEERSARENEZRENS ERERAIFARE
FRLEMAFRFERNERAE, MRFHRAHERMNZZRELTHK VLAN_ID JFILAE %R
B. FE, £ TextFSM F A RN T UHKFES {3, 5 8${VLAN_ID}, A IAH,
HSVLAN_ID, {HZ TextFSM B 7 #EFEH KHE 5 . VLAN_ID X R IE ) 18 e 15
Fe\d+, XFEFLULECE] T 1. 2. 3. 4. 5. 6. 7. 81X VLAN_ID, T/ [ i \s+$ M % 7R UL
B 1. 2. 3. 4. 5. 6. 7. 8 JRHIHIZT HFR (\s X AMREIAF FI FHRILEL 2 B 545) .

~S${VLAN ID}\s+

(5) [AH, HATHHAERE NAME, ‘& XN ) IE N 208 208 \w+, 248558 51 ok
JUER “show vlan” #r4[E] i W& F 1) default. VLANO002. VLANO0003. ---. VLANO0008
SENZE, A T A\s+ U SR ICRE 2 J5 BT A 12 A 455 o

S{NAME}\s+

(6) ZE{STATUSHE —FF, & XF B 1 \w+H Sk ILAL active A inactive iX B Ff VLAN R
& (W g H 1 show vian (1) [E] 55 P9 25 HH inactive, (HS2 A 2mELfED DL S TH 12
HFRF. #xJaF-> Record SR45 7R TextFSM A& UG e HE U .

S{STATUS}\s+ -> Record

E TR T TextFSM [MiEEEERE G, #: FREEALE Python i TextFSM. 1 %
[ TH ) TextFSM R SC 1 LSC 44 show_vlan.template f147, 40 fis .

[root@Cent0S-Python pythonl]# cat show vlan.template
alue VLAN_ID (\d+)

alue NAME (\w+)

alue STATUS (\w+)

Start
A&{VLAN_TD}\s+${NAME}\s+${STATUS}\s+ -> Record
[root@Cent0S-Python pythonl# I

SR )5 AE AR [R] R ST A e T 1 i — > 44 1Y textfsm_demo.py [ Python I .

[root@Cent0S-Python python]#

[root@Cent0S-Python python]# vi textfsm_demo.pyl
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B T i AR BN A

from textfsm import TextFSM

output = "'’
N7K# show vlan

VLAN Name Status Ports

1 default active Ethl/1, Ethl/2, Ethl/3
Ethl/5, Ethl/6, Ethl/7

2 VLANO00O02 active Pol00, Ethl/49, Ethl/50
3 VLANOO0O3 active Pol00, Ethl/49, Ethl/50
4 VLANO00QO4 active Pol00, Ethl/49, Ethl/50
5 VLANOO0OS active Pol00, Ethl/49, Ethl/50
6 VLANOO0O6 active Pol00, Ethl/49, Ethl/50
7 VLANOOOQO7 active Pol00, Ethl/49, Ethl/50
8 VLANO0O8 active Pol00, Ethl/49, Ethl/50

f = open ('show vlan.template')

template = TextEFSM(f)

print (template.ParseText (output))

A5 5 Be ol i R

(1) B ATH from textfsm import TextFSM 5] A\ TextFSM #EH[f) TextFSM & %, %
B BCH TextFSM BEER T B iZ O 1125

from textfsm import TextFSM

(2) ¥ show vlan a5 A 25 L =51 5 T2 45 5 1% R 45 % & output.

output = '''
N7K# show vlan
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VLAN Name Status Ports

1 default active Ethl/1, Ethl/2, Ethl/3

Ethl/5, Ethl/6, Ethl/7

2 VLANOOQOO2 active Pol00, Ethl/49, Ethl/50
3 VLANOOO3 active Pol00, Ethl/49, Ethl/50
4 VLANOOQOO4 active Pol00, Ethl/49, Ethl/50
5 VLANOOOS active Pol00, Ethl/49, Ethl/50
6 VLANOOO6 active Pol00, Ethl/49, Ethl/50
7 VLANOOQOOQO7 active Pol00, Ethl/49, Ethl/50
8 VLANOOOS8 active Pol100, Ethl/49, Ethl/50

T

(3) 4T IF 2 6 & I AR ST 4 show_vlan.template, ] TextFSM() &% E0k & It A
Y57 & template, /5 E T template T ) ParseText() 5& B S A P A M@ #r, ParseText()
BRI $HH 19 2 3 output BV show vian 4 18] 5 N 2%, feJa A print() BR B0Ks il AR A AT ) 1)

[B] 5 AT BT KR, BHE AT AR A A .

f = open('show vlan.template')

template = TextEFSM(f)

print (template.ParseText (output))

— Ui )E, PATHAFR R, Wt pos.

[root@Cent0S-Python python]# python3.8 textfsm_demo.py

'1', ‘default’, 'active'], ['2"', 'VLANG@O2', ‘active'], ['3', 'VLAN@@@3', ‘active'], ['4’,

"VLAN@@R4' , 'active'], ['5', 'VLAN@

5', 'active'], ['6', 'VLAN@G®@6', 'active'], ['7', "VLANGOE , 'active'], ['8", 'VLAN@@®S',

‘active']]

HIE P B B, 20 JE 5 B 205 75 o SOAR A B AE B R AT B (1 TextFSM BEAR AT ) »
DLW A IR ESI RN, TTHEERNBCE for JEIFRR 2 1.

6.3.3 ntc-templates

F TextFSM #il/E FIBAR R GFH , (HAZRS S WR AR FA TextFSM BAR &S H BE X B
— 2%k show B¢ display @y & W [a] Wl SCAR W 2%, 1 B AT 4 ) mpI M4 & & #A L E
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show Bk display @74, JF H& K] Rl LN B XA E AR E, G Bieh 2 A
AR RS, ERHE 10S. 10S-XE. 10S-XR. NX-0OS. ASA. WLC %&£l 0S
FRAS, XEERR AR A & HEFA I show 4, MEERAILAE 3 FiEf 7, BREER
G AT A EE A TS — /X BB S ? ARG, CEF M ARBRITELT T
¥, Xt ntc-templates.

ntc-templates J& 1 Network To Code [#BAJH TextFSM 1€ %% 1 TE¥0.0 I & H R —&
AR S, 2FF Cisco 10S. Cisco ASA. Cisco NX-OS. Cisco 10S-XR. Arista. Avaya.
Brocade. Checkpoint. Fortinet. Dell. Huawei. Palo Alto &4 K 2 ¥ i) ik %,
WXL E & B show M display i 4 J5 73 2 ) 2% 208 A 1 8] 1 SO A 25 8 5 Bk
JSON. XML. YAML %#% 0. 2681k U, £ X ERHY 10S %%, ntc-templates 524t T
show ip int brief. show cdp neighbor . show access-list %5 % I ] show fiy 4 %} N ) TextFSM

BEAR GEAHE B RPRE AR5 1K) TextFSM BEARSE A 523 B A7 29248, W F s,
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cisco_1os_dir.texttsm
cisco_ios_show_access-list.textfsm
ios_show_adjacency_detail.textfsm
cisco_ios_show_aliases.textfsm
cisco_ios_show_archive.textfsm
cisco_ios_show_authentication_sessions.textfsm
cisco_ios_show_boot.textfsm
cisco_ios_show_capability_ feature_routing.textfsm
cisco_ios_show_cdp_neighbors_detail.textfsm
cisco_ios_show_cdp_neighbors.textfsm
cisco_ios_show_clock.textfsm
i ios_show_controller_t1.textfsm
cisco_ios_show_dmvpn.textfsm
cisco_ios_show_dotlx_all.textfsm
cisco_ios_show_environment_power_all.textfsm
cisco_ios_show_environment_temperature.textfsm
cisco_ios_show_etherchannel_summary.textfsm
cisco_ios_show_hosts_summary.textfsm
cisco_ios_show_interfaces_description.textfsm
cisco_ios_show_interfaces_status.textfsm
cisco_ios_show_interfaces_switchport.textfsm
cisco_ios_show_interfaces.textfsm
cisco_ios_show_interface_transceiver.textfsm
cisco_ios_show_inventory.textfsm
cisco_ios_show_ip_access-lists.textfsm
cisco_ios_show_ip_arp.textfsm
cisco_ios_show_ip_bgp_neighbors.textfsm
cisco_ios_show_ip_bgp_summary.textfsm
cisco_ios_show_ip_bgp.textfsm
ios_show_ip_device_tracking_all.textfsm
cisco_ios_show_ip_eigrp_neighbors.textfsm
cisco_ios_show_ip_eigrp_topology.textfsm
cisco_ios_show_i low_toptalker extfsm
cisco_ios_show_ip_interface_brief.textfsm
cisco_ios_show_ip_interface.textfsm

8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8

TATA LB % 4 Z A Netmiko Bk H TextFSM Al nte-tempalte. £ T mt LA
SIS () S 7R 40 /T {5 A nte-template.

(1) E4eiih EVLE Python B 223 7 Netmiko #ER, AR,

[root@Cent0S-Python /]# python3.8

Python 3.8.2 (default, Apr 27 2020, 23:06:10)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux

Type "h ", "copyright”, “"credits" or "license" for more information.
>>> import netmiko

>>>

(2) fEMR B FAIE %N nte-template (1) SCER, 1 F iR

[root@Cent0S-Python /]#
[root@Cent0S-Python /]1#

[root@Cent0S-Python /]# mkdir /ntc-templatel]

(3) Bah Bz AR T, Wk s,
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(4) #RJ5 F N IEI git clone fiv 4 K # ntc-template.git SC2F, 0K AR

git clone https://github.com/networktocode/ntc-templates.git

[ root@Cent0S-Python ntc-template]# git clone https://github.com/networktocode/ntc-templates.git
Cloning into 'ntc-templates'...
Enumerating objects: 48, done.
Counting objects: 100% (48/48), done.
Compressing objects: 100% (45/45), done.
Total 7554 (delta 21), reused 18 (delta 3), pack-reused 7506
Receiving objects: 100% (7554/7554), 1.97 MiB | 6.00 KiB/s, done.
Resolving deltas: 100% (4142/4142), done.
[root@Cent0S-Python ntc-templatel# i

(5) ZdEsEia, " LLH Is 4% 2 4EIntc-template R £ 1 T %5 — > ntc-templates
YA, FAR AN fir 4 cd ntc-templates/templates/F1 Is, FtAEE B A EBH ntc-templates

BEACEE T, R s .

[root@Cent0S-Python ntc-template]# ls

[root@Cent0S-Python ntc-template]# cd ntc-templates/
Python ntc-templates]# 1s
lopment_scripts.py LICENSE MANIFEST.in pyproject.toml README.md setup.py tox.ini
[root@Cent0S-Python ntc-templates]# cd templates/
[root@Cent0S-Python templat 1# 1s
cisco_ios_show_adjacency_detail.textfsm cisco_nxos_show_route-map. textfsm
alcatel_sros_oam_mac-ping.textfsm vi _textfsm cisco_nxos_show_vdc.textfsm
lalcatel_sros_show_router_bgp_routes_vpn-ipva.textfsm os_show_archive. textfsm ci ¢ on. te
lalcatel_sros_show_service_id_base.textfsm »_ios_show_authentication_sessions.textfsm SCO_n» w_vlan.textfsm
_boot . textfsm cisco_nxos_ vpc.textfsm

¥ |_capability_feature_routing.textfsm cisco_nxos_shor interface. textfsm
arista_eos_show boot config.textfsm cisco_i w_cdp_neighbors_detail.textfsm cisco_nxos_show.
dr‘xsta eos_show_clock. textfsm o_ios_show_cdp_neighbors.textfsm sco_s300_show_version. textfsm

] nt_cooling. textfsm “clock. textfsm is h_show_802.11a_cleanair_config.textfsm
sta_eos_show_t onment_temperature. textfsm S _controller_t1.textfsm cisco_y h_show_802.11a.textfsm
larista_eos_show_hostname.textfsm c _dmvpn. textfsm co_wlc_ssh_show_advanced_802.11a_channel.textfsm
larista_eos_show_interfaces_status.textfsm i show_dot1x_ all textfsm cisco_wlc_ssh_show_ap_config_general.textfsm
arista_eos_show_i f & fs cisco_wlc_ssh_show_ap_summary.textfsm
Jarista_eos_show_inter ransceiver_detail.textfsm i show_environment_temperature. text isco _ssh_show_band-select.textfsm
t s_transceiver. textfsm s s therchannel_summary . textfs i w_cdp_nei _detail.textfsm
nventory . textfsm 3 show_hosts_summary . textfsm 3 _ssh_show ail.textfsm
p_access-lists.textfsm cisco_ios_show_ ces_description.textfsm cisco_s i _textfsm

_show_ip_arp. textfsm _ios_ - : isco_ show_inter,
p_bgp_summary. textfsm cisco_ios_s i ; i w_i

show_ip_bgp. textfsm isco_wlc_ssh_show_mobi14 u Surdtext

ch

p_helper-address. textfsm is X isco_t _show_rf-profile_summary.
interface brief.textfsm isco ios show tory_ textfsm cisco wlc ssh show sysinfo.textfsm

(6) PFIATE Netmiko HJ& FHAF & NET_TEXTFSM 3k H ntc-templates B4 £E 1, Fr
PLIE T F] export ¥ B AN (A B8 8, ¥ nte-templates A& 4 £E (1) 58 38 % 12 Intc-template/
ntc-templates/templates i {f 45 4% & NET_TEXTFSM, #XJ5 A echo iy & 136, WK Fiws.

export NET TEXTFSM='/ntc-template/ntc-templates/templates'
echo $NET TEXTFSM
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[root@Cent0S-Python python]# export NET_TEXTFSM='/ntc-template/ntc-templates/templates’
[root@Cent0S-Python pythonl# echo $NET_TEXTFSM

/ntc-template/ntc-templates/templates
[root@Cent0S-Python python]# [

. export #ir4 HAE 4 RTA 2, Tk CentOS  JH 5 Al export ir 45 B 1 PR 8548 & 5
SR, ATUMER cd~m & R B4 ETH P IR B, REH vi g% H 3 T 1.bashre 3¢
£, R FR.

[root@Cent0S-Python templates]# cd ~

[root@Cent0S-Python ~]# vi .bashPcI

¥ export NET_TEXTFSM="/ntc-template/ntc-templates/templates' & 7£.bashrc f) ¢  Ifi
HARAE, XFETFIR CentOS H)F G IR EE R EIIR AR, W1 F iR,

i -bashrc

# User specific aliases and functions

alias mv="mv -1’

# Source global definitions
if [ -f /etc/bashrc ]; then
. Jetc/bashrc

i

lexport NET_TEXTFSM="/ntc-template/ntc-templates/templates”

(7)) —VIESi4 s, 6 — Python 3 BIA, BIANZEM .

from Netmiko import ConnectHandler

import Jjson

SW1 = {
'device type': 'cisco ios',
'ip': '192.168.2.11",
'username': 'python',
'password': '123"',

connect = ConnectHandler (**SW1)
print ("Sucessfully connected to " + SWl['ip'])
interfaces = connect.send command('show ip int brief', use textfsm=True)

print (json.dumps (interfaces, indent=2))

M LR AT LUE B, ATS AN Netmiko, PAERELA f# A TextFSM Al ntc-template (5
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A Netmiko 55t A R B3 textfsm 7). 7 6.1 T #F 3], JSON Jy Python 1] N &
A, FLLEFE import $ A, S&TF Netmiko HAh R HEIES % 4.22 71, RELAHER.

WA, AT Netmiko # send_command() e % 4 Fil T use_textfsm %, HokH i
N True, FR/nA TextFSM, 1M TextFSM 8 A 1) ntc-template #1425 B8 AT EL &8 78 7
155 6 il SR IR B T, X ARG . 5 JSON 1 dumps() B oK @ A
J5 [#7 show ip int brief [ [l & SCA A 28 4T B HA Ok, 4 B S BB 47 1) indent = 2 A48 4,
I 55 B print (json.dumps(result)), ] Python 2> 34 .

(8) IBATHIAFRR, 5ERMAT R IATHU AL Z KL show ip int brief () [l i Py 7 e e
79 JSON FEFIR X I RCR, Wk s .

[root@Cent0S-Python python]# python3.8 test.py
Sucessfully connected to 192.168.2.11

[

"intf": "GigabitEthernet@/0"
"ipadd 'unassigned”,
"status": "up”,

"proto": "up"

"intf": "GigabitEthernet@/1"
"ipadd "unassigned”,
"status": "down",

"proto": "down"

"intf": "GigabitEthernet@/2"
"ipaddr": "unassigned",
"status": "down",

"proto": "down"

"intf": "GigabitEthernet@/3"
"ipaddr": "unassigned",
"status™: "down",

"proto": "down"

(9 ¥ Z /i Python A& Mtn T .

from Netmiko import ConnectHandler
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import json

SW1 = {
'device type': 'cisco ios',
'ip': '192.168.2.11",
'username': 'python',

'password': '123',

connect = ConnectHandler (**SW1)
print ("Sucessfully connected to " + SW1['ip'])
interfaces = connect.send command('show ip int brief', use textfsm=True)
for interface in interfaces:

v LI

if interface["status"] == 'up':

print (f'{interface["intf"]} is up! IP address: {interface["ipaddr"]}")

ATA P RIS EAHES . FEEEMNZ, £ Netmiko A TextFSM Jg,
send_command() iR EME A B2 AR &, TRFIER. Hrbhix B 148 & interfaces 14 #
TR F 3, B3 B A0 % X E— 2 JSON BRI — KKy JISON % 4, R itk Al AR 4 for
&R A if 840K B A i TR A Up B3 11 S5t 2 FG) TP Ji ik #4825 7 H R

(10) ) ST —IRIA, BORIT PR,

[root@Cent0S-Python python]# python3.8 test.py
Sucessfully connected to 192.168.2.11

GigabitEthernet®/@ is up! IP address: unassigned
lanl is up! 1IP address: 192.168.2.11

A LLE B, {E ntc-templates (I H B R, FATE DI H0K show ip int brief [ [a] 1L Py 25 4% 46
J% 1 JSON BEFIHE 20, I8 for JEFAAN if 5 A4k HY T 224 HL 192.168.2.11 NPT A Up 3
FU, BAURRE IR 1P {5 B, 5838 U e 1 1k T 3k =X ) 9 A
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6.4 NAPALM

AU T 25 HE#E T JSON Al A1 IR & v, BL AT £E Netmiko A TextFSM A
ntc-templates &5 I %4 9% % () % Fh show Al display iy 4 () [0] i N & HEAT AT, #2 T R4
AN 3K = 07 TFE BB . NAPALM, & NAPALM 2 4] % B B AT H AL 108
V2% i 19X 265 32 2k N 2 43 55 P 8 U 11

6.4.1 {4 = NAPALM

NAPALM 4%~ Network Automation and Programmability Abstraction Layer with
Multivendor support (fEHiE 1, Napalm s& & B e, Fik NAPALM [ K45 &
—H K IEBEE N EATED, WNER). B -, NAPALM 2 —FCN 2 ] mrM
MW TRHE S — API 1) Python J&, HYRAS A BAYE GitHub | R4k,

NAPALM

NAPALM (Network Automation and Programmability Abstraction Layer with Multivendor support) is a Python library that
implements a set of functions to interact with different router vendor devices using a unified API.

X
(=)

NAPALM supports several methods to connect to the devices, to manipulate configurations or to retrieve data.

# A 2020 4 5 F, NAPALM 3 #F Cisco. Arista. Juniper =5 LML % & I 5
T e R4 .

e Cisco IOS
e Cisco IOS-XR

e Cisco NX-0OS
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e Arista EOS

e Juniper JunOS

6.4.2 NAPALM BY

NAPALM fai 8. 55 [, B 55 B MKt Netmiko, {H42& X AT S N Netmiko {8 7] 3 74
(N EBEAEIZAT A N 223 T Netmiko BIR]), KL EIA F5 8 TR 2474005, ik
BANMATENWHESE.

BATHFIIE TextFSM 7] LLEC 4 nte-templates, K5 78 P 25 % % 1 4 A\ % Fi show F1 display
174 J5 15 B B J0 1) 40 7 4 B R ALK ] S N A R T I R S5k (BRI, iR
FRATALEF for A1 i 45 15 1) X 1% B8 S AC P AR BT, AT A 4 6.2 715 52 2 1) il /. i) NAPALM
PEAL Tl APL AT DLFE BB AT E N 4% 1 2% 1159 B AT BN B & %5 B S HE NS,
It H NAPALM B B R R B W R IR . H AT NAPALM 4L AP U1 R B s, JEA
B | M IE Yl b 75 SR QU I 5 P I 4545 BN S 5.
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EOS 105 IOSXR JUNOS NXOS NXOS_SSH
get_arp_table 4 4 x
get_bgp_config X x
get_bgp_neighbors
get_bgp_neighbors_detall x b 4
get_config
get_environment
get_facts
get_firewall_polides ® ® X b4 b 4 b 4
get_interfaces
get_interfaces_counters b 4 x
get_interfaces_ip
get_ipvé_neighbors_table b 4 b 4 » b4
get_lidp_neighbors
get_lidp_neighbors_detail
get_mac_address_table
get_network_instances X x
get_ntp_peers x
get_ntp_servers
get_ntp_stats b4
get_optics b 4 o x
get_probes_config x x x
get_probes_results *® X x x
get_route_to X
get_snmp_information
get_users
is_alive
ping X
traceroute

NAPALM [f] API 4 Jy Getter 2541 Configuration 3%, b1 T 51 38 BUI% % 2 %) API ]
Getter 3%, T1fi Configuration & M| 32 #F % i % (1 BC & i ¥ # (Config.replace) . & Jf
(Config.merge). EtXF (Compare Config). JiiF 54 (Atomic Changes). [Hl7% (Rollback)
PR, Thigt TextFSM Al nte-template 5 38 K.

* 257



W45 TA2)MRY Python Z B : M4 BE{ESLAL

6.4.3 NAPALM Byt 5

I T JF 21 nte-template 32 #F Cisco 10S.Cisco ASA. Cisco NX-0S. Cisco I0S-XR. Arista.
Avaya. Brocade. Checkpoint. Fortinet. Dell. Huawei. Palo Alto %544 k£ ¥ i) w1
W . MAHEST nte-template, NAPLAM H B S £ i BUL 8 /b .

BT NAPALM & # Ho A I % 2 4% Bl AT B O R >0 150R0 2 0 S i o 148 v, Rtk
NAPALM (1) API & [ol i B d A% AR 48— BEE i, IRMEW LA MENTFERIEHE,
WifE 6.3.3 /N E G, FRATH TextFSM At & ntc-template # 4 7 —4~ 24 D E} 2960
AEHRHL A A WL 2 Up 1, DA S8 L6 S 1P bk, 4k B .

[root@Cent0S-Python python]# python3.8 test.py
Sucessfully connected to 192.168.2.11

GigabitEthernet@/0 is up! IP address: unassigned
lanl is up! IP address: 192.168.2.11

MIBATHIA JEFT BN I & 7] LU 3], 1X B GigabitEthernet0/0 /& Up 1), H IP Huhk
9 unassigned ( —Zui ). 74h, Vlanl 2042 Up 1), 1P Huhb 2 192.168.2.11. 1H
s& NAPALM [7] get_interfaces_ip() A fe 45 X ML L & 1 IP Hohib (o 11, R &8 o RS
N Up, fH52 1P il 24 unassigned 1) — 2 3 2 A2 g AT iE L 10, R A TRATIFHE K .
X [ — AN A2 #eHLAE T NAPALM ) get_interfaces ip() & H %t 45 B0 N B (BT
GigabieEthernet0/0) .

[root@Cent0S-Python python]# python3 naplm_test.py

f
L

"Vlanl": {
"ipvd": {
"192.168.2.11": {
"prefix_length": 24

[root@Cent0S-Python python]l# _

WYFR U ntc-templates B ) 25 R AR B 52 4 BT I 4 (05 7, 3R 01 1 St A% st 2 4t
R E . AR, P DL BRATIRE (0] A BT A AL ORI, HERE AT TextFSM R 4
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HHOHFRZENBR, KT TextFSM MR T L2 % 6.3.2 /M i,

6.4.4 NAPALM BiZ& &

B TRIARE R G 223 7 Netmiko CaJ BUfE ] 4y 4 pip freeze | grep Netmiko, 7]
PL#EN Python fi# 2% 4 Fi import Netmiko SRAfN), SRJGEIET pip F#i% % NAPALM, 1
THiR.

pip install napalm

pythonl# pip3.8 fre | grep netmiko

pvthun]# pip3.8 install napalm
ly d: napalm in /usr/lecal/lib/python3.8/site-packages
irement ready sati H] c>=2.2.1 in /usr/local/lib/python3.8/site- packac‘ﬂ (from napalm) (2.4.1)
irement ready satisfie e r local/lib/python3.8/site-packages (from napalm) (0.7.19)
irement ly i i .8.2 in fusr/local/lib/python3.8/site-packages (from napalm) (8.8.3)
irement y i : netmiko>=3.1.0 in fusr/local/lib/python3 ite-packages (from napalm) (3.1.8)
irement ready satisfied: textfsm in fusr/local/lib/python3.8/site-packages (from napalm) (1.1.0)
irement ready i >=1. in Jusr/local/lib/python3.8/site-packages (from napalm) (1.14.0)
irement ready satisfie /local/lib/python3.8/sit f 3.2
irement hy i el f i /local/lib/python3.8/sit
irement sati ed: ciscoconfparse in /usr/local/lib/pytho
irement ready isfied: paramiko>=2.6.0 in /usr/ln(.al/lih/p_vthun .8/s
irement ly i pyYAML in /usr/lucal/lib/pvthc i
irement already sati
irement already
irement alr
irement hy
irement already s )
irement aeradv i : ncclient>=0.6.3 in /usr/lucal/hb/pytlmn . e e j nc>-2.2.1- >napalm) (08.6.7)
irement ly isfie rial in /usr/local/lib/python3.8/sit —packages (f'r'am junos .1->napalm) (3.4)
irement )y isfie templates in fusr/local/lib/python3.8/site-packages ( junos 1->napalm) (1.4.1)
irement hy i ed: transitions in /usr/local/lib/python3.8/site-packages (from junos- 2.2. 1 >napalm) (8.8.1
irement ready i pyparsing in /usr/local/lib/python3.8/site-packages (from juno 1->napalm) (2.4.7)
irement already i : yamlordereddictloader in /usr/local/lib/python3.8/site-packages (from junos 2.1->napalm) (0.4.0)
irement ly satisfied: pycpar in /usr/local/lib/python3.8/site-packag (f'ram (f'h
irement ly i ed: passlib in fusr/local/lib/python h/ te pa(kam (
irement ready i : dnspython in /usr/local/lib/python
irement ready satisfie i r/local/lib/python3.8/sits —packaﬂ% (from ciscoconfpar )napalm) (0. 4 3
irement ly i . i sr/local/lib/python3.8/site-packages (from paramiko ->napalm) (
irement already i ) 1 g i ite-packages (ﬂam paramlku
irement hy 0
irement ready sati ed: i 1 .25.1 >=1.21.1 in /usr/ln(al/llh/pvtlmn‘ 8/site- pa(kaﬁ»=> (from .7.0->napalm) (1.25.9)
irement ready satisfie idnax .5 in /u> /lu(al/hb/pvthun .8/site-packages (from requests>=2.7.@->napalm) (2
irement ready i in /usr/local/lib/python3.8/site-packages (from requ .7.9->napalm)
irement ready i : rtifi>=2017.4 17 in /usr/local/lib/python3.8/site-packages (from r .7.@->napalm) (2020.4.5.1)
irement ready satisfied: Mar Safe in /usr/lu(al/llh/pvthu 8/site-packages (from >napalm) (1.1.1)
i r local/lib/python: e kages (fr -tel es->junos .2.1->napalm) (0.4.0)

[root@Cent0S -Python pvtlmn]

#E Python, W% import napalm & A s, WIS 238y, Wk Frs.
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[root@Cent0S-Python python]# python3.8
Python 3.8.2 (default, Apr 27 2€ 3:06:10)
CC 20190587 (Red Hat 8.3 )] on linux

elp”, "copyright”, "credits" or "license" for more information.
mport napalm

6.4.5 NAPALM B A

AT L S 56 1 T 34 P AN 1ok 23 i T R an T 45 NAPLAM 1] Getter 25 Al
Configuration 2%f¢] API.

B 26— A4 N napalml.py ) Python BI4<, 40K fliw.

[root@Cent0S-Python python]# vi napalml.py_

IR G AE A L5 N0 R AR

from napalm import get network driver

driver = get network driver('ios')
SW1l = driver('192.168.2.11", 'python', '123")
SWl.open ()

output = SWl.get arp table()
print (output)

AR T LR 2], RATHESRR M #HILE —& IP Hillkh 192.168.2.11. H 4
N python. 2594 123 1 B R 2960 22 #: L. A NAPALM 52 ) i W& A H I EE &
%, XHEEAFES N NAPALM [ get_network_driver 25, FHR4E & %28 H L4 B (1) 4
A4 10S. 2R )51 H NAPALM 1] open() /572, EPSERL T SSH I #2 %5 5 A8 ML KT #AE

P L Bl NAPALM 1 get_arp_table() 7732, K EME 4 A5 & output, 5% )5
4 T ED Ok .

AT, SR T iR,
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[root@Cent0S-Python python]# python3.8 napalml.py
[{'interface’: "Vlanl', 'mac’': "@0 9E:ABG:BA", 'ip': "192.168.2

1", ‘age’
1.8}, {'interface’': 'Vlanl', 'mac’': '©C:BA:9D:CE:80:01", '"ip': '192.168.2.11°
'age': 0.0}]
[root@Cent0S-Python pythonl# _

A UL B ERAUUEE A 6 47488, #iRk 5 AL show ip arp v (9 [a] A A 5 el 7 —
MEFIFIERTE M BIE LR, NAPALM 2ARIEH BB S H 2

Un RAR G5 i HH 2 SR AN 5 32, I8 A RATT R T BUE 5 JSON AL £ JA A HL 78 I i 47 4GRS
W% R 4 JSON B %1, ARSI T .

from napalm import get network driver

import json

driver = get network driver('ios')
SW1l = driver('192.168.2.11", "python', '123")
SWl.open ()

output = SWl.get arp table()
print (json.dumps (output, indent=2))

PGB AT AR ZCR , WP,

[root@Cent0S-Python python]# python3.8 napalml.py

"interface": "Vlanl",

"interface": "Vlanl",
"mac": "@C: BA QD CE:80:01",
i 2.11"

[root@Cent0S-Python python]# _

A X NAPALM [ Getter 38 APl i 4R 2K B, oAb EEECH HI ) Getter 28 API G045
get_facts(). get_config(). get_interaces(). get_bgp_config(). get_bgp_interfaces()%s, &t ™
S FATAAT 22 AE FHIE
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B R SRS T 4l NAPALM [ Configuration 35 API. Hiffi#2%], Configuration 2%
AP| {35 & # (Config.replace). & Jf (Config.merge). EtX} (Compare Config). J& T &
#: (Atomic Changes). [f172 (Rollback) 5 Ti#/E, X BLA840 15 0 ¢ % FH B & FF AT EE X 1)
k.

Configuration KM% Jf (Config.merge) LRt/ %h W A& M E , &M 7%2 B a)
ANy RS N .cfy M E S/, KEEmSE NZEE X AR5 E A B A
NAPALM 1] load_merge_candidate() e 450152 HUAC B SO (1) w2 9F AL B H bR i &
BT commit_config()# X L iy & 7E W & L C B #4017 - load_merge_candidate() &8 % /2 % T
SCP Wil HAn & &AL AL E A1, KU EfIH a7, T2 RS LIFE scp server,
50 NAPALM 2R [5] “napalm.base.exceptions.CommandErrorException: SCP file transfers

are not enabled. Configure 'ip scp server enable' on the device.” fJ45i%, W FHTR.

[root@Cent0S-Python python]# python3 napalm2.py
(most nt call last):
line 7, in modulP
_config.cfg")
Im/ios/ios.py", line 319, in load_merge_candidate

ite-packages/napalm/ios/ios.py", line 285, in _load_candidate_wrapper

ocal/llb}pvt] site-packages/napalm/ios/ios.py", line 624, in _scp_file

ass=FileTransf
File " /u:l/local/llb/pvthu 3 site-packages/napalm/ios/ios.py"”, line 689, in _xfer_file
raise CommandErrorException(msg)
napalm.base.exceptions.CommandErrorException: SCP file transfers are not enabled. Configure 'ip scp server enable” on the device.

ne per line. End with C
hle

TR, Hoeald—1 4R napalm_config.cfg (IR B SCfE, H4 H kX238 Bl
VTY K158 5~15 2k £k (i AT B 1 dn & 855 3% i B SO IR AE, W Fiws

[root@Cent0S-Python python]# cat napalm_config.cfg
line vty 5 15

transport input ssh

transport output ssh

login local

SRJE B — N4 9 napalm2.py BT, 40T Fros.

[root@Cent0S-Python python]# vi napalm2.py
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B T i AR BN A

from napalm import get network driver

driver = get network driver('ios')
SW1l = driver('192.168.2.11', 'python', '123")
SWl.open ()

SWl.load merge candidate (filename='napalm config.cfg')

SWl.commit config ()

i F A AT &, FeAiTH load_merge_candidate(filename="napalm_config.cfg)in#k 2 i
B 2 47 (I B & SC A napalm_config.cfg, #AJGEC& NAPALM [1) commit_config() /5 i£ AT %
B E S RIBCE A S, BISER 1R A B B BEAT 55 -

EPHAT AL T, AT E — w2 # bl 192.168.2.11 HIFCE , #il 4RI HHLE A line
vty 515 FIRCE, @R TR

SWl#show run | s line vty

T input ssh
ansport output ssh

SRIGHAT A (R A S B3 AT {3 AR AT print() R %, BT LABAT AU RS J5 3 4E T (]
SN, R TR

[root@Cent0S-Python python]# python3 napalm2.py

BB BN AR E, W R,
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ur

1 | s line vty
_.i

input :
ort output

ort input
~t outpu

A LVE B HAT A S, NAPALM B4 58K T VTY 5~15 ki &, JF H show start| s
line vty (¥ [|] 52 P 250E S 1 7F 56 A B [ I, NAPALM 5 3R AR A7 T 1%L E

N SR A Wil { ] Configuration 2R LL X . 1 56 FRATF 30K line vty 515 R I login
local. transport input ssh. transport output ssh 3 2k iy & #5 WA H L LR B, #F% 2 )5 F show
run | s line vty A LA B2 Fi ) 3 2k 4 & 48 74 no login. transport input none #1 transport

output none FAX, WIFR.

RIG BB — A48 napalm3.py A, 40 Fros.
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[root@Cent0S-Python python]# vi napalm3.py

B T i AR BN A

from napalm import get network driver

driver = get network driver('ios')
SW1l = driver('192.168.2.11', 'python', '123")
SWl.open ()

SWl.load merge candidate (filename='napalm config.cfg')

differences = SWl.compare config()
if len(differences) > O0:

print (differences)

SW1l.commit config()
else:

print ('No changes needed.')

SWl.discard config ()

ARG AT %0, FRATTEI AT load_merge_candidate(filename="napalm_config.cfg")in#k 2 i £
AT I AL B S napalm_config.cfg, 425 18 NAPALM [ compare_config() 777k . i 4 &
X, compare_config();&2 NAPALM Fi k¥ napalm_conig.cfg 3CH B AL & iy & A bl 24

AT FAC B AL ), Bz BE CRDEEXF BIE5 ) BRSO/ & o RATRAZ XS
75 BIRAE 2520 & difference, SR )5 1 if 1B AL & len() B8 BU6t L6 45 3 difference 2> #,
B len()ik [0l (B EK T 0, WIUEEA difference BP9 A AESS, i A BT B SO 1 & A0 22
Wb AT (A EL A X 0, FATTHE ety 45 AT EN K, 7398 A commit_config()H5 I 1) 4y &
b ez, W len()iR BB ECA 0, T30 B T B SO BRI A 4 A AZ L 4 ARG B —
B, 4TENN% “No changes needed.” #2M8EH /7 AN 75 220 &2 e L AC B ASAE T 5 2%, JRi A
NAPALM [ discard_config() /7% K i 7 2 i id load_merge_candidate(filename="napalm_
config.cfg') ML & 3C 14 napalm_config.cfg BN 4r B & i 4 -
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PATHAEZCR, W0F s .

[root@Cent0S-Python python]# python3 napalm3.py
+transport input ssh

+transport output ssh
+login local
[root@Cent0S-Python python]# _

ERR 3K 3T+ 7?2 SRR N AR E difference £ B A& A %,
7~ compare_config() /7 V7R T B SO/ B AL By S A HALIA R B MY S, K
B BHLIE DX 3 44, ARJEEEE SW1.commit_config()fix 3 4 iy & 7658 L B 4b
b RATVEF AR BEATIAE, W R

input ssh
output ssh
15

transport input ssh
transport output ssh
SW1#|

AT PLR L, NAPALM ¥ 22 #: HL k21 ¥ 1ogin local . transport input ssh Al transport output
ssh iX 3 & dm & X AMAIR T s

6.5 pyntc

F& T NAPALM, pyntc & —ANE 5 075 1 R 87 B X 2% 158 % it & T+ 20 I 4% % 4% OS.
HJR MR &R = PR, WiF LT EIREEB kT, &8, [F ntc-templates
—#f, pyntc 152 H Network to Code HRAMT & HI1ERT, HIFILAERAE GitHub .
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6.5.1 pyntc 1 NAPALM B9 ELER

[ NAPALM —#£, pyntc BEAK#t Netmiko (45 X % 8 & fl H 0 2 AL 10S #1E R
g), ] A IA B A (R B EE AT A EHL 23 T Netmiko BIAN). XA
REMEAETS pynte #14 [F) NAPALM —FE— RAL A iR 455a 4E AR IS 4. 55 18 .
T 43

E5NARET mk &A% — API B NAPALM A —#E, pyntc —MZ . £ API
FIfEEL, #E 2020 425 H, Pyntc 2§ Cisco. Arista. Juniper 7E PN 3 X LR &)
I 4 FERE R G

e Cisco 10S platforms - uses SSH (Netmiko)
e Cisco NX-OS - uses pynxos (NX-API)

e Arista EOS - uses pyeapi (eAPI)

e Juniper Junos - uses PyEz (NETCONF)

A LAE B, EFOATEFEIE RS, pyntc JEALH AP BA—FEI. B8 EE 10S
AL G %, BN ENTASZE APL, Fr bl pyntc £ Bl (#152 Netmiko $2 4t (1 SSH 3y BE ke X iX
BL Y 2% BEAT Uy in) RS B BEXHE A NX-OS #:1E R4 M AL Nexus &5 # 4, pynte £ F 1)
7& NX-OS H i) NX-APl. &5 53 AN 5. Arista Al Juniper, pyntc DU 73 il 8 & 411
H 47 1) e API Fl NETCONF i 8¢ £ 3547 Uiy il F1E 2H .

6.5.2 pyntc BJ&LE

{E°N Python H58 =71 Hk, pyntc B AP 22 3& 7712,

RO VE AL pip BEEREE, W TR,

* 267 °



W45 TA2)MRY Python Z B : M4 BE{ESLAL

[root@Cent0S-Python ~]# pip3.8 install pyntc
Collecting pyntc
Using cached https://files.pythonhosted.org/packages/69/11/5845a8062f37925%9ef8
748ad1leBcc39ababddcdba2 hA455681d96a/pyntc-0.08.9-py2.py3-none-any.whl
Requirement already satisf requests»=2.7.@ in fusr/local/lib/python3.8/site-
packages (from pyntc) (2.23.0)
Collecting pynxos (from pyntc)
U:,1nEr cached https://files.pythonhosted. orﬂ/packavpsffﬁf17/2f48dfddh4fd13@d4ﬂ8
23eb8db5af48ae39363f2c7afa7Bcbdfdcbec786/pynxos-0.08.5 . tar.gz
Requ1rement already satisfied: paramiko in fusrflocalfllhfpythonB.stitefpackage
s (from pyntc) (2.7.1)
Requirement already satisfied: future in /fusr/local/lib/python3.8/site-packages
(from pyntc) (0.18.2)
Requirement alr y satisfied: netmiko in /usr/local/lib/python3.8/site-packages
(from pyntc)
Collecting coverage (from pyntc)
Downloading https://files.pythonhosted.org/package '38/53a28fcbe77f56192d45
f9961feca85caebe7424b63al0bB7aa8607adf8d/coverage-5.1-¢| -p38-manylinuxl_x86_6
.whl (229kB)
\
Collecting bigsuds (from pyntc)
Using cached https://files.pythonhosted.org/packages/@b/42/4884a0856c9c969910a
1585915502ad251¢ af75f6247d92cfa3cddde/bigsuds-1.8.
Collecting mock: (from pyntc)

pip %% 52 B JE #E N Python Jf import pyntc, #15 Python ¥4 4%, T B 2238 il ol
WRFTs

[root@Cent0S-Python ~]# python3.8
ault, Apr 27 20208, 23:86:18)
1587 (Red Hat 8.3.1-4)] on linux

hﬂlu opyright”, "credits" or "license" for more information.
g t=3 2
1mport pyntc

R OTEERAEH git clone #iT4 M GitHub T #% TextFSM TR RS 3 22 3%, 1 BRI
CentOS 8 TN A %3 Git, W ARG SIRBR—IF 2%,

git clone https://github.com/networktocode/pyntc.git
cd pyntc
python setup.py install

6.5.3 pyntc BIRF

AT LA 56 BT 2R 70 S0 s A 456 ) pynte XA BB R 10S #4F R ST H b i 4 58
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B BAR JLI A
o RMHRAHEAFER.
o XfHARWZMATHE.
o RHUHAMRA 1) running config.
o X} HAR¥ &M running config AT %4 .
o HAHMH,

[

- RBUCH AR B I HE A

BRI 4N pyntel.py BIBIA, KR AIACH 5 N A .

import json
from pyntc import ntc device as NTC

SW1 = NTC (host='192.168.2.11"', username='python', password='123', device
type='cisco ios ssh')
SWl.open ()

print (json.dumps (SW1.facts, indent=4))
SWl.close ()

(1) ntc_device £ pyntc i EZ I, pyntc @it e K SSH Vil H#x 10S ¥4, FAE
M4 54 Sk, ATE A from pyntc import ntc_device as NTC ¥ H #r % 5 NTC 31
H e

(2) AT PEE], A NAPALM —#, pyntc tAKHE Netmiko, [H Gy 1] 8 4 (1 2 A TC B
MITE R R — R . TEIERRZ, BIyIATE ) [0 B ARk &2 — & B8R 10S %%,
Fr L NTC() .1 device_type Z ¥ 3 A1 “cisco_ios_ssh”.

(3) [d NAPALM —F¢, fEVim BArigSMEAS A E L 5, HIAH open()pkEEl
S8 SSH Izt FE B 3 28 He WL I B AE
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(4) pyntc F1H facts AR HAR &M m. &&A5 . OS A, JFo 5.
FHL4 . uptime. ¥ H %3, VLAN FSRAGEEMEE, 7% N &5 Bar st
PATIA A json.dumps() K ¥ Hi 2 5 3 al JSON R % .

(5) HJaffiH close() /7 i%iB A ML, <M SSH i FE .

BATRIAERCR, W s.

[root@Cent0S-Python python]# python3.8 pyntcl.py
I

"uptime_string
- UN/A",

"GigabitEthernetd/
"GigabitEthernet® ,
"GigabitEthernet@/2",
"Gi”abitEthPlnPtﬂ ,
GigabitEthernetl/0
"Gl”abltEthPlnPtl/l
"GlﬂabltEthernetl/2"_

"GigabitEthernet2/3",
"GigabitEthernet3
"GigabitEthernet3 ,
"GigabitEthernet3/2",
"GigabitEthernet3/3",
"Vlanl"

] >

"vlans": [],

"cisco_ios_ssh™: {

"config_register”: "@x101"

- -J-
JI.
[root@Cent0S-Python python]#
[root@Cent0S-Python python]#

e BONEEMERHZ GNS3 Bl H B # 4l (vios_I2-adventerprisek9-m),
Fr LA pyntc B:EXAE] “model” “os_version” “serial_number” JLIAE B, XA A K,
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R BARBEE OV ENL, WA A IXA

2. X Hbr i s AT i E

7£ pyntc ", FATTAT LAAE T config()Fl config_listOXF H AR A& BT EC B, P& B9 X )
FERTE — IR A BEXT B & PAT — ki &, e FH A B AT 2 K A 1E N LRI — 1N
K, pynte KA BIR B R Ay A5 W& IEATRCE -

B —A 4 pyntc2.py BIEIA, 4 TR S5 N A,

from pyntc import ntc device as NTC

SW1 = NTC (host='192.168.2.11"', username='python', password='123",
device type='cisco ios ssh')

SWl.open ()
SWl.config('hostname pyntc SW1')

SWl.config list(['router ospf 1', 'network 0.0.0.0 255.255.255.255 area 0'])
SWl.close ()
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AR A 51, FRAIME S config(‘hostame pyntc SWI1)¥ S HbL) EHLA 1 SWL 2k
pyntc_SW1, H config list([‘router ospf 1°, ‘network 0.0.0.0 255.255.255.255 area0’]) 7£ %2
HL_EJF IS OSPF.

BATHAR, JFah st HmL, e  HurrENE 8 SW1, i HiB KA & OSPF,
WRATR.

SWi#
SWl#show run | s router ospf

Swi# |

BATIA G, DONECA R printQed %, Bt AAS S AR S NE, W PR .

[root@Cent0S-Python python]# python3.8 pyntc2.py
[root@Cent0S-Python pythonl# _

o] 2 2 #eHl, W R, KRMEEN L L8 pynte B E N pyntc_SW1, 3 H OSPF
e FHE.

3. IRELH F5 ¥ £ 1 running config

JEIT pyntc 1 running_config /732, AR LAAR 75 {F Hu 3Rk B £ (1) running config. 1%
TIER R A R R R Oy £7 e, ATRLA] printQ R BT ED ok . X AIE 4N
pyntc3.py BIIAS, H4 T IS 5 N Z A

from pyntc import ntc device as NTC

SW1 = NTC (host='192.168.2.11"', username='python', password='123",

device type='cisco ios ssh')

SW1.open ()

run = SWl.running config

print (run)
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SWl.close ()

RIS AR i, WATEERERW AT RIRZCR (BT EAFRNRKETK, X
FARBCH h— 850, WNFR.

[root@Cent0S-Python python]# python3.8 pyntc3.py
Building configuration...

Current configuration : 39
!
I Last configuration change at ©7:53:36 UTC Thu May 21 2020 by python

version 15.2
es

ervice timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

service compress-config

!
hostname pyntc_SW1
1

ta
sta

boot-start-marker
boot-end-marker

username python privilege 15 password @
no aaa new-model

ip domain-lookup
domain-name python.com
cef

ipve cef

file prompt quiet
!

4. %t HA5 %K running config #E47 %4

F& T 3REL I £ 1Y running config, AT AT L@ pynte XF ¥4 1) running config i &
o 16 4.6 T, FRAINA T W MRS WL B & 7 TFTP RS2 3L, 2 bhis
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e, T E AR R (R3E 23 47RE) . X BEEFEE IR UATIET pynte 1
backup_running_conig() /7%, XAEH 5 17 ARAE R — & A LI AL B & 0 75 A E ML I

ek R AIRES S N4 pynted.py (LA
from pyntc import ntc device as NTC
SW1 = NTC (host='192.168.2.11"', username='python', password='123",

device type='cisco ios ssh')

SWl.open ()

SW1l.backup running config('SW1l config.cfg')
SW1l.close ()

AR A] %1, FAT1IE A pynte ) backup_running_config()X} 22 # AL ) running config i
w4, BERAEE— %N SW1_config.cfy AR E S B, %0 B SO R IB 4T A 1)
CentOS EMLI 5T H & FHBIA .

BATIAHT, |ATE A EN LB 44 1s SW_config.cfg #ik 4/ H 3 %A
SW1_config.cfg 3¢, 41N FiR.

[root@Cent0S-Python python]# 1s SW1_config.cfg

: SW1_config.cf such file or directory
[root@Cent0S-Python python]# _

PATIAE HCR, b s .

[root@Cent0S-Python python]# python3.8 pyntcd.py
[root@Cent0S-Python python]# 1s SW1_config.cfg
SW1_config.cfg

[root@Cent0S-Python python]# cat SW1_config.cfg

Building configuration...

Current configuration : 3958 bytes
!
! Last configuration change at ©7:53:36 UTC Thu May 21 2820 by python
!
version 15.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

service compress-config
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hostname pyntc_SwWil
1

boot-start-marker
boot-end-marker

username python privilege 15 password @ 123
no aaa new-model

ip domain-lookup
domain-name python.com
cef

ipve cef

PATHA S, WTLAERYET H %2 B T SW1_config.cfg Fit & i, &EIZCHNE,
A R A 22 BeFL SW1 1Y running config, XFE— & BRI AR B 1 & 008 5 4748
T Ek e T

5. H5 Hirk&
B JERE WA pynte BB BAR & & . &L FHIARIEE N4 pyntes.py FIEIA .
from pyntc import ntc device as NTC

SWl = NTC (host='192.168.2.11", username='python', password='123",
device type='cisco ios ssh')

SWl.open ()

SW1.save ()

SW1.reboot (confirm=True)

AR AT 40, EEBBEN, HAERIEY MR E SR, XEAMEH pyntc 1
save() 7%, B IhAEZE F T B ALY copy run start /54, B J51HF pyntc ) reboot() 77 5,
¥ 2% confirm N True, FoRBINEXT K& E B
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PATHAEZCR, W0F s .

ython pythonl# python3 pyntc5.py
yvthon python]#

d command .

PATHA G, ATLE RISl BBk T H SRR GX B FRATE i console ¥ 17 52 4 K1),
UE B A 22 # WL AT T copy run start @74, PRAF T 29 HT A &, Bl J5 %) 22 #e AL PAT reload
w4, ERWEA, WHHR.

55 area @

B Ja 24 S AL R 2 i AT I, KB ARG B ALY hostname . OSPF # 4 f&
£ 17 K.

6.6 netdev ( EHH1T)

netdev /& % B W 24 1 4ETT K TR0 Sergey Yakovlev JT & [ — & R SE I 7 40 6 3
HTHC B Y 2 W25 1 28 = J7 PR . E Ve R RIERT, HoRFmEMEM 4L “FP”
(Synchronous), fI4 & “F%” (Asynchronous), LK N 41F =5 G 18 7+ H &
s ) TAE R

\

N

F
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6.6.1 RLE5EHRL

Frig R, W ULER N 2 R G AT 58— BURES BCE MU, RGUEE — HS R izE
AR B b B PR IR B B, T B AR S R [l B B0 2R A R SR AT T — BUAURD B
H, EEGFREERE LR, BFLTHERS, REBAMEMERE.

KBHITH AW REBEZ A& SR T, RATE K& 1P ik ik 5 A —4
40 ip_list.txt W SCAR SR, SR JE FERA AT open() & H0K 4T FF, 1 A readlines() e %k
LA for PEIA L HUEEAN B4 1 1P Hihl, Fi@E Paramiko 8% Netmiko —H X &##E—F
WA TE N SSH B3k . RIXHME Python — IR A e &k — G A&, RATRK G R&KE
JEABRE ST — & W& Ak S B i 7 R — M A < [F A

78 MBS A B, R GEAE AT 58 — BORIS Bl e A0, AP PE 28 4 3t 45 455 5% [ i B
HE, MRRSEHIAT T — B s £, R — R B EIIT 2 MES (AR B RS
EHEEBEFALERURELSZHMT —HER), B2 MMEFIHT, NTRBEFK
PATHE . W RARBE I B KD P (G B TTIE), AR T2 ) 41 7 — 52 A I
BPAsE . FIRERWIZRKIP TR, BB K 2B (], IRA SR &S 17 LS A4 RBE AR AR
{80 et CRABL “ 227D, TR AE S A5 B K I R At S8 AR AR e 4« JER MBI, 28K 0T
TR BRI R 1, X EBK Pt Bt 3 ME SR AR R I [A] By IF 4T 5€ RN

SE Y R A L R 2 s N

RAPMRESE - MHAR: EMHRELETHME, KT RARMZ LR LIRS
f£6.7 T ifit.

6.6.2 R 7 Python F1EgLz A

H M Python 7£ 3.4.x RABRITIES F A G, KT AW Python HE LAk, £
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Python 3.4. Python 3.5, Python 3.7 H iy sEIL /7 A IR KAE, A5 5] 5 #0055 T
Python 3.8.2 Sk U fift 57 25 HIAE H .

RSB AE Python WM, D ZSNIEAT 4 2T FE (Coroutine) . 4 AES

(Task).

o RT3 2 (Awaitable Object) .

AT CAAE P R AR N R FE AL, R R E R R R . R AR E T
PR EERmPRGHENE . FP R TR SLI. £ Python 1, SEILYIFEM
L 3 A asyncio. gevent 1 tornado, S £ & asyncio. B 5ERE N4 1 .

#coding=utf-8

import asyncio

import time

async def main () :

print ('hello"')
await asyncio.sleep(l)

print ('world')

print (£"FEF T {time.strftime ('$X")} JFUR#AT™)

asyncio.run (main())

print (£"FEFT {time.strftime ('$X')} HATEER")
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7t Python wF, A8 7E def & A) /T I _E async & A) % — R BUE SUR T FE R EL
7E BT T, main() B Eo E AT R R

X HLI) await asyncio.sleep(1)3% 7~ g B H BT 24 BT 1 R 2L 1s. A0SR FR )T s HoAth
PR, WIAREEHAT T — AR %, BHB T —DNREPAT B, FHR EERAT main()
BREL BUORER T —A main(ei#, shikA A% 7, BrBAE printChello))5,
main() B ZUIRER 7 1s, SRS 4k 4L print(‘world’).

R BN @ AL, AREE R main()RIEH, FFEAM4 R asyncio.run(main())
A BEPAT Z W L R EL

BATEE A time FEERI stritime() o8 BRI SEFE 7 46 BT 0 B R) AN FR 3 45 o) A i
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], W LA B IEE # L 1s, W PR

[root@Cent0S-Python pythonl# python3.8 1.py
FEFT 06:11:02

T 06:11:03
[root@Cent0S-Pyt

TEFEN L, AE await asyncio.sleep(1)H1 time.sleep(1) 3718, J5# & 78 [ i ff
IR R AE A& 2 AE S B A I, DR AT — A main() ed 8075 224047, P DL I Uk
ZAFEXPE XA, AHEZR, dEE T HAT

#coding=utf-8

import asyncio

import time

async def say after (what, delay):
print (what)

await asyncio.sleep (delay)

async def main() :
print (£f"FEFT {time.strftime ('$X")} PATEER")
await say after('hello',1)
await say after ('world',2)

print (£"FEFT {time.strftime ('$X')} HATEE")

asyncio.run (main())

o  AVEVIFE AL main() 2k BN T 5 — ANk % say_after(). [FAFEHL, FRATH
async K¢ B E N T R L

o  FRAITAE main() & B W Yk FH say_after() & %, K4 say_after() B H0E — AN V1 B
¥, RbE AR, §ELaun b await.

o Y main()EREEE —UH ] say after R, HAEATENE hello, SRJGKIRE 1s; %5
TR say_after(O B EE, STEVH world, SR 5 BRI 2s. P9 A SEAE 9
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T 3s RIBATREANEF, W,

[root@Cent0S-Python python]# python3.8 2.py
R T08:41: 17

FEFT 08:41:19 HITER
[root@Cent0S-Python python]# _

KRS Y, BB—kAe 7 18, BBRAE T 2s, B3k 3s Wf[A], X E A,
U TR say_after() B BT BCA BORATW, ZMEL A AXH? 5E, HEETE.
#coding=utf-8

import asyncio

import time

async def say after(what, delay):
await asyncio.sleep (delay)

print (what)

async def main() :

taskl = asyncio.create task(say after('hello',1))
task2 = asyncio.create task(say after('world',2))
print (£f"FEFT {time.strftime ('$X")} FFIBHAT™)
await taskl
await task2

print (£"FEFT {time.strftime ('$X')} HATEE")

asyncio.run (main())

o HESHFRAEIT, FEKRDLEREAT O —MES, XHEA{EH asyncio )
create_task() i ZCKs say_after()sREHT 60 1 B IR, 0 AIRAE 45 taskl A task2 P >
A, SRJE1E ] await S 1] taskl A1 task2 5N 55

o EMAELLER, A taskl F task2 & HATHATI, BT UAFEF it HFERt
2s B 45 52 i (06:57:04 F] 06:57:06) ! &1 K s
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[root@Cent0S-Pythor vthon]# python3.8 3_py
BT 06:57:04 JFEEHLT

f2FET 06:57:06
[root@Cent0S-Python pvthon]#

B Ja R 2 AT SRR . AT SRR R E SCIR T 2R — DX R AT LAE await
WA, AR AT SR . TSR R A 3 MR VAR, fE55 M Future.
O REAMESS AT O 22 it , Future AEA B RTTRVE B A, BOSERELE A LLE 22 5 K
A RHRN 2 .

6.6.3 netdev IR ZEFIN H

WIFIRZ 1A, BESR Python 3.4 JNA T asyncio WEBIH, A N ATRATIARE
Paramiko. Netmiko. NAPALM Al pyntc RELAE LB R LW ? RN 2, HTFRPE
Python H5| NEl, LRI XEBEREAA LRETEHBNPTEGNR, BB EE R
FB AT

2019 £ 4 A, % Netmiko W H gk, &P Wiz eItk TF2)f Sergey Yakovlev
1E Netmiko F3ERE EJFR T — AW netdev M9 TF IS BER . BB I Netmiko, FFH.7 %
/b Python 3.5 LA EAREIZAT, 3 K IRRF s I SCHRPNT I 2 e 2% 2R AT e 0 6 oM/ . &
2020 4£ 5 H, netdev C#F 7 KR 12 FiEE RS

e Cisco IOS
e Cisco IOS XE
e CiscolOS XR

e Cisco ASA
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e Cisco NX-0OS

e HP Comware (like V1910 too)
e  Fujitsu Blade Switches

e  Mikrotik RouterOS

e  Arista EOS

e Juniper JunOS

e Aruba AOS 6.X

e Aruba AOS 8.X

e Terminal

N TH A 28 AR 22 25 AN Af  netdev. netdev RJ BLE R pip B R EESE (KA netdev 1K
#i Netmiko, F# netdev BiiE#IARI Python EALE T E 4 23 T Netmiko), N iR,

[root@(entﬂ\ Python python]# pip3.8 install netdev
rement already satisfied: netdev in /fusr/local/lib/python3.8/site-packages (0.9.3)
r npnt already satisfied: PyYAML<6.0,>=5.1 in fusr/local/lib/python3.8/site-packages (from netdev

satisfied: asyncssh<2.0,>=1.15 in /usr/local/lib/python3.8/site-packages (from net

Requirement already satisfied: cryptography>=2.7 in /fusr/local/lib/python3.8/site-packages (from async|
ssh<2.@,>=1.15->netdev) (2.9.2)

Requirement ready satisfied: cffil=1.11.3,>=1.8 in /fusr/local/lib/python3.8/site-packages (from cryp|
tography>=2. 2s5h< .3 netdev) (1.14.8)
ir .4.1 in /usr/local/lib/python3.8/site-packages (from cryptography
>=1.15->netdev) (1.14.8)
batlbled y in fusr/local/lib/python3.8/site-packages (from cffil=1.11.3,
a \

5 ailable.
pip" command.

[root@ Pntﬂﬁ Python pvthon]#

THE UG Python Zm4E 2%, 05 import netdev BA AL, W3 I 22 3 % 2h, 4
THTR.
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[root@Cent0S-Python python]# python3.8
Python 3.8.2 (default, Apr 27 20 23:06:10)
[GCC 8.3.1 201908507 (Red Hat 8.3.1-4)] on linux

opyright”, "credits" or "license" for more information.

Type “"help”,
> import netdev
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FEAEH netdev BEAT 5B B AE 200, Se R A — AN R0 AN 720 o bikae . & e AL e
[ 53, 8L Netmiko X} 5 G #bl (192.168.2.11~192.168.2.15) ] “line vty 5 15”7
B & “login local ”, -4t t A AR FF 4632 47 31 B A PAAT 58 F i FE 98 1 1], 28 )5 88 netdev,
W 5B O G FRER 5 G FREECE , JRi e, RERPIRRER AL, E
BRI .

G R 7 R AT T (2 #HL 192.168.2.11~192.168.2.15 (1] IP ik 4% {f- ££ 1E
— A4 ip_list.txt B9 S0 D .

from Netmiko import ConnectHandler

import time

f = open('ip list.txt')

start time = time.time ()

for ips in f.readlines():

ip = ips.strip()

SwW o= {
'device type': 'cisco ios',
'ip': ip,
'username': 'python',
'password': '123",

}

connect = ConnectHandler (**SW)

print ("Sucessfully connected to " + SW['ip'])

config commands = ['line vty 5 15','login local', 'exit']
output = connect.send config set (config commands)

print (output)

print ('Time elapsed: %.2f'%(time.time()-start time))

PATAE ZCR, W0 h s .
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root@Cent0S-Python python]# python3.8 sync_netmiko.py
[root@Cent0S-Pyth thon]# python3.8 tmik

F2FT @7:29:55

Sucessfully connected to 192.168.2.11
config term

configuration commands, one per

-_SW1(config)#line vty 5 15
-_SW1(config-line)#login local

) _SW1(config-line)#texit
pyntc_SW1(config)#end
pyntc_SW1#
Sucessfully connected to 192.168.2.12
config term
Enter configuration commands, one per
Sw2(config)#line vty 5 15
SW2(config-1line)#login local
SW2(config-line)#exit
SW2(config)#end
SW2#
Sucessfully connected to 192.168.2.13
config term
Enter configuration commands, one per
SW3(config)#line vty 5 15
SW3(config-line)#login local
SW3(config-line)#exit
SwW3(config)#end
SW3#
Sucessfully connected to 192.168.2.14
config term
Enter configuration commands, one per
Sw4(config)#line vty 5 15
SWA(config-1line)#login local
Sw4(config-line)#exit
SWA(config)#fend
Shid#
Sucessfully connected to 192.168.2.15
config term
Enter configuration commands, one per
SW5(config)#line vty 5 15
SwW5(config-line)#login local
SW5(config-line)#exit

[root@Cent0S-Python python]# _

ALVESR, BERP 66t

07:30:40).

KRG netdev FIRIL, AALRWIT

import asyncio
import netdev

import time

line.

with CNTL/Z.

with CNTL/Z.

with CNTL/Z.

with CNTL/Z.

with CNTL/Z.

5 BARHNLE KA E

e 4t

NN

% 6FE Python E=HETFME

FERS 455 (07:29:55 —
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async def task(dev):
async with netdev.create(**dev) as ios:
commands = ["line vty 5 15", "login local","exit"]
out = await ios.send config set (commands)

print (out)

async def run():
devices = []
f = open('ip list.txt')
for ips in f.readlines{():

ip = ips.strip()

dev = { 'username' : 'python',
'password' : '123"',
'device type': 'cisco ios',
'host': ip

}
devices.append (dev)
tasks = [task(dev) for dev in devices]

await asyncio.wait (tasks)

start time = time.time ()

print (£"FEFT {time.strftime ('$X')} FFLEHFAT\n")
asyncio.run(run())

print (£"\nfEF T {time.strftime ('$X')} HATER")

PATRISE R, W R PR

[root@Cent0S-Python python]# python3.8 netdev2.py
FRFT 07:24:55 FFiEt

conf t

Enter configuration commands, one per line. End with CNTL/Z.
SWA(config)#tline vty 5 15

SWA(config-line)#login local

SW4(config-line)#fexit

SWA(config)#end

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#line vty 5 15
SW3(config-line)#login local
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SW3(config-line)#exit
SW3(config)#end

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#line vty 5 15

SW2(config-line)#login local

SW2(config-line)#exit

SW2(config)#end

SW2#

conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW5(config)#line vty 5 15

SW5(config-line)#login local

SW5(config-line)#exit

SW5(config)#end

conf t

Enter configuration commands, one per line. End with CNTL/Z.
pyntc_SW1(config)#line vty 5 15

pyntc_SW1(config-line)#login local
pyntc_SW1(config-line)#exit

pyntc_SW1(config)#end

pyntc_SW1#

FERFT 07:25:00 :
[root@Cent0S-Python pythonl# _

AT LLE R, @it netdev $E it 2 a0, FANUFERS 5s (07:24:55 — 07:25:00) {EH#
ITRIA, %5 6NN T AN E, RPN RS0 TSR EE 2 Kaf L —5 !

A, BT netdev, pexpect WIHFFFIIAT, A XL 0] LLE AT S B HAh TR

I_J
=

d
o

6.7 Netmiko ( 4% )

BT b5 PR LR RR R OB R AT, AT AT DU 2 2652 (Multithreading) K42
Tt Python AR TAER % . 5 4 RCAENH 7 Netmiko 9K 1 R 2 2 MAEHT775, &
T EE A H Netmiko Bt & Python [ P B A5 threading Sk SE3L £ 28 #23404T Python
A

S
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6.71 BERESZLE

£ 6.6.1 /N, HATSIH THCEERED RN (GLETE) T 6] 7oKk i W] 4 R
R P A S 2D B X o LSBT RT B R A B 4813 OR U5 B B 2R R A 22 20 AR 1 DX - E
(HFEITHE) PRI KA 7o, R AT ARG BER AR B3R 3
WALS, Mo A —A5580 0, AT BHEEF SO AR . RIERATRRERK 3 MA
SAATEEIK BEFRA BFM, I ERIE SMARRFLTE, BLARIMNRTUEESE
B L EEN, B HRE—NELE

FETHENLR P — 4, — R LR 2 SRR RN S22 MES, R
— AR ZE, HABLREIA R . IAERN CPU #MEZ K, HaE AP
A%, XSRS IR — AR P CHRAT IR, BEE AR EEE, DU
CPU & 2 ik, HIE R A Rz thRe [ I AT 2 AMESS, XM AR Python SCRF R
MIBRERD o SR A ] 2 26 A R I24T Python JAIA, WA BERR K3t 4 i B AS O S8 AT I BE, 4
IMTARRGE, JF HiERe 78 70 A BN EEAE B . F K7t £ Python i f F] 2 2k

6.7.2 % 4LIZE Python RN A

Python 3 L& W E T _thread 1 threading Wi AMEHORSLILZ 2672 . M T _thread,
threading #2451 77 V4 58 27 H B A, DGR ATTHG 261 U A# threading ASEE i VA . Bk
KA T HIX B A .

import threading

import time

def say after (what, delay):
print (what)
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time.sleep (delay)
print (what)

t = threading.Thread(target = say after, args = ('hello',3))

o

.start ()
o IRAITS A Python N B i threading SRS £ 4k 2. 2 J5 & X — say_after(what,

delay) ik %0, 1Z K& what fil delay BANZ50, 400 SRR R FTEIIG A 2 &
time.sleep() /R Al ¥ BF ]

o [fJ5f#H threading #) Thread()e& %A say_after(what, delay)pf#)# — A2t
e R 42 & t, VEE Thread() B () target 2500t N ) /2 pR $0 4 R (R say_after),
args X M [ 52 1% say_after B () 24, % [F T what = ‘hello’ 1 delay = 3.

o i H threading i) start()>k J5 Bl I NI B 22 Y 2 A2

BATARSE RCR, R s .

[root@Cent0S-Python python]# python3.8 threadingl.py
hello

hello
[root@Cent0S-Python python]# _

EFTEIH 2 —A hello J5, FERFRA time.sleep(3)KHR T 3s, 3s 2 G B RIFTENH T 26
— A hello. BRAXE AT RiE47 T say_after(what, delay)ix — k%, JF H Higfr 77—,
PR L B AT AE SR T 2 2R, RS2 AN B B B R 10 [X il o 52 R SR ARG B 2 dn T
#coding=utf-8

import threading

import time

def say after (what, delay):
print (what)
time.sleep (delay)

print (what)

t = threading.Thread(target = say after, args = ('hello',3))
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print (£"fEFT {time.strftime ('$X'")} FHBIHFAT™")
t.start ()
print (£"fEFT {time.strftime ('$X')} HATEER")

o X—KMM time.stritime() ok 22 BliC K A2 7 AT BT A SAT S5 K 18], BH A4
“REAR SR

IBATACSE RCR, R s .

[root@Cent0S-Python python]# python3.8 threading2.py
T 02:23 FrEEHAT

[root@Cent0S-Python python]l# _

XEARE €2 0 AT AFRFALE 02:23:44 FFURHAT , XAE R —BF ) &5 50 2 M A 2 1% Ak
i 3s g2 i BIE print (FFEF T {time.strftime('%X")} FFEEHAT)F print (FFEfF T
{time.strftime('%X")} AT R/ 3 5 1E tstart) R LA R, (HRAAZEH 4 hello #
FTENH K, print (FFEFE T {time.stritime('%X')} AT 45 K" Ft AT 1 2

X N T threading.Thread() A say_after() ek 3 A & I B P& F2, print(f 12T T
{time.stritime('%X)}HF 4 $AT ") AT print (FFLF T {time.stritime(%X")} 4T 4554 ") B A
print() R At L [ 5 A T A R BRRER . R U, % ARELE SEBR B T AR
—NRAFERE, —ANRAKERE, MR T — N2 EENREE. B BARNERE,
say_after R BF BB Z AMIBEA print B ZFENEZETH, AT, K print (R )7
T {time.stritime("%X") AT 45 ") A SAZ AR R RFEH AL S 2] tstart)AT 56 A4 B AT
METE print (F'F2)7 T {time.strftime('%X")} FFEEHAT") B HAT 55 S LERE AT . Xt
AR T N AR B BIRA T EARIR 3s (A 276 02:23:44 [F] i T 45 F1 45 5 .

U AR IR A il 3 say_after(what, delay) B %5 T 46 A1 &5 B I ), 7 AR AN
threading B join() 7%, K& FHIMAR .

#coding=utf-8
import threading
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import time

def say after (what, delay):
print (what)
time.sleep (delay)
print (what)

t = threading.Thread(target = say after, args = ('hello',3))

print (£"fEF T {time.strftime ('$X")} HE@HEPAT™)

t.start ()

t.join()

print (£"Ff2FFT {time.strftime ('$X')} HATLEE")

o  ATRMBH T —ibH )y, BIFE tstart() &M T —A tjoin(). join()75 ¥
MIEFARBFIAZERABERNERE, BRI ZEBETSRRELIE CRURLER
) K N A join() 77 7 17 & t 1E /& F threading. Thread() A say_after(what, delay)
PR BB A ) P R, R S N AZ R B print (FFR)F T {time.strftime('%X")}
PAT AR LS P R AT 2R 5 A BR 4k S AT, DAL A AE AT I (1)
AR 2 LR v A AR GE 2 DL AR [F) 28 1) 77 SIS AT Y .

BATACRSE BRI R .

[root@Cent0S-Pyth hon]# python3.8 threading3.py
FEFT 03:49:19 J -

hello
FEFT 03:49:22 %

A LVE R, BN T join() 7%k, £ FIEAT R print (F'F2F T {time.strftime
(X HAAT 45 3 ") 0 05 A5 70 JH T 24672 13847 1 say_after(what, delay) B $it 47 52 ¥ i , A
e 4 42 B 0T, BRLUG R F 0 J5 AT S 66 9% 3s, K ALL B 2R 7R 1R 25 ) 2 R

B 2 — i, RE T a2 A S &R IEsT, RIS .

#coding=utf-8

import threading
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import time

def say after (what, delay):
print (what)
time.sleep (delay)
print (what)

print (£"fEFT {time.strftime ('$X')} FLHBIHFAT\n")
threads = []

for i in range(l,6):
t = threading.Thread(target=say after, name="42EfE" + str(i), args=('hello',3))
print (t.name + 'FFEHEPAT. ')
t.start ()

threads.append (t)

for i in threads:
i.join()

print (£"\nfEF T {time.strftime ('$X')} HITER")

o AL for fEIFECA range(1,6)f % T 5 NEFE, I HORE AT 2 2 F2 (1 78 Uk
17, k2 say_after(what, delay)efi%i A2 R ERNBAT T 5 K. HALRE
TERTCEIMA threads 4%, SAEMEH for HAELMACEA 5 MEER
threads %1 %, XfH A AN RAEH A join() 77k, W IR BB EATHHAT 45
FPAT W LFER) print (F'FEF T {time.stritime('%X")} AT R,

BATACRS A BCR, R B .
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[root@Cent0S-Python python]# python3.8 threadingd.py
2T 05:13:35 FF iT

___ ﬁ'é'l' ';F'T' T

ALLER, AT Ih R 2 LG R T HhIT, WMEURLRE R 5 K
say_after(what,delay) ik %, W75 248 %% 3X5=15s5 4 REMI 2 AN A, MAELZ KRR T,

BT KA 3s wlizfr e .

6.7.3 %R Netmiko H N FH

FESAR T threading BERFEA LG, BATRE WA E S Netmiko 45i&, SLilil
i Netmiko X [ 2% i 2 26 R 6 S A1 45 AT

fE 6.6.3 i, FATME LG MR LAEF D)7, BT Netmiko X 5 & 28 #Hl
(192.168.2.11~192.168.2.15) [ line vty 5 15 it & T login local, &/ JHIAS M TF 45 $h AT B 45
H, BT JE SRR 45.02s. X BLERATH Netmiko A2 &R X, XX 5 &2 Bl FFE
MIBCEIFTERE, kB TR 2 LARaETTE 2 DI E .

FIAAES QR .
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#coding=utf-8

import threading

from queue import Queue
import time

from Netmiko import ConnectHandler

f = open('ip list.txt')
threads = []

def ssh session(ip, output q):

commands = ["line vty 5 15", "login local","exit"]

SW= {'device type': 'cisco ios', 'ip': ip, 'username': 'python', 'password':
'123"}

ssh session = ConnectHandler (**SW)

output = ssh session.send config set (commands)

print (output)

print (£"FEFT {time.strftime ('$X')} FFLHEHFAT\n")

for ips in f.readlines():
t = threading.Thread(target=ssh session, args=(ips.strip(), Queue()))
t.start ()

threads.append(t)

for i in threads:
i.join ()

print (£"\nFEF T {time.strftime( )} PATEEER™)

o {EffH Netmiko SEHL £ L6 FERT, 2T AW EBFIBLH queue. 7E Python H,
H (queue) &4 A% [A] & FH B e B 4m 2 =0, X HL 51 A queue B 1) Queue
2%, ghEseEset (First Input First Output, FIFO) BA%I, 34 & 1E AN H A%
ZHBLE 4 ssh session(ip, output_q)E&i . A% queue B ) BAK N BALEA P
FHETEE Py, T B0 X2 A ] Netmiko S2EL 22 28 FE I 4 % 1025 SR B AT

o JLARACHL AR B o

BATAEZCR, W is.
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[root@Cent0S-Python python]# python3.8 threading6.py
FEFFT 08:11:41

config term
Enter configuration commands, one per line. with CNTL/Z.
SW5(config)#line vty 5 15
SW5(config-line)#login local
SW5(config-line)itexit
SW5(config)#end
SW5#
config term
r configuration commands, one per line. with CNTL/7.
SW4(config)#line vty 5 15
SWa(config-line)#login local
SWA(config-line)#exit
SWA(config)#end

SWa#
config term
Enter configuration commands, one per line. with CNTL/Z.
SW3(config)#line vty 5 15
3(config-line)#login local
(config-line)#exit
(config)#end

config term
Enter configuration commands, one per line. with CNTL/Z.
pyntc_ le(canflﬁ}#llnP vty 5 15

) - g-line)#exit

pyntc_Swl(conFig}#end

pyntc_SW1#

config term

Enter configuration commands, one per line. with CNTL/Z.
SW2(config)#line vty 5 15

SW2(config-line)#login local

SW2(config-line)#exit

SW2(config)#end
Shi2#

FEFT 08:11:51 o
[root@Cent0S-Python python]# _

A LLE B, 48 Netmiko £ £ F2 B FLAUFERS 10s (08:11:41 — 08:11:51) {5 1 X} 5
AN E o FEER AT B AR [F] 2P L 42 77 AR 7 36s, AN X AN T8 BE AR SR8 T 6.6
THRBIMRLRE R P xRt FATEA netdev HZEFE L ILALFE RS 5s {5 X
[FIRER) 5 &R HHLTE R T FIFE I &
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